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Security and defence paradigm shift: future capabilities already present

Abstract:;

Undoubtedly, the Russia's unprovoked military aggression against Ukraine is a practical
scenario in which to observe the paradigm shift in security and defence through the
several capabilities that were highlighted in 2019. Additive printing, different models of
unmanned autonomous vehicles, robot dogs or social media have become a reality on
the battlefield. All these technological advances have shortened the timelines and further
increased the pace and speed of warfare (and life) and bring with them new capabilities,
such as directed energy weapons or the Multi-Domain Combat Cloud or public models of
humanoid robots. But they also bring new concepts to be taken into account:
neurotechnology and transhumanism are closely related as they explore the interaction
between advanced technology and human capabilities. However, of all the capabilities
that were shown, there is one that continues to stand out above all others: Atrtificial
Intelligence and, in particular, Artificial General Intelligence (AGI), which will expand and
be able to control all of the aforementioned capabilities, indicating that the world is on the
verge of unprecedented change.
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Introduction

This paper is intended as a graphic dossier focusing on the different future capabilities
already present in Russia's unprovoked military aggression against Ukraine. A practical
scenario, in which to observe the paradigm shift in security and defence, announced in
IEEE Opinion Paper 26/2019? . 3D printing, different models of unmanned autonomous
vehicles, robot dogs or social networks (RRSS) are already fighting in Ukraine. Others,
on the other hand, although already a reality, will be consolidated in the coming years,
such as the Multi-Domain Combat Cloud, directed energy weapons or humanoid robots.
Finally, those that are also a reality, but are just beginning to be developed, such as
neurotechnology and transhumanism. However, of all the capabilities described, one
stands out above all others: Artificial Intelligence (Al), not only because of its potential
capabilities in security and defence, as it can extend and dominate all of the above, but

also because of its unpredictable consequences for humanity.

Unmanned Autonomous Vehicles (Drones)

Both sides have models of Unmanned Aerial Vehicle (UAV), small, medium and large.
The large ones fly up to 10,000 feet (3,048 km) and above and are used for surveillance,
GPS jamming and picking up signals from the enemy to locate them. Medium ones, which
go up to 600 km, are used for "scanning enemy terrain” or coordinating artillery fire, and
smaller ones, such as FPVs, are considered "kamikaze drones" because they fly directly
at an enemy target? . Ukraine has several small models with explosive charges that are
responsible for two-thirds of Russian tanks being destroyed in recent months. This has
led Russia to logically upgrade its tanks, installing metal shells on some of them, which

have earned them the name of turtle tanks® (image 1). Russia has also created the world's

1 ABAD SOTO, Jorge. From EDC to EU Strategic Autonomy: A Paradigm Shift in Security and Defence. IEEE Opinion
Paper 26/2019. chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://publicaciones.defensa.gob.es/media/downloadable/files/links/b/
o/boletin_ieee_14.pdf (accessed 17/10/2023)

2 DESMARAIS Anna (2024). "How and why Russia uses drones that are almost undetectable thanks to fibre optics".
In La Vanguardia. September 2024. [Online]. Barcelona, available at: https://es.euronews.com/next/2024/09/01/como-
y-por-que-rusia-utiliza-drones-casi-indetectables-gracias-a-la-fibra-optica [Accessed 15/11/2024].

3 GONZALEZ Izan (2024). "Asi son los tanques tortuga con los que Rusia se protege de los certeros ataques con
drones ucranianos". In El Espafiol. May 2024. [Online]. Madrid, available at:
https://www.elespanol.com/omicrono/defensa-y-espacio/20240515/tanques-tortuga-rusia-protege-certeros-ataques-
drones-ucranianos/855414749 0.html [Accessed 18/10/2024].
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first flamethrower drone* . Deployed in Ukraine's 108th Territorial Defence Brigade, the
'‘Dragonfire’ uses thermite ammunition (a mixture of iron oxide and aluminium powder), a
substance that when it comes into contact with metals, melts steel and causes fires on
contact, as it produces an extremely intense exothermic reaction, reaching temperatures
of up to 2,200 degrees Celsius. Its capabilities range from the destruction of armoured
vehicles and artillery to metal structures, as well as the elimination of vegetative cover

that protects enemy troops (image 2).

Image 1: Turtle tanks (Russia). Image 2: Dragonfire UAV
Source: El Espafiol El Confidencial

In the current conflict, the UAVs , are providing various capabilities such as: obtaining
information in advance, defensive capabilities with the escort of patrols or offensive
capabilities, carrying explosive or incendiary charges. But their capabilities are not only
limited to the above. Ukraine has also begun to use Vampire drones to transport "robot
dogs" (from the company Brit Alliance). These are deposited on the ground on the
Russian frontline and have demonstrated their capabilities to deliver a variety of critical
equipment. With a high level of operational effectiveness and agility, they are crucial for
moving through complex and hostile environments, showing their potential as a valuable
asset for military units. Each unit costs around €8,550 and Brit Alliance is already

gathering information from Ukrainian troops to upgrade them. On the battlefield, the "robot

4 DIAZ Jesus (2024). "El nuevo dron 'dragdn’ ucraniano que aterroriza a soldados rusos en sus trincheras". In El
Confidencial, September 2024. [Online]. Madrid, available at:
https://www.elconfidencial.com/tecnologia/novaceno/2024-09-02/drakaris-termita-dron-lanzallamas 3953967/ [Last
accessed 18/10/2024].
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dogs" are proving to be silent and undetectable compared to FPV (First-person view)
drones, which lose their signal when they enter underground spaces and are noisier®
(image 3). Until now, these types of robots had not been used on the battlefield and only
prototypes were available, such as the one shown on the official website of the US

company GhostRobotics and its K9 model (image 4).

Image 3: Vampire Drone and Robot Dog Image 4: K-9 robot dog
(Brit Alliance) Source: Ghost Robotics
Source: La Razén

For its part, Russia is using a new UAV against the Ukrainians as part of the Kursk
offensive. Fibre-optic drones called; Prince Vandal of Novgorod (KVN). Modified with
FPV, they deploy a super-light fibre-optic cable behind them as they fly, which makes
them "almost undetectable" to the other side's intelligence teams, as it reaches the pilot
and shows what the drone sees to the pilot without the need to use radio frequency (image
5). A Ukrainian military blogger, described it on Telegram as an FPV drone with a strange

plastic top containing a 10.8km coil of fibre-optic cable inside . ©

5 BIURRUM Afredo (2024). "Ukraine is using Vampire drones to deploy robot dogs on the Russian front". In La Razén,
September 2024. [Online]. Madrid, available at: https://www.larazon.es/tecnologia/ucrania-esta-usando-drones-
vampire-desplegar-perros-robot-frente-ruso2024092666f5aff8fcf7b3000143a286.html [Accessed 18/10/2024].

6 DESMARAIS Anna (2024). "How and why Russia uses drones that are almost undetectable thanks to fibre optics".
In La Vanguardia. September 2024. [Online]. Barcelona, available at: https://es.euronews.com/next/2024/09/01/como-
y-por-gue-rusia-utiliza-drones-casi-indetectables-gracias-a-la-fibra-optica [Accessed 15/11/2024].
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Image 5: Vandal Prince of Novgorod (KVN)
Source: La Vanguardia

But we cannot ignore other types of drones either, such as the Unmanned Ground Vehicle
( UGV ), which is already demonstrating its various capabilities in Ukraine. The Ratel S’
(image 6), was one of the first models to go into action. It is a highly stealthy kamikaze
ground drone carrying anti-tank mines and a combat module. It is capable of remotely
launching a powerful warhead, as well as being resistant to electronic warfare jamming,
one of Russia's specialities that has been evident since the military aggression began.
More recently (May), Ukraine also has the Fury® , another UGV to carry out more complex
and risky military missions, thus avoiding putting deployed military personnel at risk. The
Fury (image 7), which is four-wheel drive and incorporates a PKT 7.62 mm machine gun,
can communicate with its controller up to 700 metres in the case of obstacle terrain and
up to 2 kilometres in the case of direct vision. Its weapon system's targeting cameras
allow it to engage targets at a distance of up to 800 metres with sufficient accuracy. In
short, it performs attack, surveillance, intelligence and even decoy functions and
demonstrates an efficient operational capability within a 700-metre radius of the
protection unit. Russia also has a UGV called Buggy, a kamikaze robot loaded with

explosives that detonates once it reaches its target. Designed by the state-owned Rostec

7 GONZALEZ Izan (2024). "Ratel S, the stealthy Ukrainian kamikaze ground drone: how it sneaks through Russian
defences". In El Espafiol. September 2024. [Online]. Madrid, available at:
https://www.elespanol.com/omicrono/defensa-y-espacio/20231118/ratel-sigiloso-dron-terrestre-kamikaze-ucraniano-
cuela-defensas-rusas/807169292 0.html [Accessed 18/10/2024].

8 GONZALEZ Izan (2024). "Furia, Ukraine's drone for special missions against Russia: it attacks with machine guns
and can monitor troops". In El Espafiol. September 2024. [Online]. Madrid, available at:
https://www.elespanol.com/omicrono/defensa-y-espacio/20240928/furia-dron-ucrania-misiones-especiales-rusia-
ataca-ametralladora-puede-vigilar-tropas/888161572 0.html [Accessed 18/10/2024].
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company (image 8), in the battlefield it can carry out attacks on enemy personnel and
fortifications (forts, bunkers, fortified firing points and fortresses or destroy minefields) to
provide a safe path for troops. In addition, it is capable of performing a wide variety of

logistical tasks of delivering (fast and discreet) supplies, ammunition and fuel, and even

evacuating wounded soldiers from the front line.

Figure 6: UGV Ratel S (Ukraine). Image 7 UGV Fury (Ukraine). Figure 8: UGV Buggy (Russia).
Source: El Espafiol Source: El Espafiol Source: El Espafiol

Finally, it is true that Ukraine does not have a significant naval force, but its unmanned
underwater vehicles ( UUV ) and unmanned surface vessels (USV) are also playing a
role in preventing Russia from taking full control of the Black Sea. In fact, there are at
least eleven reported attacks with marine drones against military ships, Russia's naval
base in Sevastopol and the port of Novorossiysk® , as well as the Kerch Bridge, which
links the Crimean peninsula with Russia. The Toloka TLK-150 (Bravel programme) is an
underwater robot, only 2.5 metres long (image 9), which enables intelligence-gathering
missions close to the enemy coast, as well as "human on the ground” navigation and
targeting to carry out attacks. It complements the unmanned surface vessels (Uncrewed
Surface Vessels or USVs) for kamikaze attacks!® (image 10), although they can be
detected and attacked by Russian aircraft. The Marichka'! (image 11) is another UUV,
but it is six metres long by one metre wide and cylindrical in shape. It has the capacity to
carry more than one hundred kilos of explosives, with a range of 1,000 kilometres. In

9 CHEETHAM Joshua (2023). "How Ukraine is using sea drones against Russia and why they may change the future
of naval battles". In BBC, August 2023. [Online]. London, available at:
https://www.bbc.com/mundo/articles/c99xq9j2pl9o [Accessed 18/10/2024].

10 FERNANDEZ Antonio (2023). "Toloka TLK-150: asi es el nuevo dron submarino de Ucrania contra la Armada rusa
que revolucionard la guerra® In La Razdén, May 2023. [On line]. Madrid, available at:
https://www.larazon.es/internacional/europa/toloka-tlk150-asi-nuevo-dron-submarino-ucrania-armada-rusa-que-
revolucionara-guerra_20230513645f035¢21596b000118c725.html [Accessed 18/10/2024].

11 BIURRUM Alfredo (2024). "Marichka, el nuevo dron submarino de Ucrania que pone en jaque a la flota rusa en el
Mar Negro". In La Razon, September 20243 [On line]. Madrid, available at:
https://www.larazon.es/tecnologia/marichka-nuevo-dron-submarino-ucrania-que-pone-jaque-flota-rusa-mar-

negro 202309296516f5544fd7bf0001480186.html [Accessed 18/10/2024].
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short, as the 8th Separate Special Operations Regiment of Ukraine posted on RRSS:
"The era is changing and so are the methods of warfare" .*?

== === Camaras

Image 10 (top): USV (Ukraine).
Figure 9: UUV TLK-150 (Ukraine). Source: BBC
Source: Top War Image 11 (below): UUV Marichkaf (Ukraine).
Source: La Razdn

12 GONZALEZ Izan (2024). "Furia, Ukraine's drone for special missions against Russia: it attacks with machine guns
and can monitor troops". In El Espafiol. September 2024. [Online]. Madrid, available at:
https://www.elespanol.com/omicrono/defensa-y-espacio/20240928/furia-dron-ucrania-misiones-especiales-rusia-
ataca-ametralladora-puede-vigilar-tropas/888161572_0.html [Accessed 18/10/2024].
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Additive or 3D printing

3D printing has already become a reality on the battlefield. The Spanish army now has
the latest technology for this purpose. The Prometeo 2'3 is a machine capable of
designing and printing metal parts in less than 24 hours for vehicles deployed in Slovakia
(image 12). This has been confirmed by the Spanish contingent conducting military
manoeuvres on the Slovakian border with Ukraine in preparation for possible Russian
attacks!4 . Additive manufacturing is further increasing the pace and speed of warfare, as
it is allowing a military force to make everything from specialised parts to a UAV, cheaply,
quickly and most importantly, virtually in situ. It brings the factory very close to the combat
theatre, revolutionising global supply chains, decreasing lead times and increasing

operational time.

Image 12: 3D printer
Army Logistics Support Command (MALE)
Source: Army

The Multidomain Combat Cloud

Faced with this increase in speed, one capability is consolidating: the Multi-Domain
Combat Cloud. Colonel Pablo Moreno Galdé, Deputy Director General of Information and

13 VERCHER Ana (2024). "La fabricacién aditiva en el Ejército de Tierra". In Ministerio de Defensa, July 2024. [Online].
Madrid, available at: https://ejercitotierra.bloq/2024/07/07/la-fabricacion-aditiva-en-el-ejercito-de-tierra/ [Accessed
15/11/2024].

14 BELENGUER Mauro (2024). "Spain leads a NATO operation in Slovakia to reinforce the Alliance's eastern flank". In
RTVE, 18 October 2024. [Online]. Lest (Slovakia), available at: https://www.rtve.es/play/videos/telediario-1/espana-
lidera-operacion-otan-eslovaquia-para-reforzar-flanco-este-alianza/16294025/#:~:text=Sinopsis-
,En%20la%20frontera%20eslovaca%20con%20Ucrania%2C%20Espa%C3%Bla%20ejecuta%20maniobras%20milit
ares,flanco%20este%20de%20la%20Alianza. [Visited 21/10/2024].
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Telecommunications Plans and Services at the General Directorate of the Centre for
Information and Communications Systems and Technologies (CESTIC) of the Ministry of
Defence, stated in 2023 that: "the Cloud has become the new strategic scenario”. It can
be defined as; a network of global coverage within a battlespace that enables the
management of information and the provision of services, with the ultimate aim of making
decisions and executing military operations. "To put it very simply, to make it possible for
the combatant to have the right information at the time he needs it"'® . Highlight its 3
levels. At the Strategic level, it will provide information facilitating the selection of strategic
objectives and the most efficient way to achieve them. At the Operational level, it allows
the planning and execution of operations, with mission planning and simulation tools that
will generate options for the most effective use of the Force. At the Tactical level, it
provides C2 and C3 services!® that allow the integration and dissemination of information
throughout the theatre of operations, enabling decision-making at the points closest to
the deployment of effects. At all three levels, it must allow access to its services, based
on pre-determined privileges, at any time, place and type of operation being executed.
The Cloud (Figure 13) is thus an interconnected "system of systems”, integrating the three
levels and linked to an interoperable command and control structure that systematises
the chain of planning and execution of operations. It will therefore be a global
infrastructure that must include command and control elements, platforms, sensors and
weapons; operators and interfaces to convert information into execution. Current
technologies such as 5G, edge computing, or successive technologies that may emerge,
will be fundamental pillars for hyper-connectivity to the units that are executing
operations.

15 DEFENCE (2019). "The Multidomain Combat Cloud as a new strategic scenario". In defence.com, 15 June 2024.
[Online]. Madrid, available at: https://www.defensa.com/ciberespacio/nube-combate-multidominio-como-nuevo-
escenario-estrategico [Accessed 19/10/2024].

16 C2: Command and control. C3: Command, control and communication.
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MDO requires
interconnectivity between
Alliance members, through a
data-centric approach, to
create warfighting advantage.

t Comms | Data Link

Bl NATO HEADCUARTERS
CONSULTADON, COMMAND

Figure 13: Multidomain Combat Cloud
Source: Defence.com

Humanoid Robots

Humanoid robots" are already a reality and could also be integrated into the cloud.
Currently, there are several public models such as the DIGIT” . Incorporated into
Amazon's warehouses in Seattle (2023), they work alongside its employees (image 14).
Owned by Agility Robotics, the DIGIT, combined with its Agility Arc cloud automation
solution, is already poised to improve various workflows in a variety of different
industries!® . Figure 02 (image 15), meanwhile, is the new version of the "humanoid robot"
working in a BMW factory!® . Designed by the company Figure, it claims to have achieved
breakthroughs in critical technologies such as Al, machine vision, batteries, electronics,
sensors and actuators. More recently (October 2024), Elon Musk unveiled his "humanoid
robot", the Tesla Optimus Gen 2, which also promises to revolutionise business and home
assistance services around the world (even if they are still remote-controlled by humans?°

17 RUBIO Isabel (2023) "Asi son los androides que Amazon prueba en su centro de robética en Seattle". In El Pais, 20
October 2023. [On line]. Seattle, available at: https://elpais.com/tecnologia/2023-10-20/asi-son-los-androides-que-
amazon-prueba-en-su-centro-de-robotica-en-seattle.html [Accessed 19/10/2024].

18 AGILITY ROBOTICS (2024). "Humanoid Robots, Digit is changing everything the world knows about labor" In Agility
Robotics, October 2024. [Online]. Madrid, available at: https://agilityrobotics.com/ [Accessed 19/10/2024].

19 SANZ ROMERO Marta (2024). "Figure 02, the new version of the humanoid robot that works in a BMW factory: now
it talks like a human". In El Espafiol, 06 August 2024. [Online]. Madrid, available at:
https://www.elespanol.com/omicrono/tecnologia/20240806/figure-nueva-version-robot-humanoide-trabaja-fabrica-
bmw-ahora-habla-humano/876162674_0.html [Visited 19/10/2024].

20 JIMENEZ Miguel (2024) "Tesla's 'Optimus' robots were remote-controlled by humans in their latest demonstration”.
In El Pais, 14 October 2023. [Online]. Washington, available at: https://elpais.com/tecnologia/2024-10-14/los-robots-
optimus-de-tesla-estaban-teledirigidos-por-humanos-en-su-ultima-demostracion.html [Accessed 19/10/2024].
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). Finally, the Boston Dynamics company has teamed up with the Toyota Research
Institute (TRI), to bring high Al capabilities to the Hyundai company's "humanoid robots",
hoping to "accelerate the development of general-purpose humanoid robots" by bringing
together TRI's behavioural models and Boston Dynamics' Atlas robots (image 16). The
Russian defence minister (2021) has already shown interest in the military application of

these models, confirming the mass production of Al combat robots "capable of
autonomous fighting ". 2*

Picture 14: DIGIT (Agility Robots) Figure 15: Figure 02
Source: El Pais Source: El Espafiol

Image 16: Humanoid robot and Robot-dog (Hyundai & Boston Dynamics).
Source: Hyundai & Boston Dynamics

21 CASTANON Nacho (2021). "El ejército de Terminators rusos: llegan los robots que luchan por si mismos". In El
Espafiol, 25 May 2021. [Online]. Washington, available at:
https://www.elespanol.com/omicrono/tecnologia/20210525/ejercito-terminators-rusos-llegan-robots-luchan-
mismos/583692876 0.html [Accessed 19/10/2024].
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Directed energy weapons

But if we are talking about speed, Directed energy weapons (DEW) are also a reality
thanks to new techniques, a better understanding of physics, miniaturisation and
improved energy efficiency. DEW (Figure 17) are classified according to the base
technology used in the overall operation of the weapon, the main categories being?? : 1)
Microwave or High Power Microwaves (HPM): characterised by their ability to achieve
high value targets, limiting and minimising collateral damage in complex scenarios, where
the protection of the civilian population is a primary criterion. By 2030, they will be used
extensively in military operations, becoming an unprecedented coercive tool. 2) Laser or
Light Amplification by Stimulated Emission of Radiation or High Energy Laser (HEL): is
the amplification of light by stimulated emission of radiation and propagated in the form
of a beam using concentrated electromagnetic energy to increase the temperature of
target materials in order to damage or destroy them. 3) Particle Beam Weapon (PBW):
uses a high-energy beam of atomic or subatomic particles accelerated to high speeds by
powerful magnetic fields in a particle accelerator to impact the target, transmitting kinetic
energy to inflict the desired damage and alter its atomic structure. 4) Plasma or Laser-
Induced Plasma Channel (LIPC), the fourth state of aggregation of matter after solid,
liquid and gas, being a fluid in which an ionised gaseous substance becomes highly
electrically conductive, generating a plasma beam or beam that impacts a target at
extreme temperatures. 5) Sonic, ultrasonic or Ultrasonic Weapon (USW), uses sound to
damage or incapacitate an adversary through its auditory system or, using concentrated
beams of ultrasound to hit specific targets, can temporarily or permanently incapacitate
the adversary. In higher range mode, it can create a sound field that affects several
targets at the same time, creating an area denial effect. 6) Electro Magnetic Pulse (EMP):
uses the massive emission of high intensity electromagnetic energy over a target area to
disrupt, damage or even destroy electronic systems. Although it may appear to be non-
lethal at first glance, its devastating effects on all types of electronic systems, power lines
and essential service systems can result in large numbers of civilian and military

casualties as second order effects. Today, the reliance on electronic systems resulting

22 ANDRES Juan Carlos (2024). "Ultrasonics, lasers, microwaves, accelerated atomic particles... directed energy
weapons on the future battlefield”. In Defensa.com, October 2024. [Online]. Madrid available at:
https://www.defensa.com/en-abierto/ultrasonicas-laser-microondas-particulas-atomicas-aceleradas .  [Accessed
17/10/2024].
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from the high degree of digitisation of Western societies and armed forces creates a
vulnerability that could be exploited by a weapon. Ultimately, all these types of weapons
underpin the paradigm shift in defence by offering a rapid and accurate response,
challenging the limitations of conventional intercepts, mainly against hypersonic weapon
systems. Similarly, the ability to attack targets in the atmosphere, in space or on the
earth's surface provides unparalleled flexibility in the design of military strategies?® . The
Israeli Ministry of Defence has announced the deployment of the Iron Bean laser air
defence system (developed by Rafael Advanced Defense Systems and Elbit Systems)

and is scheduled to enter service next year . 24

Figure 17: Directed Energy Weapons (DEW)
Source: Defence.com

Neurotechnology and Transhumanism

But the potential and the various possibilities of creating human-machine teams -
biologically based with technology - cannot be ignored either. Successful breakthroughs

in robotic prosthetics, such as the integration of a bionic hand into a person's neural

23 ANDRES Juan Carlos (2024). "Ultrasonics, lasers, microwaves, accelerated atomic particles... directed energy
weapons on the future battlefield". In Defensa.com, November 2024. [Online]. Madrid available at:
https://www.defensa.com/en-abierto/ultrasonicas-laser-microondas-particulas-atomicas-aceleradas. [Accessed
04/11/2024].

24 NAVARRO José Maria (2024). "Israel will have its Iron Beam laser air defence system ready in a year". In
Defensa.com, November 2024. [On line]. Madrid available at: https://www.defensa.com/africa-asia-pacifico/israel-
tendra-listo-ano-sistema-defensa-aerea-mediante-laser. [Last accessed on 05/11/2024].
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control®® , could be mirrored by new defensive capabilities. Implants to connect the brain
to machines, devices that induce memories or devices that read thoughts are already
being developed in laboratories around the world and by companies such as Elon Musk,
who has implanted his first chip in a human?® . Rafael Yuste, a Spanish neuroscientist at
Columbia University and a world-leading expert in Neurotechnology, defines it as:
"methods or devices, which can be of an optical, electronic or nanophysical nature, but
also chemical, magnetic or even acoustic, with which it is possible to both record and
modify brain activity, which in turn can be carried out invasively, by inserting them inside
the brain through neurosurgery, or non-invasively, using devices such as a helmet, a cap,
glasses, a headband or a bracelet?’ . Its original goal; to study certain brain diseases that
are a challenge to medicine and that do not yet have a truly complete or effective cure
(Alzheimer's, schizophrenia, mental disability, stroke, epilepsy, Parkinson's, ALS,
depression or anxiety)?® ". Lieutenant Colonel Adam Willis?® (Defense Advanced
Research Projects Agency), talks about the Neurotechnology programme (N3 ), which
aims to develop high-performance two-way brain-machine interfaces for healthy military
personnel, enabling the application of various technologies in the field of national security,
such as the control of unmanned aerial vehicles and active cyber defence systems or
collaboration with computer systems to successfully multi-task during complex military
missions. But neurotechnology or robotic prostheses have an ideological origin and
background: Transhumanism defends the biological human union with technology in
order to achieve immortality, going from therapeutic to enhancement and overcoming
chance in favour of choice, being able to change our genetics to obtain more intelligent
beings, better adapted physically and psychically, with greater longevity and more

25 GARCIA Marcos Esteban (2023). "This robotic hand is the great revolution in implants: it connects completely to
human beings". In La Vanguardia, 20 October 2023. [Online]. Barcelona, available at:
https://www.lavanguardia.com/andro4all/tecnologia/esta-mano-robotica-es-la-gran-revolucion-en-los-implantes-se-
conecta-totalmente-a-los-seres-humanos [Accessed 21/10/2024].

26 JACKSON Patrick (2024). "Elon Musk announces the first implant of a chip from his company Neuralink into a human
brain". In BBC, 30 January 2024. [Online]. Arlington, available at: https://www.bbc.com/mundo/articles/c88ny5dgzjno
[Accessed 21/10/2024

27 YUSTE Rafael (2022). "Neurotecnologia y Derechos Humanos" (Neurotechnology and Human Rights), Carlos IlI
University of Madrid. September 2022. [Online]. Arlington, available at:
https://www.uc3m.es/ss/Satellite/UC3MInstitucional/es/TextoDosColumnas/1371353404778/?d=Touch [Accessed
21/10/2024

28 YUSTE Rafael (2022). "Neurotecnologia y Derechos Humanos" (Neurotechnology and Human Rights), Carlos IlI
University of Madrid. September 2022. [Online]. Arlington, available at:
https://www.uc3m.es/ss/Satellite/lUC3MiInstitucional/es/TextoDosColumnas/1371353404778/?d=Touch [Accessed
21/10/2024

29 WILLIS Adam (2023). "Next-Generation Nonsurgical Neurotechnology”. In Defense Avanced Research Projects
Agency, July 2023. [Online]. Arlington, available at: https://www.darpa.mil/program/next-generation-nonsurgical-
neurotechnology [Accessed 21/10/2024].
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resistant to diseases® . Humanity+ is the former World Transhumanist Association
(WTA), founded by David Pearce and Nick Bostrom in 1998 to spread this ideology which,
as we can see today, is already a reality manifested in the existence of cybernetic

organisms or cyborgs, recognised by governments3! (image 18).

Image 18: Implantation of a cybernetic organ designed by Binary Phoenix into the cyborg Joe Dekni.
Source: El Confidencial

Artificial Intelligence: the movement 37

In 2016, move 37 of AlphaGo (an Al program developed by DeepMind), surprised the
world by making an unexpected and innovative move, in which he placed a stone in a
position that at first seemed irrational, surprising both professional players and Al experts.
In reality, he set a trap for Lee Sedol to win the game. The magnitude of this ability is
such that it is now publicly known that the Turing test (with its criticisms) has been passed
by Al, when it was thought that it would never do so. GPT-4, the main model behind
ChatGPT, has managed to fool more than 50% of the participants, who could not
distinguish between a human and GPT-432 . Of the different types of Al, the general
artificial intelligence (GGI) stands out as having the ability to understand, learn and
perform any intellectual task that a human being can perform. Unlike current Al systems,

which are usually designed to perform specific tasks (playing chess, translating

30 Cristobal, F. P., (2021). Wake up: How the elites are controlling the world. La esfera de los libros, S.L.

31 RAMIREZ Ana (2019). "Los ciborgs ya estan aqui: ingenieros contra filésofos en el fin de los tiempos". In El
Confidencial, 7 October 2019. [Online]. Madrid, available at: https://www.elconfidencial.com/cultura/2019-10-
07/transhumanismo-ciborg-tecnologia-organos 2261553/ [Accessed 21/10/2024].

32 MILLAN Victor (2024). "GPT-4 (ChatGPT) has just passed the Turing test: It was something that was thought not to
happen". In El Economista. June 2024. [On line]. Madrid, available at:
https://www.eleconomista.es/tecnologia/noticias/12871956/06/24/gpt4-chatgpt-acaba-de-superar-el-test-de-turing-
era-algo-que-se-creia-que-no-ocurriria.html [Last accessed on 15/11/2024].
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languages or recognising images), GAIl aims to exhibit general cognitive capabilities and
adapt to a wide variety of tasks and environments. In other words, to be multitasking,
which could lead to the emergence of "the technological singularity” (when one Al creates
another Al). A hypothetical scenario where Al would surpass human intelligence and
could change the structure of society and the world in a radical way. 2023, GPT-4, also
managed to trick a TaskRabbit worker into providing him with a service to bypass a
captcha, pretending to need it because he is visually impaired. Al, then, is destined to
expand and control all the capabilities described above in the face of the increasing pace

and speed of war (and life), which makes it stand out from the rest.

Conclusion

"The era is changing and so are the methods of waging war. A phrase that best sums up
the paradigm shift that took place and was announced in 2019. Five years later, UAVS,
UGVs and UUVs are being used on the battlefield because they are smaller, cheaper and
used in large numbers. Together with dog-robots, they are showing their high operability
and versatility. Additive printing is another real capability to design and print metal parts
in less than 24 hours, shortening lead times and further increasing the pace and speed
of warfare. Given this reality, the Cloud has already become the new strategic scenario
to consolidate among the new capabilities, as it enables the management of information
and the provision of services, with the ultimate aim of making decisions and executing
military operations , making it possible for those who fight to have the right information at
the time they need it. For their part, some of the public models of humanoid robots are
already integrated into Clouds, improving various workflows in a variety of different
industries . And if we talk about speed, DEWs with their new techniques, better
understanding of physics, miniaturisation and improved energy efficiency make them a
consolidating capability . As for the new concepts; neurotechnology and transhumanism,
however extravagant they may seem to us, they are no longer science fiction, but a very
present reality that states will not be able to ignore (and perhaps not even people). The
21st century requires connectivity, to be better and faster in obtaining and managing
information and to make the most of all the new technologies that are emerging at full
speed. Human beings run the risk of wanting to adapt to this speed and to the rhythm

imposed by their own technological advances, wanting to transcend their own human
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biological limitations through technology, which could lead them to lose their own human
essence. In this scenario, the capability that will change everything is AGI. With a high
probability of being a tsunami of unimaginable consequences for humanity, because of
its ability to augment and control all of the exposed capabilities, the world may be on the

threshold of an unprecedented change, the "technological singularity".

Jorge Abad Soto*

Graduate in International Relations and Intelligence Analyst
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