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Abstract:

The way in which Russia conducts its espionage activities in Europe has changed. The
war in Ukraine and the tightening of security in European countries has meant that a large
number of the agents formally recruited and trained by the Kremlin's secret services have
been captured and/or expelled from their places of operation. With these resources out
of play, Moscow has been forced to resort to less orthodox methods to recruit and
mobilize new agents, even considering resources both “disposable” and more difficult to
detect. Surveillance of targets and positions, as well as obtaining sensitive and critical
information and resources — both physical and digital — by Russian and pro-Russian
secret agents are essential to the development of strategies of a hybrid nature, entailing
incidents of sabotage, influence and distortion of political processes, and cyber-attacks

upon European States.
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Introduction

Russian espionage is a silent lethal weapon directed from the Kremlin's secret services
to all corners of Europe. Moscow aims to carry out political destabilization, weakening
Western alliances such as NATO and the European Union (EU) through resources such
as espionage. Russian secret agents and the operations they carry out are aimed at
causing internal instability and mistrust in European institutions, as well as achieving a
decoupling between the United States and Europe in political, security, and economic
terms. By promoting a narrative based on Euroscepticism and the idea of Western
decline, Russia is attempting to divide Europeans, expand its influence in Eastern Europe
by promoting the adoption of authoritarian models, and also promote its economic

projects, such as the numerous gas pipelines that traverse the entire continent?.

Russian spies and informants participate in operations that are part of broader, hybrid
destabilization strategies that can be identified in three main pillars. The first is
widespread disinformation, through the distribution of fake news and propaganda online
and the manipulation of public opinion. The second is sabotage, which includes disrupting
critical infrastructure such as power grids, telecommunications networks, or vital
transportation routes, among others. The third is launching cyberattacks against
government agencies, companies, and infrastructure in order to steal critical data and

disrupt their operations?.

Russian espionage before the Ukrainian war

After the collapse of the Soviet Union in December 1991, the entire security and
intelligence structure, which was largely integrated within the Committee for State

Security (KGB), was dissolved. Therefore, during Boris Yeltsin's government in the newly

! European Values. (2019). Handbook on Countering Russian and Chinese Interference in Europe. Report. Konrad
Adenauer Stiftung. European Values. Available at: https://www.europeanvalues.cz/wp-
content/uploads/2020/10/Handbook-on-Countering-Russian-and-Chinese-Interference-in-Europe.pdf (Last visited in
09/03/2025).

2 Glndogar, A. (2024, November 18). A Shadow War: How Russian Spies are Attacking Europe. Medium. Available
at: https://salvacybersec.medium.com/a-shadow-war-how-russian-spies-are-attacking-europe-14c9e065bd46 (Last
visited in 09/03/2025).
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formed Russian Federation, there was a need to rearticulate bodies capable of housing
these competencies. In 1992, the Ministry of Security (MB) was first created, which was
replaced by the Federal Counterintelligence Service (FSK) a year later. The latter was
finally replaced by the Federal Security Service (FSB), which has been operating since
1995 to the present day. It is noteworthy that the current Russian president, Vladimir
Putin, served as director of the FSB between 1998 and 19992 before running for his

presidency at the Kremlin.

Apart from the FSB's national security, espionage, counterintelligence, and border control
functions, the Foreign Intelligence Service (SVR) was created in 1991 to gather classified
political, economic, and military information abroad. Added to this is the presence of the
Main Directorate of the General Staff of the Armed Forces of the Russian Federation
(GRU), whose work is carried out in the field of military Intelligence*. These three
agencies, despite the presence of other relevant ones such as the Federal Protection
Service (FSO) or the underwater investigation agency (GUGI), could be considered the

main players in Russian security and intelligence.

The FSB, GRU, and SVR all operate under the command of institutional bodies
coordinated by the Russian executive branch. In 2022, Sergey Kiriyenko, First Deputy
Chief of the Russian Presidential Staff, created the Special Influence Committee, a body
responsible for assigning specific tasks to Russian special services in target countries.
The Russian Secretary of the National Security Council (NSU), Sergei Shoigu, can also
guide certain decisions together with his own Committee to authorize certain activities

related to these operations, such as violent provocations®.

Russian intelligence services coordinate espionage and counterintelligence operations
carried out by a large number of networks made up of secret agents and informants
trained and educated within these agencies. These individuals can be classified in two

ways: by their range of action and by the “legal criteria” applied to them by the Kremlin.

3 Garcia, C. (2022, November 1). ¢, Qué es el Servicio federal de Seguridad? (FSB) ruso? El Orden Mundial (EOM).
Available at: https://elordenmundial.com/que-es-fsb-servicio-federal-seguridad-rusia/ (Last visited in 08/28/2025).

4 Montoya, M. (2023, February 13). ¢ Cuales son los servicios de inteligencia rusos? El Orden Mundial (EOM).
Available at: https://elordenmundial.com/cuales-son-servicios-inteligencia-rusos/ (Last visited in 08/28/2025).

5 Jones, S. G. (2025, March 18). Russia’s shadow war against the West. Defense and Security Department. CSIS.
Available at: https://www.csis.org/analysis/russias-shadow-war-against-west#h2-russian-actors (Last visited in
08/28/2025).
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With regard to the first factor, four types can be distinguished. Russian secret agents may
be “false diplomats,” operating from embassies abroad protected by diplomatic visas.
Russophile officials and politicians from other countries also act as informants, motivated
either by bribes or ideological affinity. On the other hand, Moscow also employs illegal
undercover agents, who live seemingly normal lives under a discreet cover, even hiding
their profile for periods of time. We must also distinguish between sleeper networks or
cells, consisting of groups of undercover agents whose mission is based on observation,
establishing contacts, and attempting to access potential targets to carry out their

operations®.

As for the legalization criteria established by the Kremlin, which distinguishes between
two types of status based on duration. The first type are “fully” legalized agents, who
usually remain in their destinations indefinitely. The second type are “partially” legalized
agents, whose missions are short-term and who undergo basic levels of scrutiny by the

intelligence or law enforcement agencies of the host government at their destination’.

These types of actors directly associated with Russian intelligence services had already
carried out numerous espionage operations and hybrid strategies in Europe before the
outbreak of war in Ukraine. In the case of the GRU, the activities of its Units 29155 and
54654 are particularly noteworthy. The former is organized into a set of operational,
logistical, planning, and training networks, whose personnel are normally deployed in
Europe under partial legalization. Members of this group were the main suspects behind
the poisoning of former GRU officer and Russian defector Sergei Skripal in 2018, who
was being pursued for sharing sensitive GRU information with British Intelligence. In
addition, in 2020, this unit was also implicated in the poisoning of opposition leader
Aleksei Navalny. Unit 54654, meanwhile, employs “fully legalized” agents who are
considered illegal undercover operatives. This is done by profiling and recruiting people
with military experience or other backgrounds, including foreign students at Russian

universities and contractors through front companies. It also infiltrates its own agents into

6 Mac Dougall, D., and Reid, S. (2023, August 18). Espias como nosotros: ¢ Cémo

opera la red de inteligencia rusa en Europa? Euronews. Available at: https://es.euronews.com/2023/08/18/espias-
COMo-nosotros-como-opera-la-red-de-inteligencia-rusa-en-europa (Last visited in 08/28/2025).

7 Jones, S. G. (2025, March 18). Russia’s shadow war against the West. Defense and Security Department. CSIS.
Available at: https://www.csis.org/analysis/russias-shadow-war-against-west#h2-russian-actors (Last visited in
08/28/2025).
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Russian ministries unrelated to Defense and into private Russian companies for

surveillance purposes?.

Aside from the GRU, it is also important to note other cases attributed to the SVR, which
has cyber units such as the Nobelium Unit, also known as APT29. In September 2023, in
parallel with the Ukrainian conflict, this unit participated in a cyber offensive targeting the
diplomatic accounts and foreign ministries of Azerbaijan, Italy, Greece, and Romania.
This offensive extended to Internet service providers and international organizations and
consisted of phishing attacks using diplomatic vehicle sales documents as bait, which
contained a virus that exploited a vulnerability in the program used to compress,
decompress, and manage the respective files. By manipulating the files, a breach was
opened in the systems that allowed APT29 agents to obtain sensitive data on the

commercial transactions of EU member countries with Azerbaijan®.

The war in Ukraine as a turning point in Russian espionage upon Europe

With the outbreak of this conflict, Russian intelligence operations on European territory
were severely affected by three factors. The first one was the expulsion of diplomatic
corps from Russian embassies in European countries. In November 2022, the director
general of the British Security Service, Ken McCallum, stated that more than 600 Russian
diplomatic officials had been expelled from Europe, 400 of whom were considered spies.
Most European countries have confirmed that these expulsions are due to violations of
the Vienna Convention on threats to national security and espionagel®. The result of

these expulsions has been the loss for the Kremlin of a key infrastructure made up of

8 Jones, S. G. (2025, March 18). Russia’s shadow war against the West. Defense and Security Department. CSIS.
Available at: https://www.csis.org/analysis/russias-shadow-war-against-west#h2-russian-actors (Last visited in
08/28/2025).

9 National Security and Defense Council of Ukraine. (s.f.). APT29 Attacks

Embassies using CVE-2023-38831. pp. 2-5. Available at:

https://www.rnbo.gov.ualfiles/2023 YEAR/CYBERCENTER/november/APT29%20attacks%20Embassies%20using%
20CVE?2023-38831%20-%20report%20en.pdf (Last visited in 08/28/2025).

P Gotev, G. (2022, November 17). MI5 chief says expulsion of 400 Russian spies across Europe has delivered
significant blow. Euractiv. Available at: https://www.euractiv.com/section/global-europe/news/mi5-chief-says-
expulsion-of-400-russian-spies-across-europe-has-delivered-significant-blow/ (Last visited in 09/03/2025).
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informants who were able to follow Russian covert missions on the ground firsthand, as

well as directly coordinate their own data collection operations.

The second factor is the strengthening of security forces and intelligence services in
European countries, which has led to an increase in the capture of Russian and pro-
Russian spies and informants. The case of spy Pablo Gonzalez, or Pavel Rubtsov, is well
known. This agent with dual Spanish-Russian nationality belonged to the GRU and posed
as a journalist in Spanish media outlets such as La Sexta and Publico, as well as being
a contributor to media outlets such as Voice of America and Deutsche Welle. Gonzalez
even wrote a report on Navalny, and in fact knew all the addresses of the clinics where
he received treatment after his poisoning. In addition, thanks to his apparent status as a
journalist, he managed to gain access to Ukrainian training camps to extract key
information. Gonzalez was arrested by the Polish Internal Security Agency in February
2022, although he was eventually transferred to Russia two years later!?.

The Dultsev Matrimony case is also well known. They were a couple of SVR agents who
were part of a Russian sleeper cell that was activated with the collapse of the Russian
spy network in the context of the war in Ukraine. Artem Dultsev and Anna Dultseva first
lived in Argentina and then in Slovenia, under the aliases Ludwig Gisch and Maria Rosa
Mayer, had two children, and held various jobs. On the day Russia invaded Ukraine, the
couple flew to Argentina to obtain new passports, but were discovered and arrested upon
their return to Slovenia. One of their espionage targets was the Agency for the
Cooperation of Energy Regulators (ACER), a key entity in European energy and gas,
especially after the Russian gas blockade. They were held for two years in Slovenia

before participating in the 2024 prisoner exchange??.

This last event constitutes the third factor to consider. On August 1 of that year, 24
prisoners were exchanged between Russia and the West at Ankara airport. This has been

considered the largest prisoner exchange since the end of the Cold War. As for the people

1 Gielewska, A. (2024, December 8). The Putin Magnet: the GRU spy and the women who loved him - VSquare.org.
VSquare.org. Disponible en: https://vsquare.org/pablo-gonzalez-pavel-rubtsov-gru-spy-women-russia-poland-spain-
putin/ (Consultado el 09/04/2025).

12 Kravchuk, V. (2024, June 18). Russian think tank’s “relocant” pitch clashes with unmasked spy couple in Slovenia -
Euromaidan Press. Euromaidan Press. Available at: https://euromaidanpress.com/2024/06/18/russian-think-tanks-
relocant-pitch-clashes-with-unmasked-spy-couple-in-slovenia/ (Last visited in 09/04/2025).

ieee.es Opinion Paper 95/2025 6

Instituto Espafiol de Estudios Estratégicos


https://vsquare.org/pablo-gonzalez-pavel-rubtsov-gru-spy-women-russia-poland-spain-putin/
https://vsquare.org/pablo-gonzalez-pavel-rubtsov-gru-spy-women-russia-poland-spain-putin/
https://euromaidanpress.com/2024/06/18/russian-think-tanks-relocant-pitch-clashes-with-unmasked-spy-couple-in-slovenia/
https://euromaidanpress.com/2024/06/18/russian-think-tanks-relocant-pitch-clashes-with-unmasked-spy-couple-in-slovenia/

Ieee es The shift in the Russian espionage’s strategy in Europe

Instituto Bmﬁo' de Estudios Estratégicos Juan José Terrero Carrobles

involved in the exchange, 16 political prisoners were released by Moscow, while the other
8 came from prisons in the United States, Germany, Norway, Poland, and Slovenia,
where they had been accused of activities related to intelligence matters*3, and hence

espionage-related activities.

So, now that the false diplomats have been expelled and the prisoners exchanged, the
question at this point might be whether the threat of Russian espionage in Europe is over.
Well, quite the contrary, this threat is far from over. Experts such as Marina Miron, from
the Department of War Studies at King's College London, say that Europeans felt secure
in the knowledge that Russian spies were no longer there and that their capabilities had
been halted, but this has not been the case; in fact, they are now more powerful than
ever. For their part, agencies such as the British Royal United Services Institute (RUSI)
warn that the GRU is restructuring its management towards the recruitment and training
of special forces troops, as well as rebuilding the support apparatus that would allow them
to infiltrate European states. Oleksandr Danylyuk, a research associate at RUSI, adds
that “the Russians continue to invest billions in intelligence operations in Europe,
developing capabilities designed to interfere in elections; radicalizing different social,
ethnic, and religious groups, including minorities; investing billions in political proxies who

may even come to power4.”

Russia’s new tactics to continue spying on Europe

Moscow is resorting to various ways to fill the gap in its intelligence network in Europe
caused by the factors mentioned above. One way Russia is replacing its agents expelled
from Europe is by using its contacts operating from Russian embassies in African
countries to gather information through the embassies of European states present
there!®. On the other hand, the Kremlin has been activating the remaining “sleeper cells”

13 Redaccion BBC News. (2024, August 1). Rusia y Occidente realizan el mayor intercambio de prisioneros desde la
Guerra Fria con 24 personas liberadas. BBC News Mundo. Available at:
https://www.bbc.com/mundo/articles/c99wzzzzk7go (Last visited in 09/04/2025).

14 Ridgwell, H. (2024, March 12). Russia steps up spy war on West. Voice of America. Available at:
https://www.voanews.com/a/russia-steps-up-spy-war-on-west/7525424.html (Last visited in 09/04/2025).

15 Agenzia Nova. (2024, April 8). Rusia estd cambiando su espionaje en Europa. Agenzia Nova. Available at:
https://www.agenzianova.com/es/news/Rusia-est%C3%A1-cambiando-su-espionaje-en-Europa/ (Last visited in
09/04/2025).
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or assigning more resources and active duties to unofficial agents and operatives who
continue to operate in Europe undetected. The latter could be third-country nationals or
Russians posing as third-country nationals®. What is more, all these undercover agents
continue to work with certain politicians and EU officials, whom they bribe in exchange
for information or by sponsoring disinformation campaigns and spreading extremist

messages?’.

Apart from all this, and due to the lack of formally trained agents following the mass
expulsion of 2022 and the prisoner exchange of 2024, Moscow is employing non-state or
quasi-state actors as its new collaborators: the so-called “disposable agents.” These low-
level operatives, who have not undergone multi-year training, are being deployed by the
Kremlin due to the lack of time to train new personnel, the immediate need to fill positions,

and their more difficult-to-track profile.

With regard to the latter, disposable agents are normally contacted to carry out a single
specific mission, after which they are paid and their traces are erased by the Russian
intelligence services. These types of missions can range from operations to obtain
classified information or Eurosceptic disinformation campaigns to cyberattacks and acts

of vandalism, which are having a cumulative effect in Europe*®.

Intelligence services such as the GRU and other special agencies of the Kremlin
mentioned above have recruited young Europeans in their 20s and 30s who speak
Russian, some of them with advanced technological skills, to carry out espionage and
foreign interference operations. Depending on their motivations, some do so for monetary

rewards, others because of their affiliation with pro-Russian ideals!®. To recruit these

16 walker, S. (2023, August 15). Russia turning to sleeper cells and unofficial agents. The Guardian. Available at:
https://www.thequardian.com/world/2023/aug/15/russia-turning-to-sleeper-cells-and-unofficial-agents (Last visited in
09/04/2025).

o Sahuquillo, M. R. (1 de abril de 2024). Spies, agents of influence and disinformation: Russia redoubles its
operations ahead of the European elections. EL PAIS English. Available at:
https://english.elpais.com/international/2024-04-01/spies-agents-of-influence-and-disinformation-russia-redoubles-its-
operations-ahead-of-the-european-elections.html (Last visited in 09/04/2025).

BEBU Investigative Journalism Network (2025, March 12). Playing With Fire: Are Russia’s hybrid attacks the new
European war? Available at: https://investigations.news-exchange.ebu.ch/playing-with-fire-are-russias-hybrid-
attacks-the-new-european-war/ (Last visited in 09/04/2025).

19 Jones, S. G. (2025, March 18). Russia’s shadow war against the West. Defense and Security Department. CSIS.
Available at: https://www.csis.org/analysis/russias-shadow-war-against-west#h2-russian-actors (Last visited in
08/28/2025).
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individuals, the Kremlin's secret services infiltrate their spies and cyber agents into
encrypted chat platforms such as Telegram or Discord, social media sites such as
VKontakte, Facebook, or X, unmoderated networks such as Reddit and 4chan, and even

online gaming chats.

There is a case in which several pro-Russian Telegram channels have been posting calls
to Russian-speaking European residents to provide information on the locations of NATO
and Ukrainian military and paramilitary facilities, as well as other key data such as
equipment transfer and storage, Ukrainian officer training locations, security systems,
vehicles, and the presence of foreign specialists. Such details must be submitted to a bot
linked to the chats or feeds where the messages were posted. These messages have

been disseminated by an official of the current de facto Administration of Crimea?.

Despite all this, infiltrations into European territory continue to occur, but especially
through EU states with a softer view of their relations with Moscow. This is the case in
Hungary, whose government has modified the country's residence permits. A new
“national card” would allow so-called Russian and Belarusian “guest workers” to enter
Hungarian territory through a simplified visa application process that would eliminate
certain security checks. This is a cause for concern for the EU, due to the increased
possibility of Russian infiltration and the violation of both Hungarian and European

security?L.

Impacts and consequences of the shift in Russian espionage in Europe

As mentioned above, Russian spies carry out their tasks based on a broader hybrid
strategy targeting European soil. Obtaining sensitive and critical data from institutions,

companies, and armies is key to causing sabotage, spreading disinformation, and

20 Novaya Gazeta Europe. (2025, January 15). Z-activists urge Russian speakers in Europe to spy on Ukraine and
NATO . “Novaya-Europe” found out what for. . . Novaya Gazeta Europe. Available at:
https://novayagazeta.eu/amp/articles/2025/01/15/z-aktivisty-prizyvaiut-russkoiazychnykh-v-evrope-shpionit-za-
ukrainoi-i-nato (Last visited in 09/04/2025).

2L colas, X. (2024, August 11). La UE teme que Hungria sea el nuevo coladero de espias. ELMUNDO. Available at:
https://www.elmundo.es/internacional/2024/08/10/66b62dfcfdddff15698b45a5.html (Last visited in 09/04/2025).

ieee.es Opinion Paper 95/2025 9

Instituto Espafiol de Estudios Estratégicos


https://novayagazeta.eu/amp/articles/2025/01/15/z-aktivisty-prizyvaiut-russkoiazychnykh-v-evrope-shpionit-za-ukrainoi-i-nato
https://novayagazeta.eu/amp/articles/2025/01/15/z-aktivisty-prizyvaiut-russkoiazychnykh-v-evrope-shpionit-za-ukrainoi-i-nato
https://www.elmundo.es/internacional/2024/08/10/66b62dfcfdddff15698b45a5.html

Ieee es The shift in the Russian espionage’s strategy in Europe

Instituto Bmﬁo' de Estudios Estratégicos Juan José Terrero Carrobles

perpetrating cyberattacks. There have been numerous incidents in different European

countries due to Moscow's change in strategy.

In 2024, nine investigations were opened into attempted or successful acts of vandalism
in Europe in which the perpetrators were linked to Russia, including attacks on property,
the throwing of Molotov cocktails, and the defacement of memorials to anti-Soviet leaders,
among others. Seven people were arrested in Estonia on charges of smashing the
windows of the cars of the Estonian Minister of the Interior and a journalist, as part of
other attacks on property in Estonian territory that have taken place since October 2023.
These individuals were linked to the GRU and were offered 10,000 euros to commit such
acts of vandalism, according to prosecutors. In addition to vandalism, other acts of
sabotage have also been reported, such as arson and attempted explosions. On July 19,
20, and 21, 2024, three explosions and fires affected three different warehouses
belonging to the logistics company DHL, located at the airports in Leipzig and
Birmingham, respectively, as well as at a site near Warsaw. Polish prosecutors said in
October 2024 that four people had been arrested and stated that these fires were Russian

tests for future sabotage against the United States and Canada as well?2.

Pro-Russian disinformation networks in Europe and their political disseminators are a key
factor in creating internal divisions that facilitate the activities of Russian spies and
intelligence services. In addition to these platforms, Russian and pro-Russian agents
have created so-called “doppelganger sites,” which resemble official institutional and
news websites in appearance, but publish and disseminate false narratives. In France, a
fake French Ministry of Defense website claimed that 200,000 French citizens had been
called up to fight in Ukraine, when there is no real evidence to support these claims. In
addition, another fake French Ministry of the Interior website claimed that France had

tightened entry conditions for Ukrainian refugees, however this was not true?2.

22EBU Investigative Journalism Network (2025, March 12). Playing With Fire: Are Russia’s hybrid attacks the new
European war? Available at: https://investigations.news-exchange.ebu.ch/playing-with-fire-are-russias-hybrid-
attacks-the-new-european-war/ (Last visited in 09/04/2025).

23 Antoniuk, D. (2024, April 24). France seeks new EU sanctions to target Russian disinformation. The Record.
Available at: https://therecord.media/france-eu-sanctions-proposal-russian-information-operations-elections (Last
visited in 09/04/2025).
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Spain is also not immune to operations directed from Moscow either. In terms of
cyberattacks committed by informal Russian and pro-Russian agents, there are cases
such as the arrests of three people in Madrid and two other Spanish cities for alleged
involvement in DDoS attacks against Spanish and NATO institutions and related strategic
sectors in July 2024. Such online activities were coordinated by the pro-Russian
cybercriminal network NoName057(16), which is based on groups of “volunteer
operatives” recruited online who are granted access to the network's own software to

carry out the requested attacks?*.

Another cyberattack on Spanish soil occurred in June 2025 in Melilla. The autonomous
city's council suffered a cyberattack that paralyzed its computer systems and put
confidential data belonging to the administration and citizens at risk. Although initially it
was thought to be a technical problem, it was soon confirmed that the attack was the work
of the Qilin group, linked to Russia and the Eastern European cybercriminal scene. The
organization claimed to have destroyed the city's digital infrastructure and extracted up
to five terabytes of information, representing a serious blow to the institutional and

technological security of the North African enclave?®.

The incidents that have taken place in Spain have not been solely cyber-related. Maxim
Kuzminov, a Russian pilot who defected to Ukraine in 2023, later moved to Spain to live
under a false identity and avoid the high treason warrant issued against him by Moscow.
In February 2024, his body was found in Villajoyosa, Alicante, riddled with bullets.
Ukrainian authorities confirmed his identity and recalled the propaganda use that Kiev
had made of his defection, a gesture considered humiliating to the Kremlin and which
made him a priority target. In fact, a Russian intelligence officer had already warned that

he would never make it to his trial alive?S.

24EBU Investigative Journalism Network (2025, March 12). Playing With Fire: Are Russia’s hybrid attacks the new
European war? Available at: https://investigations.news-exchange.ebu.ch/playing-with-fire-are-russias-hybrid-
attacks-the-new-european-war/ (Last visited in 09/04/2025).

25 Aguilar, R. (2025, June 27). “Hemos destruido por completo la red de la ciudad”: el ciberataque a Melilla apunta a
un grupo cibercriminal ruso. Xataka. Available at: https://www.xataka.com/seguridad/hemos-destruido-completo-
red-ciudad-ciberataque-a-melilla-apunta-a-grupo-cibercriminal-ruso (Last visited in 09/04/2025).

26 Redaccion BBC News Mundo. (2024, February 20). El piloto ruso que deserté a Ucrania y aparecié muerto en
Espafia. BBC News. Available at: https://www.bbc.com/mundo/articles/c9042xd1d5go (Last visited in 09/04/2025).
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All these events confirm that the hybrid strategies employed by the Kremlin are a direct
consequence of the espionage operations carried out by the Russian intelligence
services. Furthermore, the scope of both these operations and their effects goes far
beyond the geographical sphere, so however much we may think that the Russian threat
is a phenomenon far removed from our borders, the reality provides evidence to the
contrary. European states, including Spain, must be aware of the need to improve their
security and defense capabilities in the face of the instability that such threats bring in a

geopolitical landscape as uncertain as the one we are experiencing today.
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