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Presentation of IEEE Journal No. 26

e are pleased to present this new issue of the journal, which brings

together a series of articles addressing some of the main strategic,

technological and geopolitical challenges characterising the current
international system. In a context marked by growing uncertainty, volatility,
increased conflict and rapid transformation of the international order, rigorous and
multidisciplinary analysis is more necessary than ever to understand contemporary
security dynamics.

The international system is undergoing a period of profound transition. Tensions
between major powers, the resurgence of strategic competition and the proliferation
of regional conflicts, some of which threaten to escalate into global implications, are
evidence of the growing fragmentation of the global order. At the same time, the
multilateral system that emerged after the Second World War is showing clear signs
of institutional fatigue. International organisations designed to manage collective
security—with the United Nations as a prime example—face a structural deadlock
that limits their ability to act in the face of crises. The paralysis of the Security Council
in the face of high-intensity conflicts, the growing instrumentalisation of
multilateral institutions by the major powers, and the emergence of new regional
security architectures reflect a trend towards what some analysts call a process of
demultilateralisation of the international order.

At the same time, the strategic agenda has expanded significantly. Conventional
conflicts are joined by new dimensions of competition between state and non-state
actors: hybrid warfare, cognitive dominance, cybersecurity, artificial intelligence,
and the instrumentalisation of information as a tool of power. This multi-domain
environment forces us to rethink the classic categories of international security and
demands analytical frameworks capable of integrating the technological, social,
economic, and strategic dimensions of contemporary conflicts.
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The articles in this issue are set against this backdrop of structural transformation
of the international system and address some of the most relevant phenomena in
global security today from different perspectives.

The first article, by Juan de Dios Meseguer Gonzilez, analyses the resilience and
cyber risks associated with Russia’s nuclear command, control and communications
(NC3) system. In an environment characterised by the digitalisation of military
systems and the growing sophistication of cyber threats, the author proposes a
reproducible methodological model that combines systematic review, conceptual
analysis and scenario simulation based on international risk management standards.
Drawing on verified open sources from institutions such as RAND, NATO STO
and SIPRI, the study examines the technological exposure of the Russian nuclear
system and proposes mitigation frameworks based on Zero Trust architectures and
cyber resilience audits. The work thus contributes to understanding how military
digitalisation influences contemporary strategic stability.

The second article, written by Luis Angel Diaz Robredo, focuses on NATO’s
strategic communication and its role in the field of information warfare. Drawing
on contributions from social and group psychology, the author analyses various
intergroup interventions that have proven effective in reducing prejudice and
hostility between groups, highlighting their usefulness in strengthening strategic
communication capabilities in conflict contexts. The work shows how the cognitive
domain has become a central space for strategic competition, where the construction
of narratives and the management of perceptions are becoming increasingly valuable
in the context of allied operations.

In the field of institutional communication in crisis contexts, Jonattan Rodriguez
Herndndez examines the communication strategy of the Military Emergency Unit
(UME) on social network X during the forest fires that affected Spain in the summer
of 2025. Using a mixed methodological approach that combines content analysis,
engagement study and semantic analysis using data analysis tools, the author shows
how the UME’s communication focused primarily on the operational response to
the emergency. The study also highlights the role of institutional communication on
social media in reinforcing the public legitimacy of security institutions.

From a geopolitical perspective, Andrea Garcia Garcia analyses India’s growing
role in the strategic architecture of the Indo-Pacific. The article examines the
evolution of Indian foreign policy from the legacy of non-alignment towards a
strategy of strategic autonomy, articulated through initiatives such as the Acr East
Policy, the SAGAR doctrine and the strategic concept known as 7he India Way. The
study also explores the implications of this rise for the European Union and Spain,
highlighting opportunities for cooperation in areas such as connectivity, maritime
security, technology and the defence industry.

Instability in the Western Balkans is the subject of Sebastidn Chumbe Checa’s
study, which examines the risk of escalation in the region following the formation
of opposing military blocs around Serbia and Kosovo. Using theoretical frameworks
such as the balance of power, complex interdependence and the notion of a grey zone,
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the author analyses the interaction between regional and external actors—including
NATO, the European Union and Russia—and assesses the factors that contribute to
containing the conflict, such as European mediation, economic interdependence and
the presence of international missions such as KFOR and EUFOR Althea.

In the field of international political economy, Sonia Benito Herndndez and
Rouhollah Iran Shahy analyse the role of economic Islamism in the political
legitimisation of the Iranian regime. Based on the Velayat-¢ Fagih doctrine formulated
by Ayatollah Ruhollah Khomeini, the study examines the tensions between Islamic
economics and contemporary approaches in the social sciences. The authors conclude
that economic Islamisation in Iran has functioned primarily as an instrument of
political legitimisation of theocratic power, generating dynamics that have limited
economic pluralism and favoured authoritarian structures.

For their part, Salvador Berdun Carrién and Luis Barragdn Mdrquez address the
phenomenon of jihadist radicalisation in prisons based on an analysis of the case of
inmate Rida B. The study examines the particularities of radicalisation within prisons
and raises relevant questions about the capacity of prison institutions to prevent the
spread of extremist ideologies in high-security contexts.

The issue of training in strategic decision-making is addressed by Ivan Soto Macia,
who analyses the role of wargames as a tool for improving decision-making processes
in complex contexts. The article explores how advances in artificial intelligence can
transform the design and evaluation of these exercises, as well as the opportunities
offered by the growing community of civilian players as a source of collective
intelligence and cognitive diversity for strategic analysis.

From an innovative perspective, Roberto Espinosa Valdés analyses the
phenomenon of the gamification of war in contemporary conflicts. Through a
comparative approach that includes the Russian Ukrainian war, jihadist extremism
and organised crime in Latin America, the author shows how the logic of video games
is being integrated into propaganda, recruitment and mobilisation strategies. The
study concludes that these dynamics contribute to trivialising violence and amplifying
the transnational dissemination of war narratives, especially among young audiences.

The issue is rounded off with a paper by Arturo Esteban Ceballos, dedicated to
the analysis of hybrid threats from an innovative methodological perspective. The
author proposes a replicable model that combines empirical data analysis, statistical
modelling and agent-based simulation to study Turkey’s strategic activity in various
regional scenarios. Using analytical tools such as Markov chains, negative binomial
regressions and SARIMAX models, the study identifies adaptive patterns in the
strategic behaviour of actors and provides a useful analytical framework for the
development of early warning systems in multi-domain environments.

Finally, this issue includes reviews of three recent works of particular interest to the
academic and professional community in the field of security and strategy. First, the
book by Daniel Sans6-Rubert Pascual, dedicated to the role of intelligence services
in contemporary democracies. Secondly, the work by Rafael Garcia Pérez, which
analyses the geopolitics of the global submarine cable network as critical infrastructure
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for international security. Finally, the work by Basil Germond, which focuses on the
evolution of naval power in the strategic context of the postmodern world.

With this set of contributions, the journal offers a plural and multidisciplinary
overview of some of the most relevant debates in contemporary international security.
At a time when strategic uncertainty seems to be becoming the new normal in the
international system, rigorous analysis and academic debate remain indispensable
tools for understanding and addressing the challenges of the 21st century.
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Analysis of Cyber Risks and Resilience in
the Russian Nuclear Triad

Abstract

This paper studies the technological exposure and resilience of Russia’s
nuclear command, control and communications (NC3) system in the
context of global strategic competition and emerging security challenges
in the Euro-Atlantic space. It proposes a reproducible methodological
model that combines systematic review, conceptual analysis of
command and control architectures, and scenario simulation based on

NIST 800-30 and ISO/IEC 27005 standards.

The research uses open and validated scientific intelligence (OSINT)
from institutional sources such as RAND, NATO STO and SIPRI,
transforming the absence of classified data into an opportunity
to establish a verifiable analytical basis. From an interdisciplinary
perspective, mitigation frameworks and improvement measures are
proposed based on Zero Trust architectures, cyber-resilience audit
processes, and strategic information cross-verification mechanisms.

The study provides a reference framework for understanding and
assessing the effects of military digitalisation on contemporary strategic
stability, offering a useful tool for researchers and defence officials
interested in strengthening international technological security.

Keywords

Strategic security, Cyber defence, Command and control systems,
Technological deterrence, Euro-Atlantic cooperation.
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1 Introduction

Cyber risk in strategic nuclear command, control and communications (NC3)
systems has become a critical factor for international stability. The progressive
digitisation of launch vectors, the automation of early warning protocols and the
integration of artificial intelligence into strategic decision-making processes have
increased exposure to cyberattacks or interference. In this context, the Russian
nuclear triad—consisting of land-based intercontinental missiles, missile-launching
submarines, and strategic air platforms—represents one of the most sensitive
environments for global deterrence balance.

The tensions arising from the conflict in Ukraine since 2022 and NATO’s adaptive
response have substantially altered the Euro-Atlantic strategic environment. Russia
has prioritised the strengthening of its nuclear deterrence and has invested in the
modernisation of its NC3 network, integrating cyber and artificial intelligence
capabilities into its warning and command systems. At the same time, the Atlantic
Alliance has accelerated its advanced cyber defence doctrine, creating coordination
structures such as the NATO CyOC (Cyber Operations Centre) and expanding

interoperability programmes between member states.

In this scenario of technological rivalry, understanding the cyber risks associated
with the Russian nuclear triad becomes a fundamental task for international
security, especially from a preventive and doctrinal point of view. The scarcity of
public information on these systems, coupled with the secretive nature of most
command and control infrastructures, necessitates the adoption of alternative
methodologies based on verified open sources (OSINT), recognised risk
frameworks such as NIST 800-30 and ISO/IEC 27005, and modelling techniques
that allow theoretical behaviours to be extrapolated without compromising
classified information.

In this regard, this paper does not seek to identify specific vulnerabilities
or describe specific technical structures, but rather to offer a reproducible
methodological model for analysing cyber risk and doctrinal resilience in critical
nuclear command infrastructures. This approach allows the phenomenon to be
approached from a scientific, auditable and practical perspective for academic
institutions, strategic think tanks and defence agencies operating in restricted
information environments.

The novelty of the research lies in three main aspects:

1. 'The systematic application of the NIST 800-30 framework to a domain
traditionally reserved for classified intelligence.

2. 'The incorporation of the concept of strategic resilience, understood not only
as the ability to withstand a cyberattack, but also to maintain doctrinal and
operational stability in a hostile digital environment.

3. 'The formulation of an open, verifiable and replicable analytical model that
allows for future interdisciplinary research without compromising information
security.
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Ultimately, this study seeks to contribute to the debate on deterrent stability
in the digital age by proposing a conceptual and methodological framework that
facilitates scientific and technological cooperation among allies and fosters a culture
of prevention, deterrence and response to new-generation technological threats.

The following section describes the methodology adopted, the document selection
criteria and the thematic coding process applied to construct the analysis model.

2 Methodological framework and sources

The study is based on a rigorous methodology designed to ensure the scientific
validity of the analysis without violating security restrictions or revealing classified
information. Given that the research addresses a highly sensitive area—the Russian
nuclear command, control and communications (NC3) system—a mixed and
reproducible method was chosen that combines systematic literature review, thematic
coding and risk scenario modelling under international cyber management standards.
This approach allows for the development of a verifiable analytical framework
based on open sources, structured in phases ranging from document selection to
methodological validation of the model.

2.1 General approach

This study adopts a mixed qualitative-quantitative approach aimed at analysing
cyber risk in strategic nuclear command, control and communications (NC3)
infrastructures. Given the confidential nature of the subject matter, a methodology
based on the triangulation of verified open sources, international risk management
frameworks and conceptual inference techniques is used.

Before developing each phase, the methodological process followed is summarised
in table I, which shows the sequence of analysis and the reference standards applied.

TABLE I. METHODOLOGICAL PHASES AND REFERENCE FRAMEWORKS APPLIED
Phase Analytical objective Expected result

1 Systematic document | Identify institutional and academic Verified corpus of open
literature on NC3, cybersecurity and

Tool/Reference

PRISMA 2020 protocol. Sources:
RAND, NATO STO, SIPRI, IISS,
Chatham House.

Inductive content analysis.

review sources (58 documents).

strategic resilience (2018-2025).

Risk and resilience
indicator matrix.

2 Thematic coding Group findings into three areas:
structural vulnerability, strategic

digitalisation and doctrinal response.

3 Risk scenario modelling

Simulate possible vectors of interference
or degradation of the NC3 from a
theoretical point of view.

NIST SP 800-30 Rev. 1 (2012);
ISO/IEC 27005 (2018).

Conceptual exposure and
resilience scenarios.

4 Strategic impact
assessment

Assess the potential impact on deterrent
stability and Euro-Atlantic cooperation.

Semi-quantitative scale (probability
x impact).

Strategic risk map
(theoretical).

5 Synthesis and
methodological

validation

Verify the consistency of the model with
allied cyber defence doctrine.

Cross-check RAND-NATO
STO-SIPRI.

Reproducible and
auditable methodological
framework.

Source: author’s own elaboration based on NIST 800-30 (2012) and ISO/IEC 27005 (2018).
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2.2 Selection and validation of the document corpus

The initial empirical base consisted of 312 documents obtained from institutional
databases and specialised think tanks—including RAND (Research and Development
Corporation), SIPRI (Stockholm International Peace Research Institute), NATO STO
(Science and Technology Organisation), CSIS (Centre for Strategic and International
Studies), 11SS (International Institute for Strategic Studies), Chatham House, and
Carnegie Endowment—selected for their relevance and analytical rigour. After
applying criteria of thematic relevance, institutional authenticity, and absence of
duplicates, the corpus was reduced to 58 main references.

The PRISMA 2020 protocol (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses), an international guideline for the transparent and reproducible
preparation of systematic reviews, was used to refine the sources and ensure their
methodological traceability. Subsequently, inductive thematic coding was applied,
which allowed the findings to be grouped into three areas of analysis:

a) Structural vulnerabilities of NC3;
b) risks arising from strategic digitalisation and artificial intelligence;
¢) doctrinal responses and resilience frameworks in the Euro-Atlantic environment.

Each document was recorded in a documentary annex with verified URLs and
basic metadata (author, year, institutional source, type of document), ensuring the

verifiability and reproducibility of the process.
The sources used were classified into four main categories:

1. Doctrinal and technical documents issued by international organisations

(NATO, UN, European Union, Ministry of Defence of the Russian Federation).

2. Reports from think tanks and strategic research organisations (RAND, NATO
STO, SIPRI, IISS, Chatham House).

3. Academic and scientific literature indexed in databases such as Scopus, Web of
Science, and Dialnet Plus.

4. Verified journalistic sources, used only to contextualise recent developments
(2022—2025) in missile modernisation and command doctrines.

The authenticity of each document was verified by cross-checking its institutional
origin, date of issue, bibliographic citation and public availability. This validation
ensures that the OSINT sources used meet criteria of traceability, timeliness and
reliability, complying with the standards of transparency required by scientific
research in the field of defence.

2.3 Application of the NIST 800-30 and ISO/IEC 27005 models

The risk analysis followed the structure proposed by the NIST SP 8oo-30 guide
(Guide for Conducting Risk Assessments, developed by the US National Institute of
Standards and Technology), adapted to the strategic defence context. This framework
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provides a standardised procedure for identifying, estimating and prioritising
technological risks in critical systems:

1. Identification of critical NC3 assets and functions (without detailing platforms
or protocols).

2. Characterisation of threats according to cyber typology: communications
interference, software sabotage, sensor manipulation and cognitive
disinformation.

3. Estimation of the probability and impact of each threat on strategic stability
using a semi-quantitative scale.

4. Determination of residual risk and formulation of mitigation strategies.

In addition, the ISO/IEC 27005 standard, issued by the International
Organisation for Standardisation and the International Electrotechnical Commission,
was applied, which provides guidelines for information security risk management.
Its integration allows the organisational and doctrinal dimension of resilience
to be incorporated, aligning technical analysis with the principles of governance
and operational control. The result is a reproducible model for strategic cyber
risk analysis, applicable to critical infrastructures with limited access to classified
information.

2.4 Justification for the use of open sources (OSINT)

Far from being a limitation, reliance on open sources represents a methodological
advantage in terms of transparency, security, and scientific cooperation. The use of

OSINT allows for:
— Validate hypotheses using verifiable and accessible information;
— Respect operational confidentiality margins;
— Promote academic and doctrinal collaboration between allies.

In this way, information restriction becomes a legitimate epistemological condition,
where innovation focuses on the analysis model, not on the disclosure of sensitive data.
Thus, the study contributes to consolidating a common methodological language for
the examination of cyber risk in strategic environments and for interaction between
academia and defence institutions.

2.5 Limitations and future prospects

It is recognised that the exclusive use of OSINT prevents direct empirical
verification with classified data. However, the model developed can be extended and
validated by researchers with restricted access, ensuring its scalability.

Future lines of research include the application of machine learning to detect risk
patterns and the comparative analysis of cyber resilience between NC3 doctrines of
different nuclear powers.
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Taken together, this methodological framework provides a scientific and
reproducible basis for future studies on strategic cybersecurity and resilience in
nuclear command systems.

3 Theoretical and conceptual framework

Understanding cyber risk in the Russian nuclear triad requires articulating a
theoretical basis that combines classic doctrinal approaches to deterrence with new
paradigms of digital security and technological resilience. This section establishes the
conceptual foundations that underpin the subsequent analysis, integrating contributions
from academic literature, strategic research reports and international regulatory
frameworks on cyber risk management (ISO/IEC, 2022; Joint Task Force, 2018).

The purpose of this framework is not to reveal specific command structures, but
to offer an interpretative model that allows us to understand how the digitalisation
of the Russian NC3 system can affect global strategic stability. From this perspective,
deterrence theory, nuclear risk studies and doctrinal developments in cyber
defence converge to explain a changing scenario, where technological risk becomes
a geopolitical vector of the first order (Johnson, 2021; Mazarr et al., 2022; U.S.
Department of Defense, 2020).

The purpose of this framework is not to reveal specific command structures, but
to offer an interpretative model that allows us to understand how the digitalisation of
Russias NC3 system can affect global strategic stability. From this perspective, deterrence
theory, nuclear risk studies and doctrinal developments in cyber defence converge to
explain a changing scenario, where technological risk becomes a geopolitical vector of
the first order (Johnson, 2021; Mazarr ez al., 20225 U.S. Department of Defense, 2020).

3.1 Fundamentals of the nuclear triad and the NC3 system

The nuclear triad is at the heart of modern strategic deterrence. Designed to
ensure second-strike capability, it consists of three complementary components:
intercontinental ballistic missiles (ICBMs), submarine-launched ballistic missiles
(SLBMs) and strategic bombers (Kristensen and Korda, 2023). The logic of the triad
is to maintain credible deterrence through the survival of the arsenal in the face of a
pre-emptive strike, a concept that remains central to current Russian doctrine (IISS,
2023). Comparative data on forces and modernisation programmes support this
configuration of the Russian triad (IISS, 2024).

The Nuclear Command, Control and Communications (NC3) system integrates
the functions of political command, operational control and transmission of orders to
nuclear forces. According to Acton (2018), the reliability of NC3 is the sine qua non of
global nuclear stability: any degradation or ambiguity in its operation could lead to a
crisis of perception or accidental escalation.

The Russian NC3 has evolved from Soviet architecture (Kazbek System, Cheget)
to a more automated network, supported by GLONASS satellites and redundant
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encrypted communications (CSIS, 2024; Mazarr et al, 2022). However, digital
interconnection and the introduction of artificial intelligence into decision-making
processes also increase exposure to interference or cyberattacks (Kristensen and

Korda, 2022b).

This technological evolution raises the need to assess the risks associated with
the digitisation of NC3. Understanding the nature and dimensions of cyber risk in
strategic systems thus becomes the logical next step in interpreting the vulnerabilities
inherent in the contemporary deterrence model.

3.2 Cyber risk in strategic systems

Cyber risk is defined as the probability that a digital action or vulnerability will
affect the integrity, confidentiality or availability of a critical system (Joint Task Force,
2018). In the nuclear domain, this risk transcends the technical realm: it can alter
trust between states and destabilise deterrence balances.

Studies by the Carnegie Endowment for International Peace and SIPRI highlight
that cyber incidents in strategic infrastructure can generate ‘catalytic effects’, i.e.
trigger disproportionate reactions due to misperceptions by the adversary (Jung, 2024;
Kristensen y Korda, 2022b). Mazarr e a/ (2022) and CSIS (2024) agree that Russian
NCs, despite its redundancy, faces increasing risks linked to sensor automation,
dependence on proprietary software and remote access to decision nodes.

According to these studies, the main threat vectors fall into four categories:
1. Digital intrusion or firmware manipulation in strategic communication nodes.

2. Electromagnetic or satellite signal interference, which affects the reliability of
early warning.

3. Disinformation and cyber deception operations targeting the political-military
chain of command.

4. Technological dependence and vulnerability of the supply chain, especially for
imported microelectronic components.

These threats, documented in reports by NATO STO (2023) and I1SS (2023), illustrate
how strategic digitalisation transforms classic deterrence risks into multidimensional
challenges combining cybersecurity, intelligence and strategic psychology.

Analysis of these risk vectors necessarily leads to an examination of resilience
capabilities. If risk represents the degree of exposure, resilience determines the system’s
ability to maintain its critical functions under attack or disruption. This shift in focus
is key to understanding stability in the digital nuclear environment.

3.3 Strategic resilience and cyber stability

The concept of strategic resilience has evolved from a technical notion to a doctrinal
principle that defines the ability of states to maintain essential functions under
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pressure or attack (Payne, 2022). In the cyber context, it implies not only resisting
aggression, but also ensuring operational continuity, organisational adaptability and
rapid recovery of the affected system.

NATO formalised this vision after the Warsaw Summit (2016) and reaffirmed it
in its Strategic Concept 2022, recognising cyberspace as an operational domain. Its
Cyber Defence Pledge and the research framework of the NATO Science and Technology
Organisation (U.S. Department of Defense, 2020) promote the integration of digital
resilience into defence planning.

Russia, for its part, has been developing a doctrine of ‘informational stability’
since 2020, which combines cyber defence with information control and technical
redundancy of NC3 systems (CSIS, 2024). This vision focuses on maintaining
technological autonomy and reducing exposure to external vulnerabilities.

The shift from technical resilience to strategic resilience introduces a new
component: cyber deterrence. While resilience ensures the survival of the system,
deterrence ensures the predictability of the adversary. The two complement each
other in a framework where stability depends as much on technological strength as
on perceived credibility.

3.4 Cyber deterrence and strategic stability

The digital transformation of nuclear deterrence has led to the emergence of the
concept of cyber deterrence, understood as the ability to prevent aggression through robust
protection of critical infrastructure and credible responses to attacks (Johnson, 2021).

Authors such as Futter (2018) and Morgan (2023) argue that traditional
deterrence—Dbased on the fear of mutually assured destruction—is shifting towards
‘resilience deterrence’, where the strength of the system and its ability to absorb an
attack without losing functionality are decisive factors.

Contemporary strategic stability is therefore defined not only by the quantity or power
of the nuclear arsenal, but also by the cyber robustness of the NC3. The RAND (2025)
and SIPRI (2024) reports warn that digital vulnerability in nuclear command networks
could become the main catalyst for instability if coordinated measures for prevention,
cooperation and technological transparency are not adopted among the powers.

This set of concepts—risk, resilience, and cyberdeterrence—forms the basis of
the analytical model used in this research. Based on these concepts, an integrative
conceptual framework is established that links technological security with strategic
stability, serving as a basis for the discussion of results.

3.5 Summary of the conceptual framework

The theoretical framework of this study is based on four fundamental pillars:

1. The nuclear triad, as a classic deterrent structure and guarantor of strategic
balance (Kristensen and Korda, 2023).
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2. The NC3 system, as the technical and doctrinal core of nuclear communication
(Jung, 2024; CSIS, 2024).

3. Cyber risk, which introduces technological and strategic uncertainty (Joint
Task Force, 2018; SIPRI, 2024).

4. Strategic resilience, which transforms cybersecurity into an element of stability
(Payne, 2022; U.S. Department of Defense, 2020).

These concepts form an integrative framework that allows us to examine the levels
of exposure and recovery of Russian NC3 in the context of global technological
competition.

Next, a Glossary of Basic Terms and Acronyms (Section 4) is presented to facilitate
understanding of the technical, doctrinal, and technological concepts used in the
research.

Section 5 then develops the results of the analysis, organised around the three
identified axes: structural vulnerability, strategic digitalisation and doctrinal
response.

4 Glossary of basic terms and acronyms

This glossary provides concise definitions of the main technical and doctrinal
concepts used throughout the article. Its purpose is to facilitate understanding of
the specialised terminology related to strategic cybersecurity, nuclear deterrence and
command and control systems (NC3), so that the reader does not have to resort to
external sources.

The inclusion of this section responds to the reviewers recommendation to provide
an early terminological frame of reference, allowing for a fluid and coherent reading
of the subsequent sections. The definitions presented combine technical, doctrinal
and scientific criteria and have been drawn from indexed academic literature and
recognised institutional sources (Jung, 2024; Futter, 2018; Kristensen and Korda,
2023; Payne, 2022; Mazarr et al., 2022; U.S. Department of Defense, 2020).

TABLE A. GLOSSARY OF BASIC TERMS AND ACRONYMS

Term/Acronym Summary academic definition Application in the study
NC;3 (Nuclear Command, Control and | Set of systems, networks and procedures that enable | Functional core of Russian nuclear
Communications) national authorities to control and communicate | deterrence analysed in this study.
orders regarding the use of nuclear weapons.
Nuclear triad Structure composed of three launch platforms: Structural framework for assessing
land-based intercontinental ballistic missiles cyber risk in each domain.

(ICBMs), submarine-launched ballistic missiles
(SLBMs) and strategic air vectors.

ICBM (Intercontinental Ballistic Missile) | Ballistic missile with a range of over 5500 km, One of the three components
capable of carrying nuclear warheads between analysed in the Russian triad.
continents.

SLBM (Submarine-Launched Ballistic Ballistic missile launched from nuclear-powered Represents the naval dimension of

Missile) submarines, an essential part of second-strike Russia’s NC3.
capability.
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Term/Acronym Summary academic definition Application in the study

Second strike A state’s ability to respond with nuclear weapons | A key indicator of strategic stability
after suffering an initial attack. and the impact of cyber risk.

Cyber deterrence Strategy aimed at preventing cyber attacks through | Concept used to assess the NATO-
resilience, attribution and proportional response Ukraine response to strategic cyber
capability. threats.

Cyber resilience A system’s ability to withstand, adapt and recover | Operational objective for
from a cyber attack while maintaining critical reinforcement in NC3 systems.
functions.

OSINT (Open Source Intelligence) Intelligence obtained from open, verifiable and Methodological basis that guarantees
publicly accessible sources, used for strategic or the transparency and reproducibility
scientific analysis. of research.

NIST (National Institute of Standards | US agency that develops technical and Main methodological reference for

and Technology) methodological standards, including the Special cyber risk modelling.
Publication 800-30 series for risk analysis.

ISO/IEC (International Organisation International entities that issue joint standards Complementary framework to

for Standardisation / International on information security management and NIST for assessing organisational

Electrotechnical Commission) technological risk (ISO/IEC 27005). resilience.

Spoofing Manipulation or spoofing of electronic signals— | Technical risk identified in SLBM
especially GNSS or satellite signals—in order to guidance systems and air vectors.
alter navigation or location data.

Firmware Low-level software that controls hardware operation | Potential attack surface in control
and provides the interface between equipment and | and launch systems.
programmes.

GLONASS Global satellite navigation system of the Russian | Critical technological dependency
Federation, equivalent to GPS. for synchronisation and guidance.

Perimetr Russian automated command system designed to | Doctrinal example of automation

ensure nuclear retaliation even in the event of loss | with inherent cyber risk.
of communication with political command.

Zero Trust Security model that eliminates implicit trust Recommended principle for
within internal networks, verifying each access or | modernising Russian and allied NC3
transaction. security.

Source: author’s own elaboration based on Jung (2024), Futter (2018), Harknett and Smeets (2020), Kristensen and Korda
(2023), Payne (2022), Mazarr ez al (2022), Joint Task Force (2018), ISO/IEC (2018) and U.S. Department of Defense (2020).
The definitions summarise standardised technical terminology in nuclear doctrine and cybersecurity.

This glossary constitutes a conceptual reference that frames the technical and
strategic analysis developed in the following sections. By clarifying essential
terminology, it seeks to ensure that the reader interprets the doctrinal, technical and
operational terms used in the study in a consistent manner.

The following section presents the results and technical analysis derived from the
application of the methodological model, organised around the three defined areas of
research: structural vulnerability, strategic digitalisation and doctrinal response.

s Results and technical analysis

The study focused on the three components of Russias nuclear triad—
intercontinental ballistic missiles (ICBMs), submarine-launched ballistic missiles
(SLBMs) and strategic air vectors—examining the interactions between the
communication, guidance and control subsystems. This multidimensional approach
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made it possible to determine the differential exposure to cyber risk in each operational
domain.

Among the systems evaluated, the RS-24 Yars is a paradigmatic case due to its
strategic relevance and degree of digitalisation, making it a reference model for
understanding the convergence between technology, doctrine and vulnerability.

s.I The RS-24 Yars as a technical reference model

Before presenting the quantitative results, it is necessary to contextualise the
technical model that serves as the basis for the empirical analysis. The RS-24 Yars
represents the main land-based vector of the Russian triad and exemplifies the
complexity of the digital command and control chains associated with ICBMs.

Figure 1, shown below, illustrates the structural configuration and relevance of the
land-based component of the NC3 system, highlighting the criticality of firmware
and guidance modules as potential cyber exposure surfaces.

EL misil balistico intercontinental ruso movil, equipado con ojivas MIRV termonucleares,
es una version modernizada del RS-12M2 Topol-M

Proyectil balistico intercontinental RS-24 Yars

Caracteristicas técnicas

letapa letpa — «<— llleapa —
Alcance méximo 11000-12 000 km Margen de error circular i 150m
Peso maximo antes del lanzamiento ... 46,5-472t Vida operativa N 15 afios
Potencia de las ojivas oo 150-300 ke Sistemade control ... ~.... Inercial
Pesodelasojivas ............................. ,2-1,3t Mododesoporte................................. desilo / de rampa mévil

Desarrollador: Instituto de Tecnologia Térmica de Mosc(i
Productor de los cohetes: fabrica de maquinaria de Votkinskiy

Tipos de equipamiento militar
@ 3-4 ojivas de 150-300 kt

@ Préximamente: seis ojivas del mismo tipo (con SLBM Bulava) de 150 kt
@ Proximamente: ojiva de combate guiada

Rampa movil MZKT-7922

xandr Vershin

Aador: Yuri Reuka Jefe: Ale

Método de lanzamiente. ... Despegueen frio' Capacidaddecarga ... ... ... 80t
Configuracién de losejes. ... 16x16 velocidad méxima ... .. 45km/h 3
Peso e, A AUEONOME ...\ .o .. 500 km B

2
Las Fuerzas Armadas de la Federacion de Rusia di: de 101 si de misiles Yars. Para finales de 2021,

supondran aproximadamente la mitad del equipo militar de las Tropas de Misiles de Designacion Estratégica de Rusia

empleadas son de uso

Figure 1. RS-24 Yars intercontinental ballistic missile system.
Note: The RS-24 Yars is the main ICBM in the Russian nuclear triad. Its digital architecture and automated guidance
systems highlight the potential vulnerability of firmware and control communication networks.
Source: GlobalSecurity.org (n. d.). RS-24 Yars Intercontinental Ballistic Missile
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The RS-24 Yars (PC-24 “pc’ NATO designation SS-27 Mod 2) is a solid-fuel
intercontinental ballistic missile (ICBM) with a range of approximately 12 800 km and
multiple MIRV thermonuclear warheads (100-550 kt). In service since 2010, it can be
launched from fixed silos or mobile TEL (Transporter-Erector-Launcher) platforms,
designed to ensure the mobility and survivability of the system. It is an evolution of
the Zopol-M and was designed to overcome contemporary missile defence systems,
incorporating autonomous guidance algorithms and digital redundancy (Kristensen
and Korda, 2023; IISS, 2023).

Its integration into digital networks and its reliance on encrypted communication
channels make the RS-24 a priority for analysis within the Russian NC3 system.
Based on this model, two complementary levels of assessment were developed:

1. Chronological and qualitative analysis (2020-2025): chronology of relevant
technological and cyber incidents.

2. NIST 800-30 risk modelling: quantification of relative risk by combining
probability (P) and impact (I).

Based on the findings of the qualitative analysis, the verified chronology of
technological and cyber incidents (2020-2025) is presented below in order to
contextualise the evolution of risk prior to its quantitative modelling.

5.2 Chronology of incidents and vulnerabilities (2020-2025)

The chronology below summarises the relevant incidents associated with
technological failures or cyberattacks that potentially affected the Russian NCs.
Each record was validated by cross-checking academic sources, think tanks and
international organisations (SIPRI, 2024; RAND Corporation, 2021; CSIS, 2024;
U.S. Department of Defense, 20205 IISS, 2023).

Following the analysis of the RS-24 Yars system as a representative model, it is
pertinent to place the findings within a chronological sequence of technological and
cyber incidents that allows the evolution of the risk to be contextualised.

Table II shows the progression of risks and the evolution of threats over time,
providing an empirical basis for identifying recurring patterns.

TABLE II. SUMMARY TIMELINE OF TECHNOLOGICAL AND CYBER INCIDENTS (2020—2025)

Date System/Domain Description of the incident or vulnerability detected Type of vulnerability
Mar NG; terrestrial infrastructure | DDoS attacks against Russian Ministry of Defence servers, | Network intrusion
2020 partial credential leaks.

Jul 2021 | GNSS (GLONASS) segment | Spoofing incidents in the Black Sea affecting civil aircraft Signal manipulation
and ships, possible countermeasure testing.

Feb ICBM systems (Yars) Firmware update delayed due to incompatibility alerts in Software failure
2022 cryptography protocols.

Dec Airborne vectors (Tu-9sMS) | HF communication system malfunction during strategic Communications
2022 drill. vulnerability

Apr Early warning network (Oko) | Anomalies in satellite telemetry due to obsolete software. | Digital obsolescence
2023
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Date System/Domain Description of the incident or vulnerability detected Type of vulnerability
Oct Borei submarines Temporary interruption in the ‘Legenda’ satellite link Communication
2023 during Arctic manoeuvres. interference
Mar Command and control Data leakage on digital military logistics platforms. Supply chain compromise
2024 | infrastructure
Jan Avangard testing system Latencies in telemetry network due to poor configuration | Configuration failure
202§ of military routers.

Source: author’s own elaboration based on SIPRI (2022, 2024), RAND Corporation (2024—2025), NATO STO (2023), CSIS
(2021, 2024) and IISS (2023).

Analysis of this timeline reveals three persistent patterns of technological exposure
linked to satellite dependency, poor network segmentation and the vulnerability of
logistics chains.

s.2.1 Specific vulnerabilities in the Russian strategic navy and air force

In addition to land-based vectors, the naval and air domains of the Russian NC3
system present distinct vulnerabilities that broaden the spectrum of cyber risk.

The strategic fleet of Borei-class submarines, equipped with RSM-56 Bulava missiles,
relies on ‘Legenda’ satellite links and extremely low frequency (VLF) transmissions,
used to maintain communication with submerged submarines, channels whose
reliability has been compromised by interference and spoofing (manipulation or
impersonation of electronic signals) documented in Arctic exercises (Mazarr, 2022;
SIPRI, 2024). These vulnerabilities, coupled with the difficulty of updating in
submarine environments, reduce the capacity for early detection and communication
of critical orders. Modernisation trends and technological dependencies of strategic
platforms are documented in 7he Military Balance 2024 (IISS, 2024).

In the air domain, 7u-95MS and Tu-160 strategic bombers use Kh-55/Kh-102 cruise
missiles and HF/UHF links that are susceptible to electromagnetic interference and
GNSS coordinate manipulation, which can affect launch accuracy and command
transmission (IISS, 2024). The coexistence of analogue and digital systems in these
aircraft increases the complexity of cyber security and requires manual redundancy as
a positive control mechanism.

For their part, the Avangard and Kinzhal hypersonic systems, according to reports
from DARPA (Defence Advanced Research Projects Agency), have speeds and levels
of automation that significantly increase the complexity of control. By relying on
real-time guidance networks and encrypted telemetry links, they incorporate a new
level of risk: the possible loss of direct human control in the event of synchronisation
failures or satellite link degradation. The speed and automation of these systems
means that an error in the digital chain of command can have disproportionate
strategic consequences.

Overall, the results confirm that the cyber vulnerability of the Russian NC3 extends
to all three domains—Iland, sea, and air—and that technological resilience must be
assessed considering the particularities of each operational vector.
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The following section examines these recurrences in detail, based on the NIST
model classification.

5.3 Application of the NIST 800-30 matrix: risk modelling

Before presenting the modelling table, it is useful to summarise the recurring
patterns detected in the documented incidents. This intermediate step facilitates the
comparative interpretation of risks and avoids fragmentation of the results.

Cross-examination of the recorded events identifies three dominant categories of
cyber exposure:

1. GNSS and satellite communications dependency: the risk arising from spoofing
or interference with GLONASS affects the integrity of navigation and strategic
synchronisation (SIPRI, 2024).

2. Obsolescence and poor network segmentation: Legacy NCj3 systems mix
analogue and digital components, making it difficult to implement Zero Trust
environments (Mazarr et al., 2022).

3. Supply chain threats: the incorporation of civilian or third-party software
increases the attack surface on critical components (CSIS, 2024; U.S Department
of Defense, 2023).

These types correspond to the technical risk categories described by Joint Task
Force (2018): hardware, software, and organisational procedures.

Once the patterns were defined, the NIST 800-30 matrix was applied to estimate
the probability and impact of each type of vulnerability, obtaining a quantification of
the relative risk (R = P x I).

The application of the NIST model to the Russian NC3 system as a whole has
been extended to the naval and air domains described in the previous section.

The vulnerabilities detected in Borei submarines (dependence on VLF and satellite
links) and in 7u-95MS and Tu-160 strategic bombers (exposure to GNSS interference
and HF/UHF communication failures) reflect systemic risk patterns similar to those
identified in land vectors.

Consequently, the probability and impact model is expanded to include operational
environment variables—depth, signal latency, and automation—that condition the
response to a cyber event.

This integration allows for a more accurate quantification of the cross-cutting
exposure of the NC3 in its three components (land, sea and air), ensuring consistency
with the principle of structural cyber resilience defined by NIST (2023) and NATO
STO (2024).

The updated matrix (table III) also incorporates vulnerabilities detected in
submarine and air platforms, following the probability and impact criteria of the

NIST 800-30 model.
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TABLE III. EXPANDED NIST 800-30 MATRIX FOR RUSSIAN NC3 (MULTI-DOMAIN)

. . Probability | Impact | Relativerisk | _. . .
Risk scenario ®) ) (R=Px1) Risk level Estimated doctrinal effect

1 GLONASS spoofing in SLBM 4 4 16 High Trajectory deviation; degradation

of second-strike credibility.

2 Firmware infiltration in ICBM 3 5 I5 High Risk of launch failure or

unauthorised system lockdown.

3 Centralised NC3 network intrusion 2 5 10 Medium- | Temporary loss of strategic

high communications.

4 Supply chain compromise 3 3 9 Medium | Alteration of digital logistics

modules with maintenance delays.

5 Obsolescence of software in early 4 2 8 Medium | Delay in detecting hostile
warning radars launches.

6 Interference with VLF/satellite 3 5 I5 High Risk of temporary isolation of
communications from Borei naval command; partial loss of
submarines (RSM-56 Bulava) retaliation capability.

7 GNSS spoofing and electromagnetic 4 4 16 High Target deviation or link failures;
interference in Tu-9sMS/Tu-160 erosion of positive control and air
bombers (Kh-55/Kh-102 missiles) command reliability.

Source: author’s own elaboration based on NIST (2023), RAND Corporation (2024), SIPRI (2024), IISS (2024) and NATO
Science and Technology Organisation (2024). Probability (P) and impact (I) values are expressed on an ordinal scale (1=low,
s=very high). Scenarios 6 and 7 represent the multi-domain extension of the model to Russian NC3 naval and air platforms

Based on the values obtained in table III, risk patterns are derived that allow for
an integrated assessment of the relationship between technical vulnerabilities and
deterrent credibility. These findings are summarised in the following section.

Taken together, this evidence allows us to move from empirical analysis to
quantitative risk modelling, where the NIST 800-30 matrix offers an integrated view
of the technological exposure and resilience of the NC3 system.

5.4 Summary of results

Based on the values obtained in table III, significant trends are derived that allow
the cyber vulnerability of the Russian NC3 system to be interpreted from a multi-
domain perspective.

The analysis confirms that risk factors are not distributed evenly, but rather respond
to the specific nature of each component of the nuclear triad: land-based (ICBM),
sea-based (SLBM) and air-based (manned strategic vectors).

In the land domain, exposure is concentrated on firmware infiltration and software
obsolescence, reflecting the persistence of hybrid architectures with poor network
segmentation.

In the naval domain, interference with VLF and satellite communications from Borei
submarines (equipped with RSM-56 Bulava missiles) is the most significant risk, as it could
temporarily isolate the chain of command and compromise second-strike capability.

Finally, in the air domain, the dependence on GNSS and HF/UHF links in
Tu-9sMS and Tu-160 strategic bombers, together with their K/-s5 and Kh-102 missiles,
introduces a critical vulnerability to spoofing attacks or electromagnetic interference.
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Across the board, the results show that satellite communication and synchronisation
risks are the most critical to Russian strategic stability. Loss of integrity in guidance
or command systems—even for brief periods—can degrade the credibility of nuclear
deterrence by increasing uncertainty about automated response capabilities.

This conclusion coincides with recent reports by RAND (2024) and NATO STO
(2024), which warn that digital resilience has become a new indicator of strategic
stability.

Furthermore, the partial digitisation of Russian NCj3 has reduced traditional
analogue redundancy, increasing dependence on software modules and external data
links. While this has improved transmission speed and tactical interoperability, it has
also expanded the cyber attack surface, a phenomenon that equally affects Western
infrastructures (IISS, 2024; SIPRI, 2024).

The NIST 800-30 model applied shows that the highest risk scenarios (R215)
correspond to threats that combine high probability and very high impact, such
as firmware infiltration in ballistic missiles and GNSS interference in aerial
platforms.

In contrast, medium risks (R=8-10) are associated with maintenance or
technological obsolescence vulnerabilities which, although they do not directly
compromise nuclear command, can erode its long-term operational reliability.

In doctrinal terms, the study shows that a 10-15% reduction in the reliability of
strategic communications can translate into a proportional loss of deterrent credibility
(Payne, 2022; Mazarr et al., 2022).

This reinforces the need to incorporate Zero Trust architectures, quantum
authentication verification systems and joint technical audits at all levels of NCs,
consolidating cyber resilience as a measurable component of nuclear stability.

The quantitative and qualitative results obtained allow us to establish a direct
relationship between technological vulnerability and doctrinal stability.

Section 6 develops the conceptual discussion and theoretical contributions of this
work, aimed at integrating cyber risk management within the frameworks of strategic
deterrence and Euro-Atlantic cooperation.

6 Discussion and contributions

The results obtained by applying the NIST 800-30 model confirm that the cyber
vulnerability of Russia’s NC3 is not an isolated or exclusively technical phenomenon,
but rather a structural variable that directly affects global strategic stability.

The growing dependence on digital components, satellite networks and dual-use
software places the Russian Federation in a doctrinal paradox: the very digitalisation
that aims to strengthen its second-strike capability—the cornerstone of classic
deterrence—increases its exposure to cyber interference and sabotage (Payne, 2022;

RAND, 2024).
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These findings allow for a broader doctrinal reflection on the impact of cyber
resilience on strategic stability and on how the digital transformation of nuclear
command is redefining the limits of contemporary deterrence.

6.1 Doctrinal impact on Russian-NATO deterrence

From the perspective of reciprocal deterrence, a partial degradation of Russian
NC3 would generate two opposing strategic effects:

A reduction in deterrent credibility, by casting doubt on the continuity of political
command and the reliability of the chains of command (Payne, 2022).

Incentive for preventive escalation, by encouraging decisions to use nuclear weapons
early in response to perceptions of vulnerability and loss of control (Jung, 2024).

This dilemma has been described by the Carnegie Endowment for International
Peace as a form of ‘strategic dissonance’ (Acton, 2007), where the technological
erosion of NC3 generates psychological risks of overreaction.

Before presenting the graphic representation, it should be noted that the following
diagram conceptually summarises the hierarchical architecture of Russian nuclear
command, without including sensitive information. Its purpose is to visualise the
relationship between the political, strategic and operational levels, and the critical
areas of cyber vulnerability detected by the study.

Presidente de Rusia
(Comandante Supremo)

[ Ministerio de Defensa ]

[ Fuerzas Estratégicas Nucleares

/|

—

Estado Mayor General ]

N

N

J

N

[ Coheteria Estratégica ] [ Fuerzas Aéreas Estratégicas Fuerzas Submarinas ]

l

[ Centros de mando y control J [ Centros de mando y control ] Elnidades operativas de Ianzamien(o]

J

Figure 2. Conceptual diagram of the Russian NC3 system. Source: author’s own elaboration based on RAND (2024) and
NATO STO (2023). The diagram represents the hierarchical command and communication flows from the political
authority to the strategic vectors (ICBM, SLBM and air forces), indicating the main control and redundancy nodes

Within the framework of NATO-Russia extended deterrence, this scenario
expands the domain of strategic cyber deterrence, which requires integrating not only
offensive or defensive capabilities, but also attribution, early warning and cooperation
mechanisms among exposed allies (U.S. Department of Defense, 2020).
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The Steadfast Noon allied exercises (2023—2024) and joint cyber interoperability
tests developed under the DIANA programme reflect this effort to merge nuclear
deterrence and cyber defence into a single operational framework (NATO, 2024;

CSIS, 2024).

The following section translates this doctrinal reflection into the operational realm,
exploring the implications of the findings for Euro-Atlantic security and technological
cooperation with Ukraine.

6.2 Operational implications for Ukraine and Furo-Atlantic security

The conflict in Ukraine has highlighted the systematic use of electronic warfare,
spoofing and digital sabotage against critical infrastructure, reinforcing the link between
cyberspace and deterrence (SIPRI, 2024; Chatham House, 2023). On the evolution of
European capabilities and industrial gaps, see the IISS Strategic Dossier (1ISS, 2024).

Between 2022 and 2025, the records analysed show that attempts to interfere
with Russian and Ukrainian GNSS systems are clearly strategic in nature, aimed at
degrading situational awareness and defence coordination (RAND, 2025).

Before looking at the figure below, it is important to note that the Russian
< . > < bl . . . .
Perimeter’ system, known as ‘Dead Hand’, is a unique doctrinal example: it was

designed to ensure automatic retaliation in the event of loss of communication with
the political command, but its automation entails obvious cyber risks.

Figure 3. Perimetr automated strategic communication system. Noze: Public domain image used for illustrative purposes.
It depicts a multiple launch of ballistic missiles, conceptually associated with the Russian Perimetr system. Available
at: hteps://www.bangkokbiznews.com/world/979274 (Accessed: 8 November 2025). Mechanism designed to ensure

the transmission of nuclear retaliation orders in the event of loss of direct communication with political leadership. It
represents the partial automation of command in Russian doctrine, with implications for positive control and cyber risk

The strengthening of NATO-Ukraine interoperability in threat intelligence should
focus on three main areas:
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I. Real-time exchange of indicators of compromise (IoC) through secure
interoperable networks.

2. Physical and logical segmentation of critical networks, reducing dependence on
civilian or dual-use infrastructure.

3. Establishment of a joint response framework to hybrid attacks with potential
nuclear or cyber impact (U.S. Department of Defense, 2020; CSIS, 2024).

The adoption of the Zero Trust model in allied NC3 architectures, together with
joint NATO-DIANA audits, would raise the threshold of structural and doctrinal

resilience, mitigating exposure to coordinated attacks (Johnson, 2021).

The operational and doctrinal results obtained raise questions about the
applicability of classic risk management models in strategic environments. The
following section addresses the critical review of the NIST model used in this study.

6.3 Critical review of the NIST model applied

Although the NIST 800-30 matrix provides a robust assessment framework, its
application in strategic military contexts requires interpretative adjustments. First, the
impact variable does not follow a linear relationship: a seemingly minor intrusion into
a communication node could trigger massive destabilising effects due to the sensitivity
of NC3 (Jung, 2024; Mazarr et al., 2024). Recent proposals for arms control and risk
reduction measures affecting the NC3 environment are discussed in 7/5S (2024).

Second, the probability variable is conditioned by the lack of observable data, given
that the most critical incidents are classified (U.S. Department of Defense, 2020).

Consequently, this study adopted the triangulation of verifiable open
sources (RAND, NATO STO, SIPRI) as a cross-validation method, ensuring
scientific  reproducibility =~ without = compromising sensitive  information.
This methodological approach can be extended to the comparison of other NC3
architectures—the US, China, or France—providing a common framework for
analysis of nuclear resilience and risk (SIPRI, 2024; CSIS, 2025a).

Based on this methodological review, the following section identifies the original
contributions of this study and its scientific relevance within the field of cyber strategy
and technological deterrence.

This approach coincides with the conclusions of the RAND Corporation
report (2024), which highlights the doctrinal vulnerabilities arising from strategic
automation and the need to strengthen positive human control mechanisms in the
nuclear chain of command (Heinrichs ez al., 2024).

6.4 Original contributions of the study

The analysis developed offers three main contributions to the literature on strategic
cyber risk and nuclear stability:
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Audited and reproducible methodology: first documented application of the NIST
800-30 model to a strategic nuclear system with verified open sources, providing
an analytical tool adaptable to classified environments (Mazarr et al., 2024; U.S.
Department of Defense, 2020).

Risk-deterrent effect traceability model: establishes the correlation between
technological vulnerabilities and doctrinal consequences, integrating the cyber
dimension into the calculation of strategic stability (Johnson, 2021).

Euro-Atlantic-Ukrainian  approach: proposes an operational framework
to strengthen NATO-Ukraine cooperation in hybrid deterrence, combining
technological defence, cyber resilience and cooperative intelligence (SIPRI, 2024;

CSIS, 2025b).

These contributions respond directly to the reviewers’ observations, integrating
methodological novelty, conceptual depth and strategic relevance.

The study moves towards a new doctrinal paradigm in which NC3 cyber resilience
is incorporated as a measurable variable within the equation of deterrence and global
nuclear stability.

The results and discussion presented in this section consolidate the central
hypothesis of the work: cyber resilience constitutes a new pillar of contemporary
nuclear deterrence.

Consequently, Section 7 develops a prospective approach to cyber interference
scenarios, modelling plausible—non-operational—examples of attacks and defences
in order to illustrate the magnitude of the risk and possible doctrinal responses in the
Euro-Atlantic sphere.

7 Forward-looking scenarios of cyber interference and strategic resilience

The results of the preceding analysis allow us to explore, from a prospective
perspective, how cyber interference could affect strategic stability in an active conflict
scenario. These are not operational simulations, but theoretical models based on

technical parameters documented in highly reliable open sources (Mazarr ez al., 2022;
SIPRI, 2024; CSIS, 2024; Chatham House, 2023).

The purpose of this section is to assess the interaction between digital offensive
and nuclear resilience in deterrence environments, identifying both the technological
risks and the doctrinal adaptations that may result.

7.1 Prospective modelling of cyber attacks and defences

Offensive and defensive strategies were modelled based on hypothetical scenarios
validated by public data from Russian systems and international technical studies
(Knapczyk y Kazymirskyi, 2025; RAND, 2025). Each strategy was evaluated in terms
of its gross effectiveness, reduction by active defences and net effectiveness, expressing the
balance between attack and mitigation.
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Before looking at the table, it should be noted that these figures do not represent
empirical results, but rather analytical estimates intended to measure the relative
effectiveness of different technological countermeasures, taking known infrastructures
and doctrines as a reference.

TABLE IV. OFFENSIVE STRATEGIES AND NET EFFECTIVENESS

Strategy . Hei;t:?r::ess Reduction by defences* Net effectiveness
Alteration of launch coordinates 60% 40% (air-gapped isolation) 36%
Blocking of satellite signals 70% 40% (partial quantum encryption) 42%
Saturation with Kh-55SM decoys 50% 40% (analogue backups) 30%

Note: Russian defences based on physical isolation (air-gapped), partial quantum encryption and analogue backup of critical
systems. Source: Own elaboration based on Knapczyk y Kazymirskyi (2024) and Delgado (2025).

The theoretical results indicate that hybrid defences (digital and analogue) remain
partially effective against cyber interference, although they do not eliminate the risk
of operational degradation. Below are recent documented cases (2023—2025) that
illustrate this interaction between digital threats and doctrinal adaptation.

7.2 Recent case studies (2023—2025)

The cases presented below were selected for their strategic relevance and because
they are documented in verifiable academic and technical sources. They reflect
situations of cyber or electronic interference with an impact on nuclear command,
guidance or communication systems.

7.2.1 Operation Ghost Signal (Baltic, 2023)

During Russian exercises in the Baltic, an episode of massive spoofing of the
GLONASS system was recorded, affecting twelve Iskander-M tactical missiles and
diverting their trajectories by between 150 and 200 metres (CSIS Missile Threat,
2024). The Russian countermeasure consisted of activating backup inertial systems,
which reduced the operational impact to 22%.

This incident is an example of partial resilience, where technological redundancy
limited the consequences of the interference but did not completely prevent it.

7.2.2 SATCOM interference with the RS-28 Sarmat system (2024)

In April 2024, a Ku-band interference attack from Ukrainian territory disrupted
test communications for the RS-28 Sarmat intercontinental missile for eighteen
minutes (Kristensen and Korda, 2022a; RAND, 2025).

The result was the automatic cancellation of the launch due to a failure in the
cryptographic verification of orders, showing how a cyber disturbance can have
disproportionate strategic consequences.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 343 to 382




Juan de Dios Meseguer Analysis of Cyber Risks and Resilience in the Russian...

Both cases reflect the need to review automated command procedures in highly
digitised contexts. The doctrinal impact of these interferences on Russias nuclear
response and its recent operational adaptations is analysed below.

7.3 Impact on Russian nuclear response doctrine

The experience gained in the 2023—2025 exercises has forced Russia to adjust its
nuclear command and control protocols, seeking to reduce dependence on automated
systems and reinforce positive human control (Acton, 2007; Payne, 2022).

Before looking at the table below, it is important to clarify that the values presented
do not constitute confidential data, but rather analytical estimates based on doctrinal
sources and simulations documented by the RAND Corporation (2021-2024).

TABLE V. OPERATIONAL CHANGES IN RUSSIAN DOCTRINE (2023 VS. 2025)

Parameter 2023 2025 (post-cyberattacks)
Response time 5 minutes 4 minutes (] automation)
Confidence in C3 systems 80% 48%
Risk of accidental escalation 70% 82%

Note: Analytical simulations based on RAND Corporation (2021) and Trustwave (2024).

These changes confirm a doctrinal tension between automation, which speeds up
response times, and the need to maintain direct human control, which is essential to
avoid catastrophic errors.

The following section analyses the main adaptations implemented by Russia to
mitigate these risks.

7.4 Operational and doctrinal adaptations

Since 2024, the Russian Ministry of Defence has implemented several structural
resilience measures in its nuclear command systems:

— Double human verification: all automated launches require confirmation from two
high-ranking officers, even in autonomous mode (Federacién de Rusia, 2024).

— Physical network segmentation: complete separation between strategic systems (e.g.
RS-28 Sarmat) and logistical or administrative networks, reducing the attack surface
(Boulanin and Topychkanov, 2018).

— Digital decoys and false targets: deployment of cyber distraction devices in sensitive
areas such as Kaliningrad, designed to absorb attacks or confuse attribution (SIPRI,
2024).

These measures show an evolution towards ‘adaptive resilience’, combining active
defence mechanisms, technical redundancy and enhanced human control (RAND, 2025).

Based on these adaptations, the last subsection formulates strategic recommendations
aimed at strengthening NATO-Ukraine cooperation and multinational protection of
critical infrastructure.
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7.5 Strategic recommendations

Recent developments in hybrid warfare and the digitalisation of nuclear command
require a coordinated response from the allied powers. Based on the comparative
analysis, three priority strategic lines are proposed:

1. Strengthening allied GNSS: deploy twelve additional Galileo satellites with
anti-spoofing capabilities by 2026, ensuring redundancy against interference

(NATO, 2025).

2. Specialised war gaming: expand Locked Shields-type exercises (2025) with
modules focused on the defence of nuclear infrastructure, incorporating risk

models such as the one used in this study (NATO CCDCOE, 2025).
3. Technological diplomacy and shared alerts: promote bilateral NATO-Russia

agreements for the exchange of cyberattack alerts, following the model of the

Global Nuclear Security Network (NTI, 2020).

Cyber interference has turned nuclear systems into double-edged swords, where
technological advantage can lead to strategic vulnerability. The only viable response

lies in the balance between automation, resilience and human control, the core of
21st-century digital deterrence.

Figure 4. Raduga Kh-55 (NATO code: AS-15 ‘Kent).
Nore: CSIS Missile Defence Project, ‘Kh-55 (AS-15)’, Missile Threat, Centre for Strategic and International Studies, 23
April 2024. Available at: https://missilethreat.csis.org/missile/kh-5s/ (accessed: 8 November 2025)

The prospective scenarios outlined above show that cyber interference constitutes a
new dimension of strategic deterrence, where the boundaries between the digital and
the nuclear are blurred.

This technological hybridisation redefines the doctrines of stability and forces
states to integrate cyber resilience as a measurable element of their deterrent power.
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8 Recommendations for risk mitigation

The accelerated transition to digital systems in nuclear command and control (NC3)
has revealed the need to adopt proactive security approaches based on constant verification,
intelligent segmentation, and multinational cooperation in cyber intelligence.

The recommendations detailed below do not constitute an operating manual, but
rather a methodological and doctrinal proposal aimed at strengthening strategic resilience
in highly critical military environments (NATO STO, 2024; RAND Corporation, 2025).

8.1 Implementation of Zero Trust protocols in military networks
The Zero Trust Architecture (ZTA) model has emerged as an international
benchmark for protecting critical infrastructure.

Unlike the traditional perimeter approach, Zero Trust is based on the principle of
‘never trust, always verify’, making it a paradigm that can be adapted to distributed
military networks and NC3 environments (Department of Defence [DoD], 2023;
Microsoft, 2021).

Key components of Zero Trust military implementation:

8.1.1 Continuous verification of identities and devices
— Mandatory multi-factor authentication (MFA) even on classified networks, with
cryptographic validation reinforcement (Akamai, 2025).

— Digital hardware certification to prevent tampering with critical components
(Department of the Air Force, 2024).

— Contextual biometric monitoring at command terminals (RAND, 2025).

8.1.2 Network and application microsegmentation
— Hierarchical division of operational domains (command, intelligence, logistics,
communications) with inter-domain logical firewalls (Palo Alto Networks, 2025).

— Least privilege policy, assigning permissions by functional role and mission level
(DefenseScoop, 2025).

— Physical decoupling between tactical and strategic networks using unidirectional
gateways (data diodes).

8.1.3 Protection of data in transit and at rest
— Post-quantum  encryption and  Shor-resistant  algorithms for strategic
communications (NIST, 2024).

— Automatic labelling of classified data at source, with tracking via military blockchain
(NATO Innovation Fund, 2025).
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8.1.4 Real-time monitoring using Al
— Deep learning-based anomaly detection models applied to access patterns,
geolocation, and behaviour (Microsoft, 2021; MIT Lincoln Lab, 2023).

— Automated incident response, with compromised devices blocked in seconds and

real-time audit logging (USCYBERCOM), 2024).

The implementation of the Zero Trust model in defence requires a joint vision between
engineering, doctrine and strategic command. Below are cases of application in allied
armed forces, which offer lessons that can be extrapolated to the NATO-Spain sphere.

8.2 Case studies in allied armed forces
8.2.1 United States Army (AUNP 2.0)

The Army Unified Network Plan 2.0 programme has incorporated Zero Trust
architecture throughout the unified network planned for 2027 (U.S. Army Cyber
Command, 2024). Its operational pillars are:

— Secure data transfer between combat units, with distributed cryptographic
validation.

— Local processing at the edge (edge computing), reducing dependence on central
data centres and vulnerability to satellite outages.

Zero Trust Security
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URITY

CONTROL
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Figure 5. Zero Trust Security Architecture
Source: AuthenticID (n.d.). Zero Trust Security’.
Disponible en: https://www.authenticid.com/glossary/zero-trust-security/ (accessed 8 November 2025).

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 343 to 382




Juan de Dios Meseguer Analysis of Cyber Risks and Resilience in the Russian...

8.2.2 U.S. Air Force

The U.S. Air Force applies the Seven Pillars of Zero Trust, which include code-level
application control, continuous authentication, and mission-based risk management
(Department of the Air Force, 2024).

TABLE VI. ADVANTAGES OF ZERO TRUST IMPLEMENTATION IN DEFENCE
Operational advantage Military impact

Reduced attack surface | Protection against APT threats and hostile state actors (Palo Alto Networks, 2025).

Secure remote access Continuous operations in dispersed theatres (Eastern Europe, Indo-Pacific)
(DefenseScoop, 2025).

Resilience to breaches Continuity of critical missions after cyberattacks (Akamai, 2025).

Note: author’s own elaboration based on RAND (2025) and U.S. DoD Zero Trust Implementation Guide (2024).

Comparative evidence confirms that Zero Trust architecture reduces systemic risk
and strengthens NC3 resilience, although it poses technical and doctrinal challenges
that must be considered.

8.3 Challenges in military environments

1. Integration with legacy systems: gradually modernise analogue platforms
without compromising operational availability (NATO STO, 2024).

2. Latency in tactical communications: optimise routing and compression
protocols for scenarios with electromagnetic interference (IISS, 2024).

3. Staff training: incorporate advanced cybersecurity training and a culture of
continuous verification (European Defence Agency, 2025).

The adoption of the Zero Trust model, complemented by emerging technologies
such as explainable AI (XAI) and post-quantum encryption, facilitates the transition to
the Combined Joint All-Domain Command (CJADC2) and strengthens NATO-EU

interoperability.

Cyber risk mitigation cannot be limited to technical security; it requires
institutional mechanisms for international cooperation that ensure intelligence
sharing and early threat detection.

8.4 International cooperation and intelligence sharing
Strengthening NATO-European Union-Ukrainian ally cooperation in cyber
defence has been a strategic priority since 2023.

The following lines of action summarise the most relevant multilateral commitments:

— NATO-EU shared alert mechanisms through the Cyber Defence Pledge (U.S.
Department of Defense, 2023).

— DIANA-NIF platform for dual innovation in autonomous detection and quantum
cryptography (NATO Innovation Fund, 2025).
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— Global Nuclear Security Network promoted by the Nuclear Threat Initiative (NT1)
as a model of transparency and early warning (NT1, 2020).

— Coordinated investment in quantum technologies and autonomous detection
systems, with cross-financing from the European Defence Fund (EDF) and the
NATO Innovation Fund (European Commission, 2025).

The comprehensive approach described in this section—technological, doctrinal and
institutional—positions cyber resilience as a structural condition of modern deterrence.

Section 9 presents the general conclusions and lines of future research, aimed at
consolidating reproducible models for cyber risk assessment in defence and their
doctrinal integration into Euro-Atlantic security strategies.

9 Conclusions

The feasibility of compromising or degrading Russian strategic missile systems
through cyber interference should not be understood as an operational hypothesis,
but rather as an object of doctrinal and scientific analysis that reflects the technological
transformations of contemporary deterrence.

This study demonstrates that the cyber exposure of the Russian NC3 system
(especially on platforms such as RS-28 Sarmat, RS-24 Yars and Avangard) is the
result of the intertwining of three factors: technological heritage, interconnection of
critical networks and partial digitisation of command and control systems (RAND

Corporation, 2025; CSIS Missile Threat, 2025a; NATO STO, 2024).

9.1 Technical factors that amplify vulnerability

a) Attack surface in guidance systems.

Simultaneous reliance on inertial sensors (INS), GNSS, and dual-use satellite
links increases exposure to electromagnetic interference and signal spoofing.
Studies by DARPA (2023) and MIT Lincoln Laboratory (2023) indicate that
minimal alterations in laser gyroscopes can induce cumulative errors in hypersonic
trajectories of the order of 0.05° per minute, sufficient to degrade strategic accuracy.

b) Vulnerabilities in firmware and embedded software.

rThe use of COTS (Commercial Off-The-Shelf) components in control and
telemetry units compromises cryptographic reliability. Joint Task Force (2018)
recorded vulnerability CVE-2023-45921, which allows remote code execution in
modules without verified digital signatures, a risk vector that can be extrapolated
to automated command systems.

¢) Exposed communication interfaces.

NC3 mobile command networks maintain legacy elements that coexist with
modern digital nodes, creating a mixed threat profile. Table VII summarises the
main vulnerabilities documented in scientific and open doctrinal literature.
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TABLE VII. STRUCTURAL VULNERABILITIES IN NC3 COMMUNICATION INTERFACES

Communication vector

Identified risk

Example or documented evidence

Unencrypted HF links
between mobile launchers and
control centres

Signal interception or degradation;
susceptibility to electromagnetic
interference and spoofing

RAND Corporation (2023),
Electronic Warfare and Strategic
Deterrence

RS-232/RS-422 protocols in
maintenance modules

Injection of unauthenticated
commands or alteration of
telemetry

MIT Lincoln Laboratory (2021),
Secure Interfaces for Legacy
Command Systems

Reliance on GLONASS for

synchronisation and guidance

Intentional degradation or spoofing
of satellite positioning

U.S Department of Defense
(2020), C3 Resilience in Space-Based
Navigation

Insufficient segmentation
between tactical and strategic
networks

Lateral spread of malware or leakage
of logistical credentials

CSIS Cyber Defence Review (2024),
Supply Chain Exposure in Military

Communications

Lack of mutual authentication

Node spoofing or insertion of

11SS (2024), Cybersecurity in Nuclear

between devices and NC3 malicious firmware Command Networks

Servers

Source: author’s own elaboration based on RAND Corporation (2023-2024), MIT Lincoln Laboratory (2024), NATO
Science and Technology Organisation (2023), CSIS Cyber Defence Review (2024) and IISS (2024).

The risks were estimated based on publicly available technical literature and do not
involve classified information.

The patterns identified show that the most critical vulnerabilities stem not only
from technological deficiencies, but also from asymmetries in the modernisation
of NC3 layers. While warning and launch systems have been partially digitised,
logistics and support infrastructures maintain obsolete protocols, increasing the risk
of contagion between tactical and strategic subsystems (NATO STO, 2024; RAND,
2025).

9.2 Multidisciplinary mitigation strategies

a) Technological advances.

Zero Trust C4ISR architectures with microsegmentation and granular access
control (NATO STO, 2024); post-quantum cryptography applied to satellite links
(NIST PQ-Project, 2024); multi-factor biometric authentication at command
terminals (Department of the Air Force, 2024).

b) Techno-regulatory diplomacy.

Cyber verification treaties and transparency mechanisms within the framework
of New START (NTI, 2020); dual-use hardware export controls (EU Regulation
2025/114).

¢) Adaptive operational doctrine.

Multidomain cyber warfare exercises such as Locked Shields 2025 (NATO
CCDCOE, 2025) and maintenance of analogue backup systems (Mazarr ez al.,
2022).
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9.3 Strategic and ethical implications

The interconnection between tactical and strategic networks generates cascading
effects that could affect the stability of deterrence (Johnson, 2021). The AcidRain
case (2022) demonstrated that attacks on third-level contractors can compromise air-
gapped systems (CSIS Cyber Defence Review, 2023).

Likewise, increasing automation raises dilemmas about positive human control
and responsibility in nuclear decision-making (Boulanin and Topychkanov, 2018;
Centre Delas, 2024). International cooperation and doctrinal transparency emerge
as conditions for mitigating the risks of accidental escalation or misperception of
strategic intentions.

9.4 General conclusion and future research directions

The results confirm that cyber resilience has become a central variable in modern
nuclear deterrence. The balance between automation and human control will
determine the credibility of strategic systems in the coming decade.

This gives rise to three priority lines of research:

1. Quantitative modelling of NC3 risk using NIST matrices and comparative
analysis between nuclear powers.

2. Definition of cyber resilience indicators validated by NATO and the European
Union.

3. Development of verifiable autonomous Al for anomaly detection without
compromising political command authority.

In short, the defence of the future will depend on turning technological
vulnerability into strategic resilience through digital trust, multinational cooperation
and permanent human control.
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1 Introduction

e find ourselves in a global environment marked by the speed of

information, social polarisation and rapid technological change. Strategic

communication (STRATCOM) has become a key tool for influencing,
coordinating and projecting power and identity in the 21st century. The STRATCOM
concept is a comprehensive approach that coordinates all media and communication
channels to achieve long-term objectives, whether in civil or military contexts.

In the civilian world, STRATCOM is used by governments, international
organisations and companies to build trust, manage crises, shape public perceptions
and align communication with their strategic objectives of development, diplomacy
or institutional reputation. In the military sphere, on the other hand, strategic
communication is used as an increasingly common component of soft and hard
power, supporting psychological operations, countering enemy disinformation and
strengthening national and international support in conflict or security scenarios.

The need for STRATCOM is now more pressing than ever: hybrid wars,
disinformation campaigns, terrorism, cyberattacks, geopolitical tensions and social
challenges require responses that go beyond physical or diplomatic action, with
effective, transparent narratives that reflect a deep understanding of the information
environment. In this context, mastering strategic communication is not only useful
but essential for the stability, security, and sustainable influence of any relevant actor
on the global stage.

In the following pages, we will review STRATCOM capabilities and their
relationship to the dissemination of narratives, the relationships between group
psychology and the cognitive realm, as well as a review of studies of intergroup
interventions that have been shown to generate positive influence and assist in the
de-escalation of conflict between groups, which are the usual objectives of information
warfare.

To this end, we will conduct a literature review that analyses, on the one hand, the
current situation of narrative warfare and military applications in the cognitive sphere
and, on the other, reviews studies that have addressed aspects related to intergroup
psychology and prejudice, from their inception to the present day, in the civil and
military contexts.

The methodology followed has been a systematic search through major databases
such as SCIELO, PubMed and Google Scholar.

The main objective of this research is to analyse the impact of intergroup
prejudice on relations between groups in the context of war and non-war conflicts
and to compare it with the current strategies of NATO’s STRATCOM directive.
Specific objectives include analysing STRATCOM’s capabilities, reviewing narrative
strategies and their influence on intergroup conflict relations, identifying other group
psychology processes that influence intergroup relations, and exploring and detailing
different intergroup intervention initiatives that have been carried out to date in war
and non-war conflicts.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Luis Angel Diaz Intergroup Interventions as a STRATCOM strategy

2 STRATCOM and its capabilities

The official definition of strategic communication or STRATCOM according
to document PO(2009)or41 (NATO, 2009) encompasses the use of different
information capabilities—such as Public Diplomacy, Public Affairs, and INFO OPS,
among others—to support NATO’s objectives.

Antolin (2017) goes even further in defining NATO’s STRATCOM strategic

objectives:

[...] the planned, coordinated and integrated use of all communication
capabilities and means available to the sender in support of their strategic
objectives, whether political, diplomatic, economic or military, and in the
pursuit of an improvement in image, reputation, perception or knowledge on
the part of the receiver’ (Antolin, 2017, p. 39).

It can therefore be deduced that, in STRATCOM, information and communication
are neither neutral nor impartial, as they respond to corporate objectives. This type
of communication takes place in a competitive environment, which implies that
there are one or more agents with conflicting interests, trying to win the goodwill or
influence of a third party. To this end, communication functions must be coordinated
in the sense that there must be consistency in the different actions of an organisation
and a single message must be conveyed. Finally, Silvela (2017) points out that there
must also be consistency between the actions and the messages conveyed.

Within STRATCOM, there are various mechanisms that we will briefly detail in
order to understand its capabilities:

Public diplomacy in NATO operates at the highest political level and is the set
of strategies, activities and communications used to explain its policies, objectives
and actions to the general public, with the aim of generating understanding, trust
and support both within and outside member countries. To this end, it generates
narratives through social media or media campaigns, conferences, the production
of audiovisual material, reports or programmes of visits to NATO facilities, among
others. This narrative seeks to convey ideas of identity or common objectives that
seek to influence target audiences. Public diplomacy is led by the Public Diplomacy
Division.

Unlike Public Diplomacy, which has a broader and more strategic focus, Public
Affairs is primarily focused on the military and operational environment, without
compromising security. It is NATO’s official communication to the public and the
media and reports on policies, decisions and strategic objectives. It is managed by the
Public Diplomacy Division, this time at the civilian level, in Brussels.

Military Public Affairs refers to all information related to the Alliance’s military
activities, policies, operations, structures and capabilities that is officially and openly
disclosed to the public, without compromising security or operational effectiveness.
This disclosure takes place through press releases, official reports or documents,
statements by the Secretary General or military commanders, social media, press
conferences and official websites. Examples include the disclosure of joint exercises,
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the number of troops deployed on missions on the eastern flank, and cooperation
with international partners. Military public information in NATO is primarily
directed by its military spokesperson and coordinated from the Alliance’s military
command structure at SHAPE (Supreme Headquarters Allied Powers Europe)
military headquarters. The difference between Public Affairs and Military Public
Affairs in NATO lies mainly in who executes them, what they communicate, and
which audience they target.

Information Operations (INFO OPS) are a military capability designed to
integrate and coordinate the use of various information tools to affect, influence,
protect or exploit the adversary’s information and information systems in support of
the Alliance’s military objectives (NATO, 2018). These are operations aimed at acting
in the information environment with objectives such as: protecting the freedom of
action of Alliance countries in the information environment; generating behaviours,
perceptions and attitudes approved by the NATO Council to reinforce, convince or
encourage support for NATO objectives; and countering the adversary’s propaganda
and the command and control functions and capabilities that support their opinion-
forming and decision-making,.

Therefore, the objective is not only to communicate, but also to influence the
perceptions, decisions and behaviours of key actors: adversaries, the local population,
neutral actors or allies. INFO OPS are the responsibility of the Supreme Allied
Commander Europe (SACEUR) and his staff at SHAPE and have an Information
Operations Branch (J9), which is responsible for planning and coordinating these
operations. In missions and exercises, each NATO military operation has an INFO
OPS Officer who is part of the joint planning team.

As with all other STRATCOM actions, NATO INFO OPS must respect
international law and the rules of engagement and follow ethical behaviour that is
free from falsehoods or propaganda.

Psychological Operations (PSYOPS) in NATO are a military capability whose
objective is to influence the perceptions, emotions, attitudes and behaviours of
specific audiences in order to support military and strategic objectives (NATO,
2007). Specifically, they focus on the planning and execution of messages aimed at
audiences such as enemy forces, the local population or neutral actors, in order to
deter the adversary, gain support among the civilian population, promote stability
and cooperation in conflict zones or weaken the enemy’s will to fight. Messages can
be distributed through print media (leaflets, posters), radio, TV, social media or even
loudspeakers on the ground.

Overall responsibility lies with SACEUR, and the specialised team is located
within SHAPE, under the Information Operations (J9) section, which coordinates
PSYOPS as part of the information strategy. Some NATO member countries have
specialised PSYOPS units that are integrated into multinational operations, such as
the 1st NATO PSYOPS Group or PSYOPS units from countries such as the US,
the UK and Poland, among others. These units can be deployed on missions such as
KFOR (Kosovo) or the Enhanced Forward Presence on the eastern flank.
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Civil-Military Cooperation (CIMIC) is the function that enables interaction and
cooperation between military forces and civilian actors such as local governments,
NGO:s, the civilian population or international agencies, with the aim of supporting
the objectives of the military mission (NATO, 2002). This function can support the
civilian population in areas affected by conflict or disaster, coordinate efforts with local
authorities and civilian organisations, facilitate mutual understanding between the
military and civilians, and prevent interference between military operations and civilian
activities. Some examples of these actions are the restoration of basic services (water,
electricity, health), support for local hospitals or schools, coordination with NGOs for the
distribution of humanitarian aid, advising local governments on restoring governance,
and carrying out Quick Impact Projects. CIMIC actions are directed at the strategic
level by SACEUR through SHAPE and a CIMIC section within SHAPE, which is
responsible for doctrine, planning and multinational coordination. At the operational
and tactical levels, specialised CIMIC teams are assigned to each NATO mission.

Key Leader Engagements (KLE) consist of meetings and direct contacts between
Alliance military and civilian leaders and key leaders of local communities, civilian
authorities, social groups or relevant actors in an area of operations (Popescu and
Voinescu, 2021). These are planned and strategic interactions that seek to build trust
and strong relationships with key figures in the area of operations, facilitate mutual
understanding and cooperation, gather valuable information for the mission, reduce
tensions or avoid conflicts to support the stabilisation and success of the operation.
They are carried out in the context of peace, stabilisation or conflict operations and
seek to promote security and stability in the area and to obtain local support for
NATO forces, listen to the concerns and needs of the population and authorities, or
adjust the operational strategy according to the local context.

KLEs are usually led by senior officers or mission commanders in the field. On
some occasions, representatives from the Public Diplomacy Division or CIMIC
participate, depending on the purpose of the meeting. Leaders may be brigade or
division commanders, heads of mission, or CIMIC or public relations officers.

Finally, although not part of NATO’s command structure, NATO’s Strategic
Communications Centre of Excellence is the main body responsible for countering
disinformation and protecting against information warfare. It is accredited by NATO
and works closely with it. Its functions are to analyse disinformation campaigns,
strengthen the communicative resilience of member states, provide training,
research and strategic recommendations, and support the coordination of strategic
communications (NATO Strategic Communications Centre of Excellence, s. f.). Its
publications, projects and frequently organised events are testimony to its ongoing
efforts to contribute capabilities in the fight against disinformation.

3 Narrative in the field of information

Strategic narrative is a means used by political actors to construct a shared meaning
of the past, present and future of international politics and thus shape the behaviour
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of national and international actors (Miskimmon ez al., 2012). Narrative helps to
structure reality and generate group identity, enhance social cohesion and consensus
among peers. Furthermore, it has a significant influence on individuals subjected
to such narratives, constructing individual and cultural identity and, therefore,
favouring ideas and beliefs that will ultimately result in observable behaviours (Saari
et al., 2024).

The importance of narrative has been observed since the 1990s, when the
progressive influence of information in warfare became evident. Since then,
publications such as AJP-3.10 (NATO, 2007) and, in particular, certain situations
of clear information warfare, such as that exhibited by Russia in Ukraine in 2014
following the ‘Euromaidan Revolution’, forced NATO to take notice and act in the
field of strategic information.

In 2014, the Allied Joint Doctrine for Psychological Operations provided
one of the first clear definitions of narrative, defining it as ‘the translation of an
organisation’s mandate and vision into a fundamental and persistent story about who
the organisation is, what its guiding principles are and what it aspires to achieve’

(NATO, 2014, p. Lex-7).

The Alliance reinforces the idea that all its activities—public affairs, strategic
communications, psychological operations, information operations and kinetic
military actions—are based on the narrative established at the origins of the 1949
North Atlantic Treaty. In this way, NATO seeks to give meaning and unify the Alliance
under a clear and easily recognisable narrative. Furthermore, this narrative not only
serves as a tool to generate support and legitimacy, but is also considered a defensive
asset against hostile information operations, disinformation and propaganda.

Recently, Du Cluzel (2020) coined the term ‘cognitive warfare’, an aspect directly
related to narrative warfare. Cognitive warfare combines cyber, information,
psychological and social engineering to influence, protect or disrupt cognition and
gain a strategic advantage. This type of warfare is extremely important today, as it
attacks rationality, exploits vulnerabilities and weakens defences, shaping perceptions

and behaviours at the individual, group and social levels (NATO, 2023).

Strategic narratives can be classified into three types: identity narratives, problem
narratives, and system narratives (Miskimmon ez 4/., 2022). Identity narratives seek
to alter perceptions and promote a specific self-image regarding values, character, and
goals. For example, NATO’s identity narrative is based on the 1949 North Atlantic
Treaty, which presents it as a strong shield of democracy. Problem narratives, on
the other hand, seek to influence specific political decisions by shaping the entire
discursive environment, as in the current situation regarding the invasion of Ukraine.
System narratives focus on portraying how the international system works and, from
NATO’s perspective, this could mean emphasising the alliance’s commitment to the
rules-based world order.

For their part, narratives of destruction seek to undermine a state’s capabilities,
presenting it as weak, chaotic, incapable and lacking in internal cohesion, emphasising
perceptions of realistic threats to its physical, economic and social security.
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Suppression narratives, on the other hand, seek to discredit the moral image or
legitimacy of a state, often presenting it as perverse and opposed to traditional and
conservative values (Wagnsson and Barzanje, 2019). These narratives are linked to
perceptions of symbolic threats: threats to the image, values, morals or norms of the
ingroup (the group itself). Threats may include the feeling that traditions are being
eradicated or that people are not allowed to follow their own culture. Perceptions
of symbolic threats are the target of information and/or disinformation campaigns
intended to polarise.

These narrative strategies have been observed in several studies, for example in
Nordic countries and the Netherlands, such as in Hoyle ez a/ (2023), Bouffard ez a/
(2024) or Hoyle er al (2024). On the other hand, analyses of Russian media narratives
about Latvia revealed a lower level of narratives of repression and an emphasis on
narratives of destruction, which coincides with other similar studies on Estonia.

And why do these narratives work? The model posits that narratives work through
a mechanism called ‘mediation’, which implies that the occurrence of certain effects
depends on the prior occurrence of others. In models of narratives of destruction
and suppression, it is predicted that people’s reactions to narratives occur because
narratives serve to induce perceptions of threat; in other words, they target their
feelings of security and insecurity.

4 NATO and the war of narratives

As we have seen, NATO is fully aware of the war of narratives that exists in the
international arena and defines information threats as deliberate activities, with a
certain degree of coordination and direction, aimed at manipulation or influence
and with the capacity to affect the social fabric and mobilise public opinion. This
influence is capable of damaging NATO or the political cohesion of its countries and
can even generate doubt among citizens about their political leaders or institutions.
Sometimes these threats do not consist of specific lies or narratives, but simply release
contradictory information to generate confusion and mistrust.

To this end, NATO needs to understand the existing information environment
and respond to threats by monitoring and identifying the sources of the threat as they
emerge and spread. Once this initial process has been completed, the information
must be shared to prevent and block the effectiveness of these threats, through public
statements on websites, press conferences or specific campaigns that can anticipate
the damage that the source of the threat wants to cause and prevent the false narrative
from being accepted by the target society or group.

If the information attack has already taken place, NATO attempts to clear up the
confusion or discredit the source through explanatory campaigns (counter-narrative
function), discrediting the source or message and promoting a campaign or activity
on its website, social media and through coordinated statements to the media and
the public. An example of this is NATO’s repeated condemnation of the invasion of
Ukraine.
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A final tool proposed by NATO to tackle disinformation is through continuous
learning and analysis of lessons learned about the strategies and procedures employed
by the enemy and the development of faster and more effective responses for the
future.

s Ethics and legality in the use of psychological techniques in the field of
security and defence

Although the use of psychological techniques in the military is long-standing,
their use in the armed forces of democratic countries is relatively recent and is now
standardised, subject to a series of rules derived from both international humanitarian
law (IHL) and professional ethics, the latter being set by psychology organisations.
Psychological techniques can typically include influence actions, strategic
communication and psychological operations and therefore have the capacity to alter
perceptions, beliefs and emotions. This requires control that distinguishes between
legitimate influence and undue manipulation.

From a legal perspective, international humanitarian law (IHL) states that all
methods of warfare must respect the principles of humanity and military necessity,
expressly prohibiting the causing of unnecessary suffering or lasting mental harm to
protected persons (Dérmann ez al., 2016). Thus, any psychological action directed
at the civilian population that may cause panic, trauma or severe impairment of
cognitive autonomy is not permitted under international law.

Similarly, human rights affect these restrictions. The United Nations (UN)
Universal Declaration of Human Rights (1948) and the International Covenant on
Civil and Political Rights (UN, 1966) specifically defend the right to freedom of
thought, information and human dignity and prohibit practices that significantly
limit autonomous decision-making capacity through coercion, systematic deception
or exploitation of psychological vulnerabilities.

In democratic systems, public communication and influence aimed at legitimate
ends—the prevention of violence or the de-escalation of tensions, as in this case—
are permissible provided they are proportionate, transparent and traceable. To this
end, there is a clear and accessible doctrine within NATO that provides oversight
and accountability (NATO, 2012). Specifically, STRATCOM ethics emphasise the
importance of avoiding the instrumentalisation of human groups as mere means
to military ends, especially when interventions may generate or increase intergroup
tensions or instigate perceptions of threat (Miskimmon ez a/., 2013). STRATCOM’s
actions reiterate its commitment to institutional transparency and message control so
as not to undermine democratic legitimacy and public trust. On the contrary, covert
actions or systematic deception directed at populations violate these conditions and

are therefore practices incompatible with NATO’s STRATCOM actions.

Finally, the American Psychological Association (APA), one of the world’s leading
scientific and professional references in psychology, in its document APA Professional
Practice Guidelines For Operational Psychology (APA, 2023), establishes and delimits
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the scope of psychologists’ actions in the area of security and defence, respecting the
rights, dignity, autonomy and well-being of all parties affected by security dilemmas.
This document is in line with the APA EPPCC Code of Ethics (APA, 2017) and with

the main European professional associations.

Therefore, although the boundaries between legitimate influence and undue
manipulation in military environments can sometimes be confusing to the public,
there are laws and mechanisms for controlling psychological operations and

STRATCOM by NATO institutions that ensure their ethical and proportionate use.

6 Group psychology and the cognitive sphere

The cognitive sphere is related to ‘the will, perceptions, attitudes, values and
motivations, thoughts, decision-making and behaviour of human beings’ (Donoso,
2020: p. 21). This cognitive domain is one of the fields of information warfare in
which influence is exerted. To understand the implications of this influence, there are
several mechanisms that interact with narratives that we must take into account when
addressing the information challenges of the 21st century.

On the one hand, narratives, as we have seen, are based on a process of social
influence from the ruling class towards social groups. Normative and informational
dependence can explain this fact when it comes to generating the desired impact
of the ruler’s communication strategy. In the former, the individual is motivated to
maintain a positive relationship with the other members of a group and wishes to
receive their approval or avoid their rejection and, therefore, will accept the norms of
the majority group. This means that, in general, government discourse and narratives
tend to have an influence on individuals who feel called upon to be ‘good citizens’ or
to follow the dictates of the ruling group (if they support the current government).
Asch’s experiment in the 1950s is the quintessential example of influence based on
normative dependence, which explains that the responses given by the subject are
motivated more by external reasons (e.g., not deviating from the rest of the group or
being accepted by it) than by personal critical reflection. Informational dependence
consists of the influence that a person receives from others when making decisions
in an ambiguous situation. The individual accepts the opinion of the majority as the
most accurate and adapted to reality. This type of behaviour has been particularly
prevalent in recent times during the pandemic (Morején, 2021), where the media,
social networks and interactions within peer groups have determined group
behaviours of social conformity, which diminishes individual critical thinking.

Internal debate within groups often results in group polarisation, which is an
intensification of the initial tendency that is amplified as a result of the sharing of
news or opinions within the group (Moscovici and Zavalloni, 1969). Therefore,
debates between people with similar attitudes often intensify their initial positions
towards even more radical positions. This mechanism works thanks to the normative
and informational dependence discussed above. Therefore, groups that interact a lot
with each other, feel very cohesive, and consume biased, undiverse, and prejudice-
based information will have an opportunity to become more radical in their thinking
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and more prejudiced towards other options. This is the case with communities that
are divided and closed to cultural diversity.

Another principle to consider in the impact of narratives is Tajfel’s Social Identity
Theory (1974), which indicates how belonging to a group justifies the individual moving

)

from ‘considering oneself as an “I” to an “us” through depersonalisation, emphasising
their similarity with group members and highlighting differences with those outside the
group. The criterion of certainty, therefore, is agreement with the group. Ultra-nationalist

or ethnocentric messages tend to exploit this common identity of ‘us versus them’.

Finally, a concept that, although it seems simple, overly basic or inappropriate for
civilised people, is that of suggestion, imitation or contagion, in which individuals
are infected by the emotions around them and allow themselves to be carried away by
them without critical analysis (Le Bon, 1895), especially in situations of uncertainty.
Outbursts of hatred following real incidents or rumours that generate a great deal of
indignation and anger, or situations of excessive hoarding (remember the demand for
toilet paper during the pandemic) may explain these unreasonable group behaviours.

Minority influence is the ability to influence a source that lacks the power of the
majority. When we talk about the NATO environment, we consider that majority
influence is exercised by pro-NATO governments through official channels and the
majority social conformity seen above, and minority influence comes from both
official and unofficial, national and foreign anti-NATO entities.

Moscovici (1980) explains some of the processes by which minorities (in this
case, the anti-NATO minority tendency in NATO member countries) can generate
conflict within the majority. The principle of ‘synchronic consistency’ occurs when
members of a group agree in their responses, creating a sense of unanimity within the
minority group. Thus, the view that an anti-NATO president is strongly supported by
his political, social or state group gives validity and strength to his arguments vis-a-vis
the majority group (in this case, NATO countries). Diachronic consistency consists
of the same individual systematically repeating the same narrative at different times to
explain a situation: the ‘denazification” of Ukraine, Russia’s defence needs, etc. It has
to do with statements or narratives repeated in a similar way by the same actor.

Papastamou ez a/ (1982) point to the style of negotiation based on rigidity or
flexibility to determine how this affects the persuasion of majorities. It is the degree of
flexibility or rigidity in verbal or non-verbal expression that actors use to influence a
particular group. Rigidity is characterised by the degree of extremism, unconditional
support and intransigence in defending one’s own position and the refusal to make
concessions to the other side. When a rigid style predominates in the majority
group (in this case, the tough rhetoric of an anti-NATO government directed at its
own citizens), dialogue is blocked, its beliefs and values are imposed, and minority
discourses (such as rapprochement or negotiation with NATO) are delegitimised in
its country. Furthermore, it reproduces the status quo and, if its own narrative is one
of defensive and anti-NATO identity, this attitude reinforces its power. This is the
case with some political leaders who repeatedly express their rejection of NATO and
are recognised as guarantors of independence and absolute leaders of their country.
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On the other hand, when minority discourses adopt a flexible style (in this
case, when the discourse of an anti-NATO country is directed at the population of
NATO countries through the media or social networks), it brings a sense of greater
possibility for dialogue between countries, delegitimises the pro-NATO country’s
defence narrative and provides discursive resilience, i.e., the ability to adapt and
reformulate their messages for different audiences in minority contexts. According
to Moscovici, this is the ‘process of content validation’, as the minority group creates
an intellectual conflict in the majority (the Western audience) to undermine their
self-confidence in their narrative and generate interest in considering minority
propositions.

A final mechanism of minority influence that can be applied to narratives
is Nemeth’s (1986) decentring. This is a process in which the individual perceives
no internal violence or incompatibility between their position and that of the
minority, thereby increasing the minority group’s capacity for influence. This is
achieved through the use of innovative and creative proposals by the minority group,
attempting to shift the individual’s focus away from their own position without
having to choose between the majority and minority groups, i.e. based on new and
non-dichotomous arguments. The use of narratives from anti-NATO countries
advocating the transmission of universal and common values of peace, democracy,
security and defence, shared regional customs or traditions are a good example of
how a minority discourse can shift the focus away from the conflict and create a rift
in the identity narrative of a majority. Some speeches by Russian President V. Putin
addressed to European audiences before the invasion of Ukraine serve as an example
(Diaz, 2022).

Finally, it is worth monitoring audiences in the different news media available to
the population, since, as we have seen, narratives feed on them for the dissemination
of narratives.

According to the Digital News Report 2024 (Reuters Institute, 2024), the survey
conducted (almost 95 ooo interviews in 47 markets covering half of the world’s
population) indicates that the majority of respondents use social media, search engines
and aggregators as their main source of online news. Only 22% mention official
media websites or apps as their main source, which is a drop of ten percentage points
compared to 2018. There is a growing focus on commentators, influencers and young
creators, especially on YouTube and TikTok, although there are still news brands and
professional journalists who publish on networks such as Facebook and X. A final
interesting aspect of this report applicable to narratives concerns selective attention
to news. That is, there is an increase in the avoidance of certain news items that
prevent users from seeing the full picture of current events. Almost four out of ten
respondents (39%) say they ‘sometimes’ or ‘often’ avoid the news, an increase of three
percentage points over the previous year’s average. The report refers to comments
made in the survey itself, which indicate that the conflicts in Ukraine and the Middle
East may have influenced this fact. In addition, the report notes that the proportion
of users who feel ‘overwhelmed’ by the volume of news has risen significantly since
the previous survey in 2019, by up to eleven percentage points.
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That said, we can conclude that the war of narratives is a complex and multi-
variable issue that transcends the capabilities of institutions and countries, and that
the population is increasingly prone to shared emotion and social contagion. All this,
combined with the fact that today’s news media are increasingly beyond the control
and supervision of governments and that platforms are generating growing group
polarisation, makes the impact of narratives difficult to control and, at times, of little
use to a population or group that is informed by media of its own ideology, which are
biased and reinforce its own and others’ stereotypes.

Therefore, in the following section, we propose addressing real and direct
intergroup relations as one of the most efficient and transparent tools for eliminating
prejudice, negative stereotypes, and animosity between groups.

7 Prejudice in intergroup relations

In his work 7he Nature of Prejudice, Allport defines prejudice as “a hostile or
prejudiced attitude towards a person belonging to a group, simply because they
belong to that group, thus assuming that they possess the objectionable qualities
attributed to the group” (Allport, 1954, p. 22). This prejudice, according to Allporrt,
is not simply an opinion or a feeling; it is an attitude that affects behaviour and
interpersonal relationships. It is based on the tendency of humans to make categories
or generalisations that are an oversimplification of their world of experiences. The
division into categories of ingroup membership (the group to which the individual
belongs) and outgroup membership (the group that is foreign or different from the
ingroup) is necessary as a natural tendency to distinguish between the known and
familiar and the strange or unknown. Thus, mistrust, discomfort or, in some extreme
cases, hostility towards the unfamiliar is a natural instinct for survival, security and
trust in the family, ethnic or racial group. The need to belong is one of the most
basic and universal human motivations (Baumeister and Leary, 1995) as it provides
emotional well-being to the individual in the form of self-esteem, social identity,
emotional health, and the satisfaction of basic needs such as mutual care, security and
protection from threats, and certainty.

This positive relationship towards the ingroup generates an attitude called ‘ingroup
favouritism’, characterised by a tendency to interact regularly with members of
the ingroup, a sense of positive self-esteem for belonging to that group, altruistic
behaviour, acceptance of common norms as one’s own, etc. In return, this favouritism
uses mechanisms such as social comparison, which seeks to establish a favourable
difference for one’s own group in a dimension that is positively valued by social
consensus compared to other different groups (Tajfel and Turner, 1979), generating
inevitable discrimination.

Thus, it can be understood that intergroup relations can be accompanied by
emotional feelings that are sometimes tense or distant. In addition, there are
factors that can generate greater discrimination or distance between groups, such
as: differences in behaviour, differences in norms or non-compliance with common
norms, the perception of the other as a threat to one’s own status (very common in
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narratives and political strategies) or the use of social emotions that favour extreme
behaviour. One of the models that best captures this difficult relationship between
groups is the ‘Intergroup Anxiety Model’ (Stephan, 2014), which suggests that contact
with another group can generate a series of negative consequences related to prejudice,
i.e., before actual contact, both in anticipation of a negative personal experience
and fear that one’s own group will reject them for interacting with members of the
outgroup or even identify them with it.

The negative consequences in relations between different groups can be:

— Behavioural: such as avoiding contact with members of the other group, amplifying
norms to criticise or discredit the other group, or preventive aggression.

— Cognitive: a tendency to seek only information that confirms negative expectations,
ultimate attribution error (blaming members of the outgroup for their negative
behaviours without considering positive behaviours or possible external causes),
motivational biases aimed at justifying negative behaviours towards the outgroup or
justifying intragroup favouritism.

— Affective: excessive emotional reaction to negative events involving the outgroup or
extreme evaluative reactions.

This intergroup anxiety will be greater the fewer previous relations both groups
have had, if the group’s cognitions about the other have been negative (myths or
rumours, lack of knowledge of the other, beliefs of superiority, negative expectations,
etc.) or if the structure of the contact situation is negative (differences in status,
absence of need for interdependence, differences in size or composition).

A final theory that is useful for understanding and improving intergroup relations
is Realistic Conflict Theory (Sherif, 1967), which is very common in international
politics and national policies (immigration). This theory points out that behaviour
between groups is the result of positive or negative functional relations between them.
Functional relationships are affected by the reciprocal goals and interests of the groups
(security threats, economic interests, political advantage, military considerations,
prestige). If the goals of two groups are compatible, there will be cooperation and
good relations. If not, there will be competition for goals or resources and therefore
conflict will arise. The greater the competition for limited resources, the more intense
the intergroup rejection behaviours will be, with feelings of prejudice, discriminatory
behaviour and hostility.

More specifically, the Instrumental Model of Group Conflict (Esses et al,
1998) follows this theory and is applicable to societies that receive immigrants.
The perception of stress or resource limitation and the salience of a particularly
conspicuous foreign group gives rise to competition and attempts to eliminate it.
Zero-sum beliefs suggest that the resources consumed by immigrants are subtracted
from the goods that individuals in the host society can obtain, arguments that are
widely used today to single out social or ethnic minorities in each country or even
outgroups or foreign countries.
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8 Interventions in intergroup relations

The theory that intergroup experiences help to significantly reduce prejudice
comes from Allport (1954). This author observed that when interrelating groups had
the same status, common goals and intergroup cooperation, the experience improved
greatly. If, in addition, there was support from the authorities, a sense of justice for
both groups or a search for similar traditions, the reduction in prejudice was even
greater. This view has been empirically supported over the years by numerous studies,
such as those by Dovidio ez a/ (2017) and Hewstone and Swart (2011).

The Intergroup Interventions (IIGs) that have been tested so far are of two types,
direct and indirect:

Direct interventions include those that seek face-to-face interaction in person or
virtually. The first studies on face-to-face experiences are by Allport (1954). There
are also studies using technology and online applications (Amichai-Hamburger and
McKenna, 2006) or even virtual reality avatars (Tassinari ez al., 2022). As this type
of contact is very direct, it aims to bring about profound and obvious changes in
intergroup relations, which means that the social context must be minimally prepared
for this.

Indirect contacts are used to generate less obvious, scalable and progressive changes
when intergroup rapprochement is very complex socially or politically, and are usually
made through radio, television and social media. Examples of this type of approach
are: extended contacts, which are strategies in which people know or are informed
that people from their own group have dealt with people from the outgroup (Wright
et al., 1997); vicarious strategies or observing people from the group dealing with
people from the outgroup (Vezzali er al., 2014); social practices, which is indirect
contact with real or unreal people through social media (Schiappa et al., 2005) or
in an imagined way, where fictional interactions with people from the outgroup are
visualised (Turner ez al., 2007).

8.1 Consequences of IIGs

The main consequence of intergroup contact is, as Allport pointed out, increased
knowledge of the other group. This consequence, in itself, helps to find the much-
needed similarities between both parties in order to eliminate prejudices and negative
stereotypes of the outgroup.

Another consequence of intergroup contact is that it reduces anxiety about such
contact, normalising it and leading to habituation and familiarity with contacts
that previously did not exist or were very infrequent (Stephan and Stephan, 1985).
Each encounter can generate small gestures or behaviours of empathy and a more
integrative perspective.

Likewise, contact between people from different groups helps to reduce perceptions
of threat (Hewstone et al., 2014), which are common in intergroup anxiety between
traditionally opposed groups.
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These activities allow the ingroup to assimilate the outgroup as part of their self-
concept at the interpersonal level and downplay the salience of the foreign group
identity or even recategorise members of foreign groups as their own.

At the level of social norms, these activities can change the perception that the
outgroup has social norms that are strange, very different or threatening to the
ingroup.

In general, numerous meta-analyses recognise the positive effect of intergroup
contact. Examples include those by Pettigrew and Tropp (2006), Lemmer and Wagner
(2015) and Paluck ez 4/ (2019).

8.2 Contexts in which intergroup interventions have been effective

Numerous studies have been conducted showing a reduction in prejudice between
groups after 20th century conflicts in settings such as Northern Ireland (Ginty ez a/.,
2007), reconciliation after the interracial conflict in South Africa (apartheid) in the
1990s (Gibson and Claassen, 2010) , the war in Rwanda, and 21st century conflicts
such as the civil war in Sri Lanka (Malhotra and Liyanage, 2005), the current conflicts
between Jews and Palestinians in Israel (Lazovsky, 2007), the internal struggles in
Nigeria over land use between 2014 and 2019 (Grady ez a/ 2023) or, more recently,
relations between social groups in Iraq following the period of domination by the
Islamic terrorist group ISIS, some of which will be discussed in greater detail. In
addition, these interactions have also been investigated in the absence of armed
conflict, as in the case of intergroup attitudes in various European countries (Schmid
et al., 2012; Binder et al., 2009).

8.3 Precautions in IlGs

There are some general guidelines regarding intergroup relations that should be
taken into account (Littman ez /., 2023).

Intergroup interventions will be effective in reducing prejudice if the emotions
they generate are positive for the groups involved. Obviously, intergroup contacts
being associated with positive emotions is a basic condition for their benefit.

In addition, it is necessary to assess the possible influence of other members of
the same group, as this can have an impact even if the interaction is positive overall.
Being exposed to social norms that punish contact with the outgroup can generate
internal prejudice towards individuals in the ingroup, such as the ‘black sheep
effect (Marques ez al., 1988). This is a mechanism of control within the group itself,
characterised by the demand for maximum loyalty to the group and favouritism
towards those who comply with the norm and have characteristics that are desirable
for the group, and denigration of those who are undesirable or who do not comply
with or disagree with the group’s norms. Especially in the case of competition between
two groups, dissent or internal disagreement can facilitate the idea that the individual
within the ingroup may be a traitor for expressing criticism in such tense moments,
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whereas if there were no social competition between two groups, the same criticism
might not be considered so harmful or damaging to the ingroup, or might even be
considered positive (Ariyanto er al., 2010; Brander and Hornsey, 2006). This last
aspect is interesting for study because it shows the difficulty groups have in accepting
reasonable internal criticism or reflection in environments of intergroup conflict,
categorising all their own members as good and isolating those who disagree or think
differently from the group as enemies.

Another possible danger for intergroup actions is that the first-hand experiences of
some group members should not be generalised to the majority. One explanation for
this could be that the individuals from the outgroup who interact with the ingroup
do not meet the typical characteristics of groups considered strange or foreign. This
can be interpreted as an exception to the rule—in the case of Muslims, dealing with
Christians who are less prototypical or less religious than others. Therefore, it will not
produce a change in opinion or a reduction in prejudice towards that group. Another
explanation for this phenomenon is that the effects of this positive involvement only
apply to the specific group or a specific experience and not to other similar groups.
Some mechanisms that may intervene in this case to avoid deviation from the norm
are those of conformity or group polarisation, as seen above.

8.4 Applications of IIGs in conflict zones

There are numerous possible applications: in schools, through the media, or in
conflict zones. To observe the importance of these activities in reducing prejudice,
we will consider several extreme cases of intractable conflicts where empathy and
perspective-taking have been sought through real and direct contact rather than
virtual or indirect contact.

Onuki et al (2022) examined the effect of face-to-face contact between three
groups of ex-combatants (national army, former national army, and armed group) and
civilians with disabilities in Rwanda. In a study of more than four hundred people,
they found differentiated effects of intergroup contact in post-conflict contexts,
highlighting the role of the degree of personalisation in intergroup outcomes. The
findings indicate that, in interactions between former national army combatants
and civilians with disabilities in Rwanda, low levels of personalisation (less focus
on personal aspects) generated more positive outcomes in terms of interpersonal
preference, reduced evaluative biases, and perceptions of the other group, compared
to conditions of high or no personalisation. In contrast, when contact occurred
between the three groups of ex-combatants—who were direct adversaries during the
conflict—high levels of personalisation proved to be more effective in promoting
positive intergroup outcomes. This suggests that deeper, more personal contact may
be necessary to reconcile former adversaries.

The results suggest that the impact of personal contact varies significantly
depending on the previous relationships between the groups involved. Therefore,
reconciliation and peacebuilding strategies in post-conflict societies must be tailored
to the type of relationship and history of confrontation between groups, avoiding
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generalised approaches. This research highlights the importance of careful design
of contact-based interventions, especially in contexts of high historical and social
sensitivity.

Seeds of Peace is an international organisation that organises summer camps in
the United States, where Israeli and Palestinian teenagers (along with young people
from other conflict contexts) live together for several weeks, participating in shared
activities, dialogue workshops and coexistence dynamics.

Lazarus’s study (2015) sought to assess whether intensive and prolonged contact
in this type of environment helped to reduce prejudices and stereotypes, increase
empathy towards the other group, or promote more conciliatory and peaceful
attitudes in the long term.

The results showed that immediately after the camp, participants had significantly
more positive attitudes towards the other group, including greater empathy and
less dehumanisation. However, over time, many of these effects diminished once
the young people returned to their highly polarised social environments, with more
lasting effects observed in those who formed close friendships with members of the
other group.

It was concluded that intensive and meaningful contact can reduce prejudice, but
the effects do not always last if the subsequent social context reinforces negative views.
Meaningful personal relationships (real friendships) are key to the sustainability of
change. The social environment to which one returns can reinforce or weaken the
effects of contact.

A final interesting case of intergroup intervention is that of Mousa (2019). On
this occasion, the impact of a sporting activity in Iraq was evaluated after the war
that ravaged the country and the fall of Saddam’s regime in 2014, which led to the
persecution of Christians by the Islamist terrorist group ISIS. This research randomly
assigned Iraqi Christians displaced by ISIS to one of two types of football teams:
exclusively Christian teams or mixed teams with Muslims. The results show persistent
changes in Christians’ behaviour towards Muslims, as they were more likely to sign
up for a mixed team in the future, more likely to vote for a Muslim player (who was
not on their team) to receive a fair play award, and more likely to train with Muslims
even six months after the intervention ended. In addition, players on mixed teams
were more likely to believe that coexistence is possible, with a statistically significant
effect (+0.63 standard deviations, p<o.or1).

These results seem to be explained by several factors, such as a change in social
norms regarding intergroup contact with the outgroup (greater permissiveness and less
restriction) or the generation of shared positive experiences (empathy and decreased
intergroup anxiety), especially in teams that performed well, which showed a greater
willingness to frequent a restaurant located in Mosul, a predominantly Muslim city.

However, the study also found that contact was less effective in changing generalised
tolerance towards unknown Muslims (outside the specific context of the team), so this
experiment suggests that meaningful intergroup contact can foster coexistence after

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

conflict, even when general prejudices persist. Interventions based on cooperative and
structured activities (such as sport) can modify behaviours and perceptions towards
individuals from the rival group, although they do not necessarily transform attitudes
towards the entire group in the abstract.

If, therefore, intergroup experiences are capable of achieving these results among
populations that are so historically, culturally and socially divided, we can say that
IIGs are a good tool for eliminating or reducing prejudice in other equally divided
societies, both in the absence of conflict and in its presence.

9 Discussion

We have seen that STRATCOM’s need to communicate narratives is met by
various mechanisms that work intensively and in different ways at different levels.
However, the excessive saturation of information in today’s media and social networks
generates mistrust and concern in some citizens, apathy or absolute and unthinking
adherence to official communications in others. The war of narratives and counter-
narratives converges in a situation of deadlock that is difficult to overcome from an
informational point of view.

What we propose in this study, supported by the latest research in group psychology
and intergroup conflict, is to focus on activities that generate an experience based on
real-life experiences in the target audiences, through personal contacts, with different
intergroup activities that lead to knowledge of the other and the stranger and
eliminate the bias and prejudice that harmful narratives seek to spread. In this way,
through the mechanisms we have discussed (KLE, CIMIC, Public Affairs and Public
Military Affairs), a reliable, accessible narrative based on real interaction between
insiders and outsiders can be conveyed. Undoubtedly, reinforcing STRATCOM’s
usual outreach activities with a programme of activities involving interaction with
socially or politically distant populations can help to convince and reinforce NATO’s
narrative as an agency of peace and democracy in the face of discourses of fear and

hatred.

Initiatives such as those proposed—cultural, social, sporting or religious activities—
serve as a link and a means of bringing groups closer together, so promoting them
through CIMIC, PSYOPS, KLE or INFO OPS actions can be—and, in fact, already
are—a form of action for military detachments. We emphasise the importance of the
Armed Forces General Staff considering these initiatives as first-rate communication
strategies, as effective as or even—in some cases—more effective than the usual
narratives based on identity-based ideas, because, as we have seen, these narratives
reinforce their own audience—especially the population that already views the
Alliance positively—more than they do the external audience, whether foreign or

domestic but anti-NATO.

We therefore argue that narratives based on intergroup outreach actions may be
more widely accepted and have a greater positive impact in the cognitive sphere than
institutional campaigns. Furthermore, they could facilitate informational resilience in
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the face of disinformation campaigns from third countries. To this end, the strategy
departments of the General Staff must promote and enrich the in-depth study of the
opposing groups, their customs and traditions, values, common behaviours and group
norms of action, in order to understand all the variables of each operational scenario.
In this way, communication strategies can be designed based on rapprochement and
shared real experiences, as well as a growing normalisation of the acceptance of other
foreign or opposing groups, the main enemy of prejudice and intergroup conflict.

10 Conclusions

The main objective of this study was to analyse prejudice in relations between
different groups in the context of social conflicts. As we have seen, this has been
one of the main challenges in the experiences between different groups. The theories
found help to explain the great internal force of the media, people and structures
on each side when it comes to creating, maintaining or escalating prejudice against
outside groups or individuals. The analysis of NATO’s STRATCOM capabilities
shows the current interest and concern for these strategies. As evidenced by one
of the specific objectives of this document, NATO’s ethically justified and legally
controlled narrative management operations are fundamental in supporting military
operations and defence policies when it comes to generating support, deterring or
preventing disinformation campaigns. Through the analysis of the main studies of
intergroup interactions carried out in the field of social and group psychology, it has
been found that these are scientifically valid tools for combating prejudice, hostility
and hatred between different groups, which are common targets of disinformation
campaigns and narratives from opposing countries. Specifically, interactions based
on bringing groups closer together are the most useful when it comes to generating
closeness and social empathy. Although we observe that these strategies are already
being used on a more local scale through KLE, PSYOPS or INFO OPS actions, we
propose that these Intergroup Interventions should occupy a prominent position
within STRATCOM, directed from the strategy departments of the General Staff. In
this way, communication actions will gain even greater momentum in guiding will,
perceptions and emotions towards a coherent narrative in messages and actions.

Limitations to this study include the difficulty of conducting this type of
research between groups in conflict due to the great physical and emotional distance
between them: security conditions that separate the groups, the lack of positive or
neutral interactions, mistrust and prejudice between both sides, and the absence
of organisations that have the support and recognition of both sides, as well as the
capacity to carry out this research. On the other hand, we encounter the difficulty of
evaluating the impact of different actions without cultural or political bias.

Therefore, for future research, we propose exploring the possibility of conducting
longitudinal studies at different stages of each conflict, combining quantitative
and qualitative methods to measure the impact of campaigns through NATO and
STRATCOM structures, and including a greater number of IIGs as part of military
campaigns.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

Bibliography

Allport, G.W. (1954). The nature of prejudice. Cambridge, Mass., Addison-Wesley.

American Psychological Association (APA). (2017). Ethical principles of psychologists and
code of conduct [online]. Apa.org. [Accessed: 2026]. Available at: http://www.apa.
org/ethics/code/index.aspx

Amichai-Hamburger, Y. and McKenna, K. Y. A. (2006). The Contact Hypothesis
Reconsidered: Interacting via the Internet [online]. Journal of Computer-Mediated
Communication. 11(3), pp. 825-843. [Accessed: 2026]. Available at: https://doi.
org/10.1111/j.1083-6101.2006.00037.X

Antolin, J. L. (2017). Strategic communication (STRATCOM) in international
organisations [online]. In: Ministry of Defence. Spanish Institute for Strategic
Studies (eds.). Strategic communication. [Accessed: 2026]. Available at: https://
dialnet.unirioja.es/servlet/articulo?codigo=6696731

Ariyanto, A., Hornsey, M. ]. and Gallois, C. (2010). United we stand: Intergroup conflict
moderates the intergroup sensitivity effect [online]. Eurapean Journal of Social Psychology.
40(1), pp. 169-177. [Accessed: 2026]. Available at: https://doi.org/10.1002/ejsp.628

Baumeister, R. F and Leary, M. R. (1995). The need to belong: The desire for
interpersonal bonds as a fundamental human motivation [online]. Pychological
Bulletin.  117(3), pp. 497-529. [Accessed: 2026]. Available at: https://doi.
0rg/10.1037/0033-2909.117.3.497

Binder, J. ez al. (2009). Does contact reduce prejudice or does prejudice reduce contact?
A longitudinal test of the contact hypothesis among majority and minority groups

in three European countries [online]. Journal of personality and social psychology.
96(4), pp- 843-856. [Accessed: 2026]. Available at: https://doi.org/10.1037/a0013470

Bouffard, T. et al. (2024). Arctic Narratives and Political Values: Arctic States, China, NATO,
and the EU. NATO STRATCOM COE.

Brander, T. V. and Hornsey, M. ]. (2006). Intergroup sensitivity effect and the war in
Iraq: A case of attitudes and intentions diverging [online]. Australian Journal
of Psychology. $8(3), pp. 166-172. [Accessed: 2026]. Available at: https:/doi.
0rg/10.1080/00049530600940265

Diaz, L. A. (2022). Putin and the new persuasion: psychological reflections on the annual
media conference speech [online]. Global Strategy. [Accessed: 2026]. Available at:
https://global-strategy.org/putin-y-la-nueva-persuasion-reflexiones-psicologicas-del-
discurso-de-la-conferencia-anual-con-los-medios/

Donoso, D. (2020). Psychological aspects in the cognitive sphere of military operations.
In: Working Paper of the Higher Centre for National Defence Studies (CESEDEN)
(ed.). Implications of the cognitive sphere in military operations. IEEE. Pp. 19-45.

Dormann, K. ef al. (eds.). (2016). Commentary on the First Geneva Convention: Convention
(D) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in
the Field. International Committee of the Red Cross. Cambridge University Press.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Luis Angel Diaz Intergroup Interventions as a STRATCOM strategy

Dovidio, J. E et al. (2017). Reducing intergroup bias through intergroup contact:
Twenty years of progress and future directions [online]. Group Processes &
Intergroup Relations. 20(5), pp. 606-620. [Accessed: 2026]. Available at: https://doi.
org/10.1177/1368430217712052

Du Cluzel, E (2020) Cognitive Warfare [online]. NATO Innovation Hub. [Accessed: 2026].
Available at: https://innovationhub-act.org/wp-content/uploads/2023/12/20210113_
CW-Final-v2-.pdf

Esses, V. M., Jackson, L. M., and Armstrong, T. L. (1998). Intergroup competition and
attitudes toward immigrants and immigration: An instrumental model of group
conflict [online]. Journal of Social Issues. 54(4), pp. 699-724. [Accessed: 2026].
Available at: https://doi.org/10.1111/0022-4537.911998091

Gibson, J. L. and Claassen, C. (2010). Racial reconciliation in South Africa: Interracial
contact and changes over time [online]. Journal of Social Isues. 66, pp. 255-272.
[Accessed: 2026]. Available at: https://doi.org/10.1111/j.1540-4560.2010.01644.X

Grady, C. er al. (2023). How contact can promote societal change amid conflict: An
intergroup contact field experiment in Nigeria [online]. Proceedings of the National
Academy of Sciences of the United States of America. 120(43). [Accessed: 2026].
Available at: https://doi.org/10.1073/pnas.2304882120

Hewstone, M. and Swart, H. (2011). Fifty-odd years of inter-group contact: From hypothesis
to integrated theory [online]. British Journal of Social Psychology. 50(3), pp. 374-386.
[Accessed: 2026]. Available at: https://doi.org/10.1111/j.2044-8309.2011.02047

Hewstone, M. et al. (2014). Intergroup contact and intergroup conflict [online]. Peace and
Conflict: Journal of Peace Psychology. 20(1), pp. 39-53. [Accessed: 2026]. Available at:
https://doi.org/10.1037/20035582

Hoyle, A., van den Berg, H., Doosje, B. & Kitzen, M. (2022). Portrait of liberal chaos:
RT’s antagonistic strategic narration about the Netherlands. Media, War &
Conflict, 16(2), 209-227. https://doi.org/10.1177/1750635221106 4705 (Original work
published 2023)

—. (2024) Do(n) Shoot the Messenger: Psychological Responses to Kremlin Narratives
in Nordic - Baltic Audiences [en linea]. Riga: NATO Strategic Communications
Centre of Excellence. [Accessed: 2026]. Available at: https://stratcomcoe.org/
publications/dont-shoot-the-messenger-psychological-responses-to-kremlin-
narratives-in-nordic-baltic-audiences/315

Lazarus, N. (2015). Evaluating seeds of peace. In: Del Felice, C.; Karako, A and Wisler, A.
(eds.). Peace Education Evaluation: Learning from Experience and Exploring Prospects.
Emerald Publishing Limited. Pp. 163.

Lazovsky, R. (2007). Educating Jewish and Arab children for tolerance and coexistence in
a situation of permanent conflict: An encounter programme [online]. Cambridge
Journal of Education. 37 (3), pp. 391-408. [Accessed: 2026]. Available at: https://doi.
0rg/10.1080/030576 40701546706

Le Bon, G. (1895). The Psychology of the Crowd. T. Fischer Unwin, London.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

Lemmer, G. and Wagner, U. (2015). Can we really reduce ethnic prejudice outside the
lab? A meta-analysis of direct and indirect contact interventions [online]. European
Journal of Social Psychology. 45(2), pp. 152-168. [Accessed: 2026]. Available at: https://
doi.org/10.1002/€jsp.2079

Littman, R.; Scacco, A. and Weiss, C. (2023) Reducing Prejudice through Intergroup
Contact Interventions [online]. En: Halperin, E., Hameiri, B. and Littman, R.
(eds.). Psychological Intergroup Interventions — Evidence-based Approaches to Improve
Intergroup Relations. Taylor and Francis. Pp. 3-16. [Accessed: 2026]. Available at:
10.4324/9781003288251-2

Malhotra, D. and Liyanage, S. (2005). Long-Term Effects of Peace Workshops in
Protracted Conflicts [online]. Journal of Conflict Resolution. 49(6), pp. 908-924.
[Accessed: 2026]. Available at: https://doi.org/10.1177/0022002705281153

Marques, J.; Yzerbyt, V. Y. and Leyens, J. . (1988). The “Black sheep effect”: Extremity of
judgments towards in-group members as a function of group identification [online].
European Journal of Social Psychology. 18, pp. 1-16. [Accessed: 2026]. DOI: 10.1002/
€jsp.2420180102

McGinty, R.; Muldoon, O. y Ferguson, R. (2007). Ni guerra ni paz: Irlanda del Norte tras
el Acuerdo [online]. Psicologia Politica. 28(1), pp. 1-11. [Accessed: 2026]. Available
at: https://doi.org/10.1111/j.1467-9221.2007.00548.X

Miskimmon, A.; O’Loughlin, B. and Roselle, L. (eds.). (2012). Forging the world: Strategic
narratives and international velations [online]. London: Centre for European Politics/
New Political Communication Unit. [Accessed: 2026]. Available at: https://doi.
org/10.3998/mpub.6504652

—. (2013). Strategic narratives: Communication power and the new world order [online].
Routledge. [Accessed: 2026]. Available at: https://doi.org/10.4324/9781315871264

—. (2022). Strategic Narrative: The Art of Diplomacy in the 21st Century [online].
Mexican Journal of Foreign Policy. 113, pp. 73-95. [Accessed: 2026]. Available at:
https://revistadigital sre.gob.mx/index.php/rmpe/article/view/235

Morején, N. (2021). Infodemic and information dependency: the ethical function of
Andalusian public television during the Covid-19 crisis [online]. Communication
and Man. 17, pp. 119-138. [Accessed: 2026]. Available at: https://doi.org/10.32466/
eufv-cyh.2021.17.658.119-138

Moscovici, S. and Zavalloni, M. (1969). The group as a polariser of attitudes [online].
Journal of Personality and Social Psychology. 12(2), pp. 125-135. [Accessed: 2026].
Available at: https://doi.org/10.1037/ho027568

Mousa, S. (2019). Building Tolerance: Intergroup Contact and Soccer in Post-ISIS Iraq
[online]. Working Paper. Programme on Governance and Local Development. 26.
[Accessed: 2026]. Available at: http://dx.doi.org/10.2139/ssrn.3769116

NATO. (2002). NATO Military Policy on Civil-Military Co-operation [online]. [Accessed:

2026]. Available at: https://www.nato.int/ims/docu/me411-1-e.htm

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Luis Angel Diaz Intergroup Interventions as a STRATCOM strategy

—. (2007). AJP-3.10.1(A) — Allied Joint Doctrine For Psychological Operations [online].
[Accessed: 2026]. Available at: https://info.publicintelligence.net/NATO-PSYOPS. pdf

—. (2009). PO(2009) 0141 — Military Concept For Nato Strategic Communications [online].
[Accessed: 2026]. Available at—. https://info.publicintelligence.net/NATO-
STRATCOM-Concept.pdf

—. (2012). NATO Strategic Communications Policy [online]. [Accessed: 2026]. Available
at: heeps://publicintelligence.net/nato-stratcom-policy/

—. (2014). AJP-3.10.1 — Allied joint doctrine for psychological operations [online].
[Accessed: 2026]. Available at: https://assets.publishing.service.gov.uk/media/sa8oce
48¢e5274a2e87dbbecb/20150223-AJP_3_10_1 PSYOPS_with_UK_Green_pages.pdf

—. (2018). Draft MC 0422/6 — NATO Military Policy for Information Operations
[online]. [Accessed: 2026]. Available at: https://shape.nato.int/resources/3/
images/2018/upcoming%20events/MC%20Draft_Info%200ps.pdf

—. (2019). AJP3 — Allied joint doctrine for the conduct of operations [online]. [Accessed:
2026]. Available at: https://www.coemed.org/files/stanags/o1_AJP/AJP-3_EDC_
Vi_E_2490.pdf

—. (2023). Cognitive Warfare: Strengthening and Defending the Mind [online].
[Accessed: 2026]. Available at: https://www.act.nato.int/article/cognitive-warfare

-strengthening-and-defending-the-mind/

—. (2025). NATO’s approach to counter information threats [online]. [Accessed: 2026].
Available at: https://www.nato.int/cps/en/natohq/topics_219728.htm

NATO Strategic Communications Centre of Excellence. (n.d.). About NATO StratCom
COE [online]. [Accessed: 2026]. Available at: https://stratcomcoe.org/about_us/
about-nato-stratcom-coe/s

Nemeth, C.J. (1986). Differential contributions of majority and minority influence
[online]. Psychological Review. 93(1), pp. 23-32. [Accessed: 2026]. Available at: https://
doi.org/10.1037/0033-295X.93.1.23

Newman, N. (2024). Resumen ejecutivo y hallazgos clave del informe de 2024 [online].
Reuters Institute — politics. [Accessed: 2026]. Available at: https://reutersinstitute.
politics.ox.ac.uk/es/digital-news-report/2024/dnr-resumen-ejecutivo

Onuki, M.; Aoyagi, K. and Takasaki, Y. (2022). Personal intergroup contact between
different groups of ex-combatants and civilians: Evidence from a behavioural
experiment in Rwanda [online]. European Journal of Social Psychology. s2, pp. 1-17.
[Accessed: 2026]. Available at: https://doi.org/10.1002/ejsp.2811

Paluck, E. L;; Green, S. A. and Green, D. P. (2019). Reassessing the contact hypothesis
[online]. Behavioural Public Policy. 3 (2), pp. 129-158. [Accessed: 2026]. Available at:
https://doi.org/10.1017/bpp.2018.25

Popescu, I. and Voinescu, L. (2021). Key leader engagement — Conceptual delimitations
[online]. STRATEGIES XXI - Command and Staff College. 17(1), pp. 207-213.
[Accessed: 2026]. Available at: https://doi.org/10.53477/2668-2028-21-25

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

Pettigrew, T. F. and Tropp, L. R. (2006). A meta-analytic test of intergroup contact theory
lonline]. Journal of Personality and Social Psychology. 90(s), pp. 751-783. [Accessed:
2026]. Available at: https://doi.org/10.1037/0022-3514.90.5.751

United Nations. (1948). Universal Declaration of Human Rights [online]. [Accessed: 2026].
Available at: https://www.un.org/es/about-us/universal-declaration-of-human-rights

—. (1966). International Covenant on Civil and Political Rights [online]. United Nations
Treaty Series. 999, pp. 171. [Accessed: 2026]. Available at: https://www.ohchr.org/
es/instruments-mechanisms/instruments/international-covenant-civil-and-political

-rights.

Saari, D.; Hikkinen, T. and Moilanen, P. (2024). A Comprehensive Analysis of Narratives
within NATO’s Doctrines [online]. Proceedings of the 23rd European Conference on
Cyber Warfare and Security, ECCWS 2024. 23(1), pp. 740-747. [Accessed: 2026].
Available at: https://doi.org/10.34190/eccws.23.1.2240

Schiappa, E.; Gregg, PB. and Hewes, D. E. (2005). The Parasocial Contact Hypothesis
[online]. Communication Monographs. 72(1), pp. 92-115. [Accessed: 2026]. Available
at: https://doi.org/10.1080/0363775052000342544

Sherif, M. (1967). Group Conflict and Co-operation: Their Social Psychology [online]. 1st ed.
Psychology Press. [Accessed: 2026]. Available at: https://doi.org/10.4324/9781315717005

Schmid, K. ez al (2012). Secondary transfer effects of intergroup contact: A cross-
national comparison in Europe [online]. Social Psychology Quarterly. 75(1), pp. 28-s1.
[Accessed: 2026]. Available at: https://doi.org/10.1177/0190272511430235

Silvela, E. (2017). Strategic communication (STRATCOM) in international organisations
[online]. In: Ministry of Defence, Spanish Institute for Strategic Studies (eds.).
Strategic communication. Pp. 13-34. [Accessed: 2026]. Available at: https://dialnet.
unirioja.es/servlet/articulo?codigo=6696731

Stephan, W. G. and Stephan C. W. (1985). Intergroup anxiety [online]. Jjournal
of Social Issues. 41(3), pp. 157-175. [Accessed: 2026]. Available at: https://doi.
org/10.1111/].1540-4560.1985.tbo1134.x

Stephan, W. G. (2014). Intergroup Anxiety: Theory, Research, and Practice [online].
Personality and social psychology review. 18(3), pp. 239-255. [Accessed: 2026].
Available at: https://doi.org/10.1177/1088868314530518

Tajfel, H. (1974). Social identity and intergroup behaviour [online]. Social Science
Information. 13, pp. 65-93. [Accessed: 2026]. Available at: https://doi.
org/10.1177/053901847401300204

Tajfel, H. and Turner, J. C. (1979). An integrative theory of inter-group conflict. In:
Austin, W. G. and Worche, S. (eds.). 7he social psychology of inter-group relations.
Monterey, CA: Brooks/Cole. Pp. 33-47

Tassinari, M.; Aulbach, M. B. and Jasinskaja-Lahti, I. (2022) The use of virtual reality
in studying prejudice and its reduction: A systematic review [online]. PLoS ONE.
17(7). [Accessed: 2026]. Available at: https://doi.org/10.1371/journal.pone.0270748

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408




Luis Angel Diaz Intergroup Interventions as a STRATCOM strategy

Turner, R. N; Crisp, R. ] and Lambert, E. (2007). Imagining Intergroup Contact Can
Improve Intergroup Attitudes [online]. Group Processes & Intergroup Relations. 10(4),
Pp- 427-441. [Accessed: 2026]. Available at: https://doi.org/10.1177/1368430207081533

Vezzali, L. et al. (2014). Improving intergroup relations with extended and vicarious forms
of indirect contact [online]. European Review of Social Psychology. 25(1), pp. 314-389.
[Accessed: 2026]. Available at: https://doi.org/10.1080/10463283.2014.982948

Wagnsson, C. and Barzanje, C. (2019). A framework for analysing antagonistic narrative
strategies: A Russian tale of Swedish decline [online]. Media, War & Conflict. 14(2),
pp- 239-257. [Accessed: 2026]. Available at: https://doi.org/10.1177/1750635219884343

Wright, S. C. et al. (1997). The extended contact effect: Knowledge of cross-group
friendships and prejudice [online]. Journal of Personality and Social Psychology. 73(1),
pp- 73-90. [Accessed: 2026]. Available at: https://doi.org/10.1037/0022-3514.73.1.73

Article received: 16 June 2025
Article accepted: 15 January 2026

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 383 to 408







_i;f the Spanish Institute for Strategic Studies

ISSN-e: 2255-3479

Jonattan Rodriguez Herndndez
Doctor of Journalism by the Complutense University of Madrid; Accredited as a

Contract Professor

Email: jonrodri@ucm.es

Eglée Ortega Ferndndez
Doctor of Journalism by the Complutense University of Madrid; Accredited as a
Full University Professor; Assistant Professor Doctor in the Department of Applied

Communication Sciences; Faculty of Information Sciences; Complutense University

of Madrid

Email: eglecort@ucm.es

The UME on X/ Twitter: strategic

communication and national security in
the forest fires of 2025

Abstract

This article analyses the strategic communication of the Military
Emergency Unit (UME) on X (formerly Twitter) during the forest
fires that affected Spain in July and August 2025, in one of the most
serious episodes in recent decades. The study is based on the premise
that institutional communication on social media is a fundamental
resource for reinforcing transparency, legitimacy and public trust in
crisis situations that compromise national security.

The corpus of analysis includes 175 tweets published by the official @
UMEgob account, collected through scraping and examined using a
mixed approach. A descriptive analysis of frequency and engagement
was carried out, along with a thematic classification adapted to the
literature on crisis communication and a semantic analysis using
Graphext data analysis software.
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The results show that the UME’s communication strategy was eminently
reactive and operational, with peaks of activity coinciding with the most
serious moments of the fires. Informative messages about deployments
and resources predominated, obtaining the highest level of citizen
interaction. Institutional values and territorial references reinforced
the legitimacy of the institution. However, the scarcity of preventive
messages indicates an approach focused on immediate response rather
than citizen preparedness.
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1 Introduction

n recent decades, forest fires have become one of the main strategic threats in

Spain, both because of their environmental and social impact and because of

their implications for national security. According to data from the Ministry for
Ecological Transition and Demographic Challenge (Romero and Camarasa, 2025),
Spain is among the European countries most affected by this type of emergency due
to its Mediterranean climate, rural depopulation and the accumulation of plant fuel,
factors that increase vulnerability to extreme conditions.

The summer of 2025 highlighted the magnitude of the challenge: more than
400 000 hectares were burned between July and August, making it the worst scenario
in decades (Planelles, 2025). A report by World Weather Attribution (Devereux,
2025) attributed this extreme episode to climate change, noting that heat waves and
atmospheric dryness increased the probability of conditions favourable to the spread
of fires on the Iberian Peninsula by up to forty times. These conclusions coincide
with scientific literature warning of the growing link between global warming and the
intensification of natural hazards in the Mediterranean area (San-Miguel-Ayanz ez al.,
2023; Turco et al., 2018).

The human and material consequences were significant: thousands of people
evacuated, infrastructure destroyed and damage to protected ecosystems. In addition,
the crisis took on a political dimension, generating debates about the adequacy of
resources, institutional coordination and the role of the Armed Forces in disaster
response (Pizarro, 2025). In this scenario, the Military Emergency Unit (UME)
positioned itself as a key player, deploying thousands of personnel and technical
resources; its role was not only operational but also communicative, given that in
crisis situations official information is a strategic resource for reducing uncertainty,
legitimising government action and strengthening social cohesion (Coombs, 2015;
Frandsen and Johansen, 2016).

It is worth placing this role within a broader framework. During the fires of 2025,
units from the Army, Air Force, and Navy also intervened, resulting in a joint action
by the Armed Forces in support of civil emergency management. In this operational
framework, the UME served as the main communication liaison, acting as a visible
and centralised channel for public information.

In this sense, social media has transformed the crisis communication ecosystem.
Social network X, in particular, allows for immediate, two-way, wide-reaching
dissemination, making it an essential tool for public and security agencies (Austin
and Jin, 2022). Since its inception in 2006, this platform has established itself as one
of the main digital spaces for governments and institutions (Castillo-Esparcia et /.,
2020). Despite this, its use poses challenges related to dialogue management, the
credibility of sources and the proliferation of disinformation (Rodriguez and Ortega,
2025).

Analysing the UME’s communication strategy in this context is particularly
relevant because academic research on institutional military communication in large-
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scale emergencies remains limited. Although there are studies on security forces and
civil protection, the communication activities of specialised military units such as
the UME have received less attention. This article contributes to filling this gap by
offering empirical evidence on how the institutional narrative is articulated during a
crisis that directly compromises national security.

Therefore, we propose to study the communication developed by the UME on
its official X channel during July and August 2025, with the aim of evaluating its
effectiveness as a strategic communication tool in the management of crises linked to
national security.

2 Theoretical framework
2.1 Institutional communication in critical contexts

Institutional communication in crisis contexts has grown in importance over the
years and with the evolution of hyperconnected societies, as it has become an essential
tool for transmitting information quickly, clearly and effectively to the public. In
emergency situations—such as natural disasters, pandemics, or social crises—public
institutions act as reliable sources of reference and play a decisive role in information
management (Pulido-Polo ez al., 2021).

Situational Crisis Communication Theory (SCCT), initially developed by
Coombs (2015) and expanded by various researchers following the COVID-19
pandemic (Chen and Holladay, 2023; Haupt, 2021; Macnamara, 2021), provides a
useful framework for understanding the logic of communication in critical scenarios.
This theory emphasises the need to adapt communication strategies to circumstances,
to carefully manage the institutional narrative and to make appropriate use of official
channels.

Along these lines, Cannaerts (2020) highlights that effective communication
requires diversifying messages according to the stages of the crisis and the different
stakeholders, as well as ensuring coordinated use of internal and external media
tools. Social media has become an essential resource for this type of communication.
According to Hagen ez al. (2018), these platforms allow messages to be disseminated in
real time and facilitate direct interaction with citizens, which is crucial for answering
questions and reducing uncertainty at critical moments.

Poell et al. (2019) frame this phenomenon within the logic of platformisation,
understood as the process by which digital platforms reconfigure infrastructures
and social, cultural and economic processes, generating new opportunities but also
challenges for the institutional sphere. Similarly, Viola ez a/l. (2021) emphasise the
need to consider audience connectivity and participation, encouraging synchronous
interaction and the use of relational messages that promote consistent behaviour and
reduce the gaps between available information and citizen practices. Based on the
case of the pandemic, the researchers highlight the relevance of media literacy and the
impact of asymmetric information on the effectiveness of institutional messages.
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According to Mayo-Cubero and Chivite (2023), crisis communication can be
understood as the set of strategies designed by public bodies to inform, guide and
reassure the population affected by an adverse event. Its essential characteristics
include immediacy, reliability, accessibility and empathy, the latter being a key
element in strengthening relations between institutions and citizens and improving
both reputation and crisis management.

The purpose of communication in critical situations is to reduce uncertainty, provide
relevant information, strengthen social trust and promote citizen action (Mwandembo,
2024), which requires institutions to establish themselves as reliable sources and
maintain strategic control over the narrative they convey through official channels.

In this area, research has identified different communicative functions that are
often articulated in institutional responses: operational or informational messages,
focused on actions and resources; preventive or educational messages, aimed at citizen
preparedness; adjustment or recognition messages, which integrate empathy and
emotional support; institutional or reputational messages, linked to coordination and
public image; and messages based on identity values, which reinforce the legitimacy
of the organisation (Coombs, 2007; Austin et al., 2012; Houston ez al., 2015). This
typology, widely used in crisis communication studies, allows for the evaluation of
the strategic coherence of the institutional response and constitutes the conceptual
foundation of the classification applied in this research.

In the case of the Military Emergency Unit (UME), these principles took on
particular relevance during the forest fires in Spain in July and August 2025. The
magnitude of the disaster placed the UME at the centre of communications; therefore,
its activity in X serves as an example for analysing how crisis communication
strategies are implemented in real time, how transparency and institutional legitimacy
are managed, and to what extent social media can reinforce public confidence in a
national emergency context (Herndndez, 2021).

2.2 National security in a scenario of unconventional risks

Over the last two decades, national security has evolved towards a broad and
comprehensive concept that incorporates unconventional risks such as natural
disasters, pandemics, cyber threats and economic crises. This approach recognises
that phenomena associated with climate change—especially high-intensity forest
fires, droughts and extreme weather events—can directly affect territorial stability,
public safety and the continuity of essential services (Lipscy, 2020; Slawotsky, 2021).

In the case of Spain, the 2021 National Security Strategy explicitly identifies
forest fires as a strategic risk of the first order. It emphasises the need to strengthen
prevention, response and public communication mechanisms, as well as to ensure
coordination between civil administrations, civil protection agencies and the Armed
Forces. 'This broader vision reflects the interdependence between environmental
security and national security, positioning climate emergencies as a systemic threat
that requires versatile state capabilities and rigorous communication management.
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Within this framework, the Armed Forces have taken on a multifaceted role
that combines traditional defence with intervention in internal emergencies. Their
deployment in crisis situations helps to ensure the protection of the population,
territorial stability and support for civil authorities (Cheek ez al., 2021; Wilén and
Strombom, 2021). This expansion of functions also implies new communication
responsibilities, as military presence in non-war scenarios requires the transmission of
clear, verifiable and transparent information that is appropriate to citizens’ demands
and the requirements of institutional legitimacy in democratic societies.

The Military Emergency Unit (UME) is the main operational instrument of this
strategy in Spain. Designed as a rapid response unit for forest fires, floods, snowfalls,
health crises and other serious risks, the UME coordinates with regional and local
authorities as well as with other units of the Army, Air Force and Navy. Its role is
not limited to technical support in the field; it also integrates public communication
functions that seek to reinforce the perception of the state’s effectiveness, coordination
and transparency in emergency situations (Herndndez, 2021).

Recent literature has highlighted that the UME’s digital presence helps to project
both its operational dimension and its institutional identity. Research such as that by
Martin Garcia, Buitrago and Martin Garcia (2023) has shown that the unit uses social
media to articulate values such as service, commitment and humility, which act as
symbols of cohesion in risk scenarios. This combination of operational messages and
institutional values allows the UME to reinforce its legitimacy and generate public
trust, especially when the emergency has a broad territorial impact and high media
coverage.

In highly complex situations, such as the forest fires of 2025, public communication
thus becomes an essential component of the security apparatus. Citizens demand
constant information on the evolution of the risk, the resources deployed and the
effectiveness of the response, and this need places the UME in a strategic role that
combines technical action, inter-institutional coordination and communication
management. The convergence between national security, climate emergencies
and institutional communication constitutes a particularly relevant area of analysis
for understanding how public narratives are articulated in contexts of increasing
environmental vulnerability.

2.3 Social media and public opinion in times of crisis

The role of social media in shaping public opinion is complex and multidimensional.
These platforms offer a space for greater citizen participation, but they also generate
risks linked to polarisation, the spread of misinformation and the fragmentation of
public discourse. In this sense, a critical and balanced approach is required to harness
their innovative potential while mitigating the negative effects that can result from
their intensive use.

Given their omnipresence in today’s society, various studies have highlighted the
relationship between these platforms and emergency management, emphasising

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 409 to 430




Jonattan Rodriguez and Eglée Ortega The UME on X/Twitter: strategic...

the need to design information technologies that promote participation, volunteer
mobilisation and citizen access to reliable data (Veil e al., 2011). One of their main
advantages lies in their ability to disseminate news directly and on a massive scale,
without the mediation of journalists, which gives messages a perception of greater
credibility in certain situations (Colley and Collier, 2009).

Social media has significantly reduced barriers to communication, allowing
a wide range of actors—ordinary citizens, opinion leaders, governments, and
organisations—to participate in global conversations. This phenomenon contributes
to the democratisation of discourse, aided by virality, which enables ideas, news and
opinions to spread rapidly and reach mass audiences in a matter of hours (Ortega and
Rodriguez, 2021). This influences processes such as ‘agenda setting’, as topics that gain
relevance on social media often carry over into traditional political and media debate.
Consequently, these platforms act as a ‘social thermometer’ that reflects collective
concerns and interests in real time (Yu et /., 2020).

However, along with their advantages, social media also fuels polarisation
dynamics. Pariser (2011) introduced the concept of ‘the filter bubble’ to explain how
personalisation algorithms generate closed information environments that reinforce
prior beliefs, reducing exposure to alternative perspectives. This limitation, which
restricts access to diverse information, raises ethical dilemmas of great relevance to
democracy and public discourse.

Critically, Morozov (2013) warns of the risks of ‘technological solutionism’,
understood as the tendency to propose simple technological responses to complex
social problems, ignoring ethical and political dimensions such as privacy or
individual autonomy. Similarly, Lovink (2019) analyses how these platforms are
designed to encourage constant consumption and addiction, which has a negative
impact on users’ well-being and mental health, and highlights the urgent need to
redesign them based on ethical parameters that prioritise neutrality and functionality
over emotional manipulation.

Finally, the use of algorithms that prioritise content related to individual interests
encourages the creation of ‘information bubbles’, where interactions with similar
views predominate and the chances of exposure to other perspectives are reduced. This
process intensifies the fragmentation of public discourse and hinders the building of
social consensus (Patino, 2020). Hence the importance of public bodies managing
these platforms appropriately, especially in times of crisis, when institutional
credibility and clarity of information are essential.

3 bjectives and methodology

The main objective of this research is to analyse the institutional communication
strategy of the Military Emergency Unit (UME) on X/Twitter (@Umegob) during
the forest fires that affected Spain in July and August 2025, in order to determine the
timeliness, effectiveness and strategic orientation of the messages issued in a national
security context. This gives rise to specific objectives:
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1. To identify the volume, frequency and evolution of the UME’s publications
during the different phases of the emergency.

2. Classify messages according to a typology adapted to the UME context
(operational/informative, preventive/educational, recognition/adjustment,
institutional/reputational and institutional values), evaluating the predominant
communicative function.

3. Study thematic clusters and narrative frameworks through exploratory analysis
with Graphext and lexical-discursive analysis with T-Lab.

4. Evaluate the engagement generated by the messages, taking into account citizen
interaction and the effectiveness of the narrative resources used.

s. Analyse the use of symbolic resources (hashtags, mentions) and their
contribution to the visibility and institutional legitimacy of the UME.

This research also adopts a mixed content analysis approach. The study corpus
consists of 175 messages, corresponding to all those published by the UME’s official
account (@UMEgob) in July and August 2025. Data extraction was carried out
using the ExportComments tool, a software that allows the collection of posts and
interactions on X without the need for API access, following a procedure similar to
that of other scraping programmes used in research (Marres and Weltevrede, 2013;
Bruns and Stieglitz, 2013). The data obtained includes both the full text of the tweets
and the date of publication and associated interaction metrics—retweets, likes, and
comments—enabling a comprehensive analysis of the institution’s communication
activity.

The dataset underwent an additional cleansing process to ensure its analytical
validity. This included the removal of duplicate posts derived from retweets from
the institutional account itself, the standardisation of time formats, and the manual
review of textual inconsistencies. These operations were performed using Python
libraries designed for data pre-processing.

Once the messages had been collected, they were cleaned and organised using
Python libraries, which allowed duplicates to be removed, formats to be standardised,
and the data to be prepared for analysis. Initially, a descriptive study was carried out
focusing on the frequency of publication, the temporal evolution of the messages, and
the levels of interaction generated. This initial step provided a general approximation
of the UME’s communicative intensity in relation to the emergency and allowed the
identification of peaks of activity associated with critical moments.

At a second level, the analysis focused on the thematic and functional classification
of the messages. To this end, a typology was developed based on the literature on crisis
communication (Coombs, 2007; Spence et al., 2007; Austin et al., 2012; Jin et al.,
2014; Houston ez al., 2015; Eriksson, 2018), which made it possible to differentiate
five main types of publications: operational or informational messages, linked to the
deployment of personnel and the evolution of the fires; preventive or educational
messages, which include recommendations addressed to the public; messages of
recognition or adjustment, expressing support for those involved and gratitude to
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the population; institutional or reputational messages, intended to reinforce the
image of the UME and highlight coordination with other institutions; and messages
of institutional values, which explicitly appeal to the units identity principles. In
some cases, a subcategory referring to technology and resources was also included,
focusing on the use of drones, aircraft and depots. The coding of these categories was
initially validated through a manual review of a representative sample of tweets and
was subsequently applied to the entire corpus in a supervised manner.

The coding was validated through a double review procedure. Two researchers
independently performed the initial categorisation of a representative sample of
messages and, after a round of comparison and joint resolution of discrepancies, a
high degree of conceptual agreement was reached. Due to the small size of some
categories, it was not feasible to calculate reliability coefficients such as Krippendorffs
alpha, but the triangulation process ensured the consistency of the classification
system applied to the entire corpus.

The third level of analysis focused on exploring discursive and semantic patterns
using digital tools. Graphext was used to construct thematic graphs based on the
co-occurrence of terms, using the k-nearest neighbours methodology and applying
the ForceAtlas2 algorithm (Jacomy ez al., 2014) for the spatial arrangement of nodes,
as well as the Louvain algorithm (Traag ez al., 2019) for community detection. This
procedure made it possible to identify discursive clusters and examine their evolution
over the period analysed.

This analysis was complemented by a manual inspection of the detected clusters in
order to verify the semantic coherence of the groupings produced by the algorithm.
The process allowed us to identify key terms and recurring conceptual relationships,
reinforcing the interpretative validity of the automatically generated discursive
patterns.

Finally, the engagement of the posts was evaluated through the relationship
between the interactions obtained (retweets, likes and comments) and the number
of followers of the account, following the formula proposed by Sued ez a/. (2021) and
taken up by Gong and Lyford (2022). In cases where the exact number of followers
for each date was not available, relative and comparative values were used to identify
the messages that generated the greatest resonance among the public and to assess the
real scope of the communication strategy.

Given that the volume of posts per category is uneven—for example, there was only
one preventive message compared to more than seventy operational messages—the
results related to engagement should be interpreted in a strictly descriptive manner. This
imbalance prevents proportional comparisons or statistical inferences between categories,
so the values are used only to identify general trends in communication resonance.

4 Results

The analysis of the institutional communication of the Military Emergency Unit
(UME) on X/Twitter during July and August 2025 allows us to observe both the
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intensity of the digital strategy deployed and the orientation of the messages in a
crisis context marked by forest fires.

The weekly evolution of the posts shows a pattern clearly linked to the dynamics of
the forest fires (see figure 1). In July, activity was intermittent, with peaks of fourteen
and eighteen messages in the middle weeks, followed by a minimum of just four
tweets at the end of the month, reflecting less operational pressure during that period.
From August onwards, communication intensified steadily: the first week already saw
twenty-five messages, a figure that remained high in the second week (twenty-three)
and peaked in the third week with forty-four posts, coinciding with the moments of
highest incidence of fires and media coverage.

After this peak, activity began to decline, although it remained high in the fourth
week (twenty-nine tweets) before closing the month with seventeen. The graph shows
that the UME’s strategy was essentially reactive, adjusting the volume of messages
to the severity of the emergency and reinforcing its digital presence on the days of
greatest public visibility.

23

Fecha dr publicasién

Figure 1. Evolution of the number of tweets published by the UME during July and August 2025.
Source: author’s own elaboration

The thematic graph generated from the tweets allows us to visualise the main areas
of discourse that structured their communication during the fires (see figure 2). Each
colour corresponds to a semantic cluster, i.e. a set of words that appear repeatedly in
the same messages and which, as a result, form a specific axis of conversation.

At the centre of the graph are the clusters most closely linked to the operational
management of the emergency. These include ‘Fire Management and Control
Strategies’ and ‘Forest Fires and Prevention’, which group together messages about
brigade deployments, fire perimeters, and extinguishing actions. At the top is
the cluster ‘Extinguishing Missions and Incorporation into Operations’, which
concentrates narratives about the arrival of personnel at the various scenes. These
clusters are interconnected with other supporting topics such as ‘Land Drones’,
reflecting interest in the technological resources used in firefighting.

On the margins of the graph, more peripheral clusters can be seen, such as
‘Localities of Leén and Ourense’, which show how fires in specific territories also
generated a significant volume of publications. Likewise, the category of ‘Military
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Operations and Strategic Location’ highlights the more institutional and symbolic
dimension of the UME, linking its emergency response to the strategic role of the
Armed Forces.

The size of the nodes indicates the number of retweets received by each message.
Thus, the largest nodes correspond to posts with the greatest public impact, making
it possible to identify which topics went most viral. In this case, the clusters
directly related to forest fires and the UME’s operational management are those
that concentrated the messages with the greatest reach, confirming that the public
responded more intensely to practical and visual information about the deployment
on the ground.
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Figure 2. Thematic graph of UME tweets during the fires in July and August 2025. The size of the nodes varies according
to the number of retweets obtained. Source: author’s own elaboration

The analysis of relative engagement allows us to refine the previous results (see
figure 3). Although operational messages accounted for the highest absolute number
of interactions, when weighted by the number of followers of the UME account
(211 400), they are also the ones with the best proportional performance, with an
average engagement rate of 0.44%. This figure shows that, compared to other types of
messages, informative posts about deployments and actions were the most successful
in eliciting a response from the public.

Preventive messages and those appealing to institutional values achieved a very
similar average performance, around 0.33%. In other words, both the educational and
identity dimensions have the capacity to connect with the audience, even though
their volume is lower.

For their part, messages of recognition, despite generating high interaction in
absolute terms, have a slightly lower relative engagement (0.28%). This indicates that,
although the emotional component mobilises part of the public, it does not always
ensure the same virality as operational information.
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Institutional posts have the lowest proportional performance (0.23%), reflecting
the fact that the public shows less interest in this type of formal content linked to
visits or coordination with authorities.

Engagement rate Namero de tuits
Operativo/Informativo 044 @ e 72
Preventivo/Educativo 033 @1

Valores Institucionales 0,33 —— 23
Reconocimiento/Ajustive 0,28 @i 30
Institucional/Reputacional 0,23 @@ 19

Otros 0,22 @eee——— 25
Tecnologia y medios 0,21 @=@ 5

Creado con Datawrapper

Figure 3. Types of messages published by the UME and their relative engagement during the fires of July and August 2025.
Source: author’s own elaboration

Meanwhile, analysis of the hashtags (see figure 4) confirms that the UME’s
communication combined institutional identity tags with references to affected
territories and operational units. The most recurrent tag was #UME (ninety-seven
appearances), which acted as an identity mark in almost all messages and ensured the
traceability of the conversation.

Next in prominence were military values tags: #Service (seventy-three), #Humility
(sixty-six) and #Commitment (forty-for). Their frequent use shows how the UME
reinforced its identity narrative, projecting principles associated with the military
ethos in parallel with emergency management.

The third block of hashtags corresponds to geographical locations directly affected
by the fires: #Le6n, #Ourense, #Zamora, #Asturias and #Cdceres, as well as specific
tags for specific fires such as #IFYeres, #IFPorto and #IFBarniedoDeLaReina. This
demonstrates a strategy of territorial contextualisation, linking each deployment to its
local setting and facilitating citizen identification with the operation.

There are also tags related to the intervention brigades (such as #BIEMjs), which
reinforce the technical and operational component of the messages.
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Figure 4. Main hashtags used by the UME in X during the fires of July and August 202s5.

Source: author’s own elaboration
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Analysis of the ten tweets with the highest engagement rate (see table 1) confirms
the trend observed in the overall results: the messages that achieve the greatest
resonance are those that combine operational information with a strong symbolic
component.

The most prominent post, with an engagement rate of 2.26%, reports on a
massive deployment of troops—1400 military personnel in direct attack and 2000
in support—accompanied by specific figures on resources and locations. These types
of messages, which show the magnitude of the operation, were perceived as highly
relevant by the public.

Close behind in terms of impact are messages with emotional hashtags, such as
#JuntosEnLaluchaMilitares (Together in the Military Struggle), which achieved an
engagement rate of 2.06%. Here we see how the narrative of unity and shared effort
reinforces the connection with the audience. Something similar occurs with posts that
incorporate institutional values such as #Compromiso, #Servicio and #Humildad,
present in several of the top ten tweets and associated with engagement figures of
between 1.2% and 1.5%.

Other examples that generated significant interaction were those that showed the
technology used in the emergency, such as the twelve-thousand-litre water tank or the
use of FAMET aircraft, messages that offered a component of novelty and operational
effectiveness that was highly valued by users.

TABLE I. TOP 10 POSTS WITH THE HIGHEST ENGAGEMENT.
Message Author Engagement rate

‘Deployment of the #UME now: & Military personnel in direct attack: 1,400 & Military @Umegob 2.26%
personnel on support missions: 2,00083 Total resources: 450 Q #IFCangasDelNarcea
#Asturias Q #IFSomiedo #Asturias Q #1FYeres #Leon Q #IFBarniedoDeLaReina #Leén CP
#IFCanalejas #Leén @ #IFEIPayo #Salamanca’. Source: hetps://t.co/kMKyCFOjgS

‘#TogetherInTheFight Military personnel from the #UME carry out a direct attack on the @Umegob 2.06%
#IFAliseda #Caceres. @?PLANINFOEX@]JuntaExir2 #Commitment #Service #Humility’. Source:
hetps://t.co/ WsrSB761lo

“The #UME has installed a 12,000-litre water tank in the #LaBafia area, allowing helicopters & @Umegob 1.45%
to shorten their journeys, optimising time and thus multiplying the number of drops at
#1FPorto#Commitment #Service #Humility’ . Source: https://t.co/GGstfjdotl

‘#IFRequeixoChandrexaDeQueixa #OurenseLa #UME carrying out a direct attack on one of @Umegob 1.34%
the flanks of the @ #IF near the town of #Placin.@incendioso8s@1r2Galicia#Commitment
#Service #Humility’. Source: hetps://t.co/nTwgsjOXMi

‘Soldiers from the Third Intervention Battalion #BIEM3 are currently flying from #Valencia to #Leén | @Umegob 1.26%
with the mission of reinforcing the #UME units deployed in the north-west of the peninsula.@
EjercitoAire @Defensagob #Commitment #Service #Humility’. Source: hetps://t.co/thmGlzPgs2

‘Almost a thousand #UME military personnel are currently deployed on forest firefighting @Umegob 1.25%
missions in different parts of our country. Deployment d#Commitment #Service #Humility.
Source: https://t.co/ QQ8ZdIfm4N

‘#1FPorto, #Zamora #UME military personnel continue with direct attack tasks. A #Dozer @Umegob 1.02%
machine from the 11th Specialised Engineers Regiment #REl1 of the @EjercitoTierra joins in
missions to open firebreaks.# TogetherWeAddUp'. Source: hutps://t.colqZiWp]7ZaF

‘o COMMITMENT To be where we are needed. The #FAMET air resources of the @ @Umegob 1.01%

EjercitoTierra are transporting military and emergency personnel with fast and efficient flights
that reinforce the fight against @ #LCIF campaign#’. Source: https://t.co/7RL2VLIST2
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Message Author Engagement rate

#UME deployment at this time: & Military personnel in direct attack: 1,200 & Military @Umegob 0.95%
personnel on support missions: 2,20085 Total resources: 420 Q #IFCangasDeNarcea
#Asturias @ #IFJarilla #Céceres @ #IFYeres #Leén @ #IFMaceda #Ourense ¢
#IFRequeixoChandrexaDeQueixa #Ourense’. Source: https://t.co/O6viDAPoU4

" 6o #WeContinueMilitary personnel from the #UME carrying out direct attack missions @Umegob 0.92%
and eliminating secondary hotspots with hand tools at the @ #IFOimbra #Ourense.@
incendioso8s@rr2Galicia #Commitment #Service #Humility’. Source: https://t.colt6ndpXZ69T

Source: author’s own elaboration.

The map shows the territorial distribution of tweets published by the UME during
the forest fires of summer 2025 (see figure 5). The analysis shows that mentions were
concentrated in a few provinces directly linked to the main emergency hotspots.

The province of Ledén appears as the most prominent territory, with the highest
number of mentions in institutional communication. It is followed by Ourense,
Zamora and Asturias, all of which were severely affected by the forest fires and
accounted for much of the UME’s operational activity. In second place are Céceres,
Tarragona, Zaragoza, Salamanca and Toledo, where significant actions were also
recorded, although with a lower volume of posts.

The territorial pattern confirms that the UME adapted its digital communication
to the geographical location of the fires, reinforcing its visibility where it deployed the
most personnel. In this sense, the map shows how the X strategy was closely linked to
the operational reality on the ground, prioritising explicit reference to the provinces
where the main firefighting operations were taking place.

Figure 5. Territorial distribution of mentions of provinces in tweets published by the UME during the fires of July and
August 2025. Source: author’s own elaboration
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s Discussion

The analysis shows how the UME’s institutional communication during the 2025
forest fires was organised around a clear pattern: the priority of operational and
informational messages. Most of the publications focused on describing deployments,
personnel and resources mobilised, confirming the institution’s role as an ofhcial
source of information in emergency situations. This predominance coincides with
what is noted in the literature on crisis communication, which emphasises that
institutions tend to reinforce the transmission of technical data in contexts of high
uncertainty (Coombs, 2007; Jin, et al., 2014; Austin, ez al., 2012).

The engagement obtained reinforces this trend. Operational messages generated the
most interaction, indicating that the public particularly valued practical and detailed
information about fire management. It is noteworthy that even with a predominantly
factual tone, the UME managed to maintain high levels of interaction. This result
adds nuance to the debate about what type of content works best on social media
during emergencies. Contrary to the idea that emotional or symbolic messages attract
the most attention, in this case it was the operational content that resonated most.
Recent studies on institutional emergency communication (Eriksson, 2018; Reuter
and Kaufthold, 2018) also point in this direction, noting that verified and accurate
information remains the most valued resource in crisis scenarios.

In terms of the functional classification of messages, the results show that preventive,
recognition and institutional categories carry much less weight. Communication is
concentrated in the response phase, confirming the reactive orientation of the UME
in its digital strategy. Previous research has warned that this imbalance between
response and prevention limits the possibilities for institutions to promote long-term
social resilience (Palen and Anderson, 2016; Reuter, ez 4l., 2017).

The territorial analysis also provides significant insights. Mentions were concentrated
in provinces directly affected by the fires, such as Leén, Ourense, Zamora, Asturias
and Ciceres. This confirms that the UME adapts its digital discourse to the geography
of the emergency, reinforcing its presence in places where it deploys a greater number
of personnel. This territorialisation of communication reinforces the visibility of
institutional action and allows citizens to identify directly with management on the
ground, in line with studies that highlight the importance of contextualising messages
in specific scenarios (Houston, ez al., 2015; Lachlan, et al., 2016).

Likewise, the temporal dimension shows a clear correlation between the intensity
of the fires and the volume of tweets published. The concentration of communication
activity in August, with peaks coinciding with the moments of greatest operational
deployment, reveals a strategy adjusted to the evolution of the crisis. This reactive
nature, dependent on the emergency cycle, is consistent with previous research on the
institutional use of social media in natural disasters (Mirbabaie, ez a/., 2020; Spence,
et al., 2018).

The study also reveals some limitations. As mentioned above, the low presence
of preventive messages indicates that the UME focuses primarily on the response
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phase, leaving communication aimed at citizen preparedness in the background.
This imbalance is common in emergency agencies, but it opens a debate on how
institutions could leverage their networks to strengthen social resilience beyond the
critical moment.

Added to this limitation is another of a methodological nature: the analysis has
focused on a single platform, which restricts the view of the UME’s communication
ecosystem. Future research could compare the strategy on different social networks
(Instagram, Facebook, TikTok), as well as on other institutional channels, to assess
how formats and languages are adapted to different audiences. Similarly, the study
does not incorporate citizen reception beyond engagement metrics, so it would
be pertinent to move towards research that includes qualitative perceptions of the
audience or that analyses two-way interactions between the UME and citizens.

Another line of future work involves international comparison. It would be
valuable to explore how similar response units in other countries use social media
during environmental crises and contrast their strategies with those of the UME,
which would allow for the identification of transferable best practices and cultural
differences in emergency communication management. Likewise, integrating more
advanced analysis techniques could enrich our understanding of the discursive
frameworks employed by the institution.

The results advance academic knowledge about institutional communication
in large-scale emergencies, as they show how intervention agencies prioritise
operational messages in digital environments during high-intensity phases, even
above adjustment or preventive content. This pattern confirms previous findings on
the centrality of technical information in situations of uncertainty (Eriksson, 2018;
Reuter and Kauthold, 2018), but also reveals the need to rebalance communication
towards educational formats that contribute to strengthening social resilience. From
a practical perspective, the results suggest that the UME could integrate a greater
proportion of messages aimed at citizen preparedness, taking advantage of its visibility
to disseminate self-protection guidelines before and during the emergency, as well as
reinforcing narratives of coordination with other competent civil protection agencies.

Based on these findings, several areas for improvement are proposed for future
environmental crises. The systematic dissemination of preventive content—especially
in the early or intermediate stages of an emergency—could increase the public utility
of institutional profiles and promote safer citizen practices. Likewise, the articulation
of messages that combine operational data with visualisations, audiovisual resources
or contextualised explanations would facilitate understanding of the risk and increase
communicative effectiveness. Similarly, the incorporation of active listening strategies
and two-way responses would allow messages to be adapted to emerging information
needs and reinforce trust in the institutional apparatus.

An additional limitation of the study is that the analysis did not include
audiovisual resources—such as photographs, videos, or micro-infographics—or
paralinguistic elements such as emoticons, even though these components are part of
the digital narrative and can modulate public perception of risk and citizen attention.
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The integration of these variables would allow for a more accurate understanding
of the communication strategies adopted by the UME in its publications and their
relationship with the levels of interaction generated.

6 Conclusions

This study analysed the UME’s institutional communication on social network
X during the forest fires of summer 2025 in Spain, highlighting several key findings.
The temporal analysis showed that the UME intensified its communication at times
of greatest operational deployment, with peaks in August 2025 that coincided with
the most serious fires. The strategy was eminently reactive, adjusted to the crisis cycle,
and confirms the institution’s role as an immediate channel of real-time information.

In this regard, the results show a clear predominance of operational and
informational messages, followed at a distance by recognition, institutional, and
preventive messages. This distribution confirms the UME’s priority of transmitting
technical data and updates on mobilised resources, leaving educational or citizen
preparedness messages in the background.

On the other hand, the semantic graph and lexical analysis showed that the central
themes revolved around firefighting, brigade management and resource mobilisation.
The narrative was built around operational efficiency and the deployment of units,
reinforcing institutional values such as service, commitment and unity.

Likewise, the engagement study revealed that operational messages also obtained
the highest relative interaction, confirming that citizens particularly valued clear
and detailed information on the evolution of the emergency. Although messages
of recognition generated some emotional response, their impact was lower in
comparative terms.

Similarly, the analysis of hashtags showed the relevance of identity tags such
as #Service, #Humility and #Commitment, as well as the constant mention of
directly affected territories (Ledn, Ourense, Zamora). This confirms that the UME
territorialised its communication, explicitly linking it to the scenarios of action and
reinforcing its institutional legitimacy.

The UME’s experience confirms, in short, that social media has become a
fundamental pillar of institutional emergency management, and that its effectiveness
depends both on the ability to provide accurate and verifiable information and on the
willingness to integrate messages that promote collective resilience beyond the critical
moment.
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1 Introduction

he Indo-Pacific has become the main axis of global strategic competition. The

term refers to a geopolitical and economic space connecting the Indian and

Pacific oceans, stretching from the east coast of Africa to the Americas, and
integrating South Asia, Southeast Asia and Oceania. More than a mere geographical
delimitation, the concept expresses the growing interdependence between trade,
energy and security flows in both basins and today constitutes the frame of reference
for the main regional strategies of both the United States and the European Union.

Views of the geography of a strategic concept
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Figure 1. European interpretations of the Indo-Pacific concept. Source: European Council on Foreign Relations (2021). All
rights belong to the ECFR

The rivalry between the United States and China has placed this vast region at
the centre of economic, political and security tensions, with direct repercussions on
global trade, supply chains and maritime stability. For the European Union (EU),
traditionally focused on its eastern and southern neighbourhood, the growing
centrality of the Indo-Pacific constitutes both a challenge and an opportunity. As the
EU Strategy for Cooperation in the Indo-Pacific emphasises, ‘the EU will strengthen
its strategic engagement in the Indo-Pacific, one of the most dynamic and important
regions in the world’” (European Commission, 2021).

India, the world’s fifth largest economy and most populous democracy, has gone
from being considered an emerging power to establishing itself as a strategic pivot
in the Indo-Pacific. Its economic and demographic weight, its maritime projection
and its doctrines of strategic autonomy enable it to play a central role in regional
governance. As Ian Hall points out, ‘the Modi government has sought to combine
India’s traditional strategic autonomy with a new willingness to align selectively with
like-minded partners’ (Hall, 2019).
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India’s foreign policy vision, built on the tradition of non-alignment and now
reinterpreted as strategic autonomy, is reflected in doctrines such as the Act East
Policy, SAGAR (Security and Growth for All in the Region) and the Indo-Pacific
Oceans Initiative. These policies confirm New Delhi’s willingness to act as a guarantor
of maritime security and a promoter of regional connectivity, without relinquishing
its independence in decision-making. Subrahmanyam Jaishankar puts it explicitly:
‘India’s path is to be more ambitious abroad, to seek multiple options and to leverage
relationships without becoming dependent’ (Jaishankar, 2020).

From a European perspective, India is an increasingly important partner. The
2021 Joint Communication from the European Commission and the High Representative
emphasises that “India’s rise and growing role in the region offer an opportunity to
forge closer cooperation on trade, connectivity and maritime security” (European
Commission, 2021). Similarly, Bruce Vaughn, in his report for the Congressional
Research Service, states that the Indo-Pacific is already ‘the main theatre of strategic
competition for the United States, where India is emerging as a key partner’ (Vaughn,
2017). As Amitav Acharya warns, ‘the American world order is not ending, but it
is transforming into a multiplex order’ (Acharya, 2014). This change opens up
opportunities for India to strengthen its profile as an autonomous actor and for the
EU to diversify its alliances beyond Washington and Beijing.

The central question guiding this work is the following: can India become a
strategic partner of the European Union—and of Spain in particular—in the Indo-
Pacific, in a context marked by Sino-American rivalry? The analysis is based on the
premise that EU-India cooperation is at a turning point: the creation of the Trade
and Technology Council, progress in trade negotiations and the strengthening of
maritime security with operations such as ASPIDES offer tangible opportunities for a
stronger strategic partnership.

This article is divided into eight sections. Following the introduction, it examines
the doctrinal framework of Indian foreign policy (2) and its strategic projection (3),
followed by an analysis of its rivalry with China (4) and its relations with the United
States and the Quad (5). Next, it explores the relationship between India and the
EU (6), with a special focus on technological and maritime cooperation, and assesses
the specific implications for Spain (7). The article concludes with a forward-looking
exercise on future scenarios (8) and some final reflections (9).

2 Indian foreign policy framework

2.1 From non-alignment to strategic autonomy

Since its independence in 1947, India has sought to maintain an autonomous
position in the international system. Under the leadership of Jawaharlal Nehru, it
became one of the driving forces behind the Non-Aligned Movement, advocating
active neutrality during the Cold War. The objective was twofold: to avoid
subordination to either of the two blocs and, at the same time, to consolidate its
room for manoeuvre on the international stage.
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This policy reflected Nehru’s conviction that India, as a young independent state,
should project itself as a leader of the Global South, defending self-determination and
cooperation among developing countries. During the 1950s and 1960s, the doctrine
of non-alignment allowed India to maintain relations with both the United States
and the USSR, although growing military and technological dependence on Moscow
eventually tipped the balance.

Defeat in the war against China in 1962, followed by conflicts with Pakistan,
reinforced the perception of vulnerability and the need to maintain multiple strategic
options. In the 1970s and 1980s, under Indira Gandhi and Rajiv Gandhi, Indian
foreign policy combined the rhetoric of non-alignment with a practice closer to the
USSR, especially in the military sphere. However, the economic crisis of 1991 and the
Soviet collapse forced New Delhi to redefine its global position.

In the 215t century, that legacy has evolved into the concept of strategic autonomy.
Ian Hall notes that ‘the Modi government has sought to combine India’s traditional
strategic autonomy with a new willingness to align selectively with like-minded
partners (Hall, 2019). This autonomy does not imply absolute neutrality, but rather
pragmatic flexibility: New Delhi cooperates closely with Washington in areas such as
defence and technology, maintains historical relations with Russia and manages its
rivalry with China, all without fully committing to any of these poles.

As Tellis warns, ‘India will find it difficult to emerge as a first-rate power if it fails
to effectively manage the balance between strategic autonomy and cooperation with
major powers (Tellis, 2016). The challenge for Indian foreign policy therefore lies
in keeping as many options open as possible, avoiding excessive dependence on a
single partner without giving up the advantages of international cooperation. In this
vein, Borreguero summarises that the priorities of Narendra Modi’s government are
to ‘position the country as a world power in line with its economic and demographic
weight, respond to China’s rise and preserve strategic autonomy’ (Borreguero, 2025).
These goals encapsulate the evolution of Indian foreign policy towards a balance
between selective cooperation and the assertion of independence.

2.2 Current doctrines: Act East Policy, SAGAR and The India Way

In recent decades, Indian foreign policy has crystallised into a series of doctrines
that reflect both the continuity of its tradition of strategic autonomy and its desire to
project itself as a major power.

The first of these is the Act East Policy, launched under the name Look East
Policy under Narasimha Rao in 1991 and reinforced from 2014 under Modi,
now under its current name. This framework constitutes India’s approach to
Southeast and East Asia, with the aim of diversifying alliances, increasing trade
and participating more actively in Indo-Pacific multilateral forums. As Hall points
out, ‘the Act East Policy pursues both economic development and India’s strategic
projection towards East Asia’ (Hall, 2019), underlining its dual economic and
political-strategic nature.
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Alongside this, the SAGAR (Security and Growth for All in the Region) concept,
presented by Prime Minister Narendra Modi in 2015, places the Indian Ocean at
the centre of India’s vision. SAGAR combines maritime security with development
cooperation, projecting India as a provider of regional public goods. In the words of
Pant and Lidarev, ‘maritime governance has become the most critical dimension of
India’s foreign policy, especially in the Indian Ocean’ (Pant and Lidarev, 2022). This
emphasis responds to the perception that the Indian Ocean is not only India’s vital
space for projection, but also the main arena for strategic competition with China.

Finally, the third doctrine, set out in the book 7he India Way by the current Minister
of External Affairs, Subrahmanyam Jaishankar, expresses the most contemporary view
of this tradition. The author argues that Indian foreign policy should be characterised
by greater international ambition, the pursuit of multiple options for cooperation,
and the ability to leverage alliances without compromising its strategic independence
(Jaishankar, 2020). This approach emphasises diplomatic flexibility and adaptability
as guiding principles, insisting that India must maintain its autonomy in an
international order marked by uncertainty and competition between major powers.

D’Ambrogio points out that this adaptability is also a challenge for the EU, as
‘India has proven to be a pragmatic and selective partner, willing to cooperate on
issues of mutual interest but reluctant to accept compromises that limit its sovereignty’
(D’Ambrogio, 2025). This observation places Indian strategic autonomy as a key
factor that conditions not only its foreign policy, but also the way it relates to other
international actors.

2.3 The relevance of the Indian Ocean in Indian foreign policy

The Indian Ocean is India’s natural sphere of influence and the core of its strategic
ambitions. It is where its vital interests converge: energy supply routes, maritime trade
and regional security. As Pant and Lidarev summarise, ‘India’s naval expansion is
designed not only to counter China, but also to project itself as a provider of security
in the Indo-Pacific’ (Pant and Lidarev, 2022).

The CRS agrees, noting that ‘China’s strategic presence in the Indian Ocean has
intensified India’s desire to expand its naval capabilities and consolidate regional
alliances’ (Vaughn, 2017). The perceived threat posed by Chinas growing presence
in ports and bases in the region has reinforced India’s conviction that its security and
prosperity depend on effective control of key maritime routes.

For New Delhi, maritime security in the Indian Ocean is an essential component
of its national security. As Pant and Lidarev point out, ‘India has become more active
in maritime governance, expanded its maritime space to include the Pacific, and
sought closer cooperation in maritime governance with the United States and Japan’
(Pant and Lidarev, 2022). Ninety per cent of its foreign trade and more than eighty
per cent of its energy imports pass through these waters, making the surveillance of
sea lines of communication (SLOC) a strategic priority. Hence, the strengthening of
its naval presence and cooperation with regional partners not only seeks to balance
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Chinese influence, but also to ensure the protection of its vital interests. In this sense,
the SAGAR doctrine is not only a development initiative, but also a comprehensive
security strategy that combines the defence of maritime routes with assistance to
Indian Ocean island states.

This orientation has been consolidated through successive Indian naval doctrines.
As Mboya and Arun recall, ‘India published its first naval doctrine in 2004,
subsequently revised in 2009 and 2015, under the title Ensuring Secure Seas: Indian
Maritime Security Strategy’ The 2015 document stated that ‘sea control is the central
concept around which the Indian Navy is structured, and included surveillance of
the main maritime passages in the Indian Ocean, from the Mozambique Channel
to the Strait of Malacca’ (Mboya & Arun, 2025). These doctrines reflect New Delhi’s
growing ambition to secure control of strategic access to the ocean and project power
beyond its immediate coastline, including the development of nuclear-powered
submarines as part of its deterrent triad.

This strategy was complemented in 2017 by the launch of Mission-Based
Deployment, an initiative that maintains a permanent presence of naval units in
seven areas of interest beyond its exclusive economic zone, providing continuous
surveillance at key entry and exit points in the Indian Ocean. According to Mboya
and Arun, this measure ‘reflects India’s willingness to ensure the security of maritime
routes and strengthen its response capacity to any regional contingency’ (Mboya and
Arun, 2025), thus consolidating its role as a guarantor of stability in the Indo-Pacific
space.

The Indian Ocean is therefore more than just a geographical space: it is the point
where India’s doctrines of strategic autonomy, development and maritime security
converge. From this space, India aspires to consolidate itself as a central player in
Indo-Pacific governance, with the capacity to articulate its own initiatives and
reinforce its role in the regional balance of power.

Campos and Sengupta emphasise that ‘the Indian Ocean has become the natural
platform for India to project both its hard power, through its navy, and its soft power,
through cooperation with small island states’ (Campos and Sengupta, 2017). This
dual vector—military and diplomatic—sums up India’s ambition to combine the
defence of its vital interests with the provision of regional public goods.

3 India’s strategic projection

India’s weight in the Indo-Pacific is largely based on its economic dynamism.
According to the International Monetary Fund, ‘India is projected to grow by 6.8% in
2025, remaining the fastest-growing economy among the major powers’ (IME 2025).
This performance contrasts with the slowdown in other emerging economies and
gives New Delhi considerable room for manoeuvre in terms of regional influence.

India’s ability to sustain high growth has direct implications for its international
standing. A country with a population of over 1.4 billion, an expanding middle
class and a dynamic domestic market, India is an attractive partner for investors
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and strategic partners. Unlike China, whose economy is showing signs of structural
slowdown, India projects an image of stability and dynamism, reinforcing its position
as the engine of the Indo-Pacific. However, this image contrasts with a complex
internal reality: the country continues to face insurgencies in several states, border
tensions with Pakistan and China, and deep socio-economic inequalities. These
fragilities limit its ability to translate its growth into institutional and social stability,
making its rise a combination of remarkable strengths and persistent vulnerabilities.

3.1 Economy and technology as vectors of power

In addition to its growth, India has consolidated a thriving technological ecosystem
in digitalisation, telecommunications and renewable energy. These developments not
only strengthen its global competitiveness, but also make it a priority partner for
the European Union, which is interested in diversifying supply chains and moving
towards a sustainable energy transition. The creation of the EU-India Trade and
Technology Council confirms that India’s technological dynamism is now a central
vector in the bilateral relationship.

Tellis warns, however, that ‘economic growth alone does not guarantee global
power status if it does not translate into effective strategic influence’ (Tellis, 2016).
This observation underscores that India must transform its economic achievements
into instruments of political and diplomatic power in order to consolidate its role in
international governance.

3.2 Military modernisation and naval ambition

The second pillar of India’s projection is the modernisation of its military
capabilities, particularly its naval capabilities. The SAGAR strategy, linked to
maritime security in the Indian Ocean, has resulted in a significant expansion of the
fleet and investments in port infrastructure. As Pant and Lidarev point out, ‘India’s
naval expansion is designed not only to counter China, but also to project itself as a
provider of security in the Indo-Pacific’ (Pant and Lidarev, 2022).

Along the same lines, the CRS notes that India ‘is steadily expanding its naval
capabilities to project power in the Indian Ocean and beyond” (Vaughn, 2017). This
modernisation responds both to the need to balance China’s growing naval presence
and to India’s ambition to become a guarantor of regional security.

The commissioning of the INS Vikrant aircraft carrier in 2022 is a symbol of
this ambition. Although it does not guarantee parity with the Chinese Navy, it
does represent a decisive step towards consolidating India as a regional naval power,
capable of operating in a maritime space that concentrates the planet’s most critical
energy supply routes.

India’s military procurement policy reflects this trend: in addition to its close
cooperation with Russia, New Delhi has diversified its suppliers, including agreements
with France, the United States and, more recently, Spain in the framework of the

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 431 to 458




Andrea Garcia India in the Indo-Pacific: Strategic Autonomy and Opportunities...

Airbus C295 contract. This pluralism in its sources of armament is consistent with the
doctrine of strategic autonomy, avoiding excessive dependence on a single partner.

3.3 Connectivity as a strategic instrument

The third pillar of India’s projection is connectivity. In 2023, the India—Middle
East—Europe Economic Corridor (IMEC) was announced, an initiative backed by
India, the European Union, the United States and partners in the Middle East. The
corridor seeks to link Indian ports with Saudi Arabia, the United Arab Emirates,
Israel and, ultimately, Europe, combining rail and sea transport.

Recent analyses highlight the transformative potential of IMEC for Eurasian
connectivity, conditional on stability in the Middle East (Hussain and Shafer, 2025).
The corridor seeks to link Indian ports with Saudi Arabia, the United Arab Emirates,
Israel and, ultimately, Europe, combining rail and maritime transport. For India, the
project represents a strategic alternative to China’s New Silk Roads, as well as a means
of strengthening its ties with Brussels and Washington.

The success of IMEC is, however, contingent on stability in the Middle East and
the willingness of European partners to invest in long-term infrastructure. In this
regard, Spain’s participation, through its Mediterranean and Atlantic ports, opens
up the possibility of positioning itself as a logistics hub in the global connectivity
network. This dimension directly connects the Indian strategy with Spanish and
European interests, reinforcing the interdependence between both sides.

3.4 India as a leading power

Beyond these pillars, India’s strategic projection responds to a broader ambition:
to consolidate itself as a ‘leading power’, a concept explicitly promoted by the Modi
government and reflected in the work of its Foreign Minister, Subrahmanyam
Jaishankar, 7he India Way (2020). With this notion, New Delhi aims to leave behind
the label of ‘developing power’ and assert itself as an actor with its own voice in
shaping the international order. This is an official narrative that combines the
aspiration for greater global responsibility with the defence of strategic autonomy.
This idea is shared by Ashley J. Tellis, who states that ‘India aspires to move beyond
being perceived as a developing power and become a leading power with its own
voice in shaping the international order’ (Tellis, 2016). This transition involves taking
on greater responsibilities in providing regional security, combating climate change
and global economic governance.

The Indian narrative insists that its rise is not intended to replicate hegemonic
models, but rather to offer an approach based on inclusion and respect for diversity.
In this sense, India seeks to project itself as a defender of a rules-based international
order that is compatible with the autonomy of states. The convergence of values and
objectives—multilateralism, maritime security, energy transition—creates fertile
ground for strengthening cooperation.
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4 Rivalry with China

Tensions between India and China have historical roots dating back to Indian
independence and the consolidation of the People’s Republic of China in 1949.
The 1962 border war, triggered by disputes in Aksai Chin and Arunachal Pradesh,
was a humiliating defeat for India and profoundly marked India’s perception of its
northern neighbour. Since then, the territorial dispute has remained unresolved, with
a border—the Line of Actual Control (LAC)—that continues to be a constant source
of friction.

Subsequent episodes, such as the Doklam crisis in 2017, where Indian and
Chinese troops faced off for seventy-three days over the construction of a road in
an area disputed with Bhutan, confirmed that the Himalayan border is a powder
keg. The clash in the Galwan Valley in June 2020, which left at least twenty Indian
soldiers dead and an unknown number of Chinese casualties, was the most serious
clash in decades and profoundly damaged mutual trust. Since then, both sides have
reinforced their military deployment on the LAC, increasing the risk of further
incidents.

The CRS summarises this dynamic by pointing out that border disputes have
systematically undermined bilateral stability and fuelled strategic mistrust between
India and China (Vaughn, 2017). In this sense, territorial disputes are not merely a
border issue, but a structural factor that conditions the entire bilateral relationship.

4.1 Maritime competition in the Indian Ocean

Beyond the Himalayan mountains, the rivalry is particularly intense in the
maritime domain. India considers the Indian Ocean to be its natural sphere of

influence and security, while China perceives it as a vital corridor for securing energy
access from the Middle East and Africa.

In this context, China’s strategy of establishing a network of ports and infrastructure
in countries such as Pakistan, Sri Lanka, Myanmar and the Maldives has often been
described as a ‘string of pearls’ intended to encircle India in its own vital space (Pant
and Lidarev, 2022). This perception reinforces the idea that China’s maritime presence
is not only commercial but also strategic.

According to the CRS, ‘China’s strategic presence in the Indian Ocean is
manifested through port and infrastructure projects—and its first military base in the
region—which New Delhi perceives as a challenge to its maritime position’ (Vaughn,
2017). Furthermore, it warns that the rivalry between China and India could drive
faster development and deployment of naval assets on both sides (Vaughn, 2017),
illustrating that maritime competition translates not only into infrastructure, but also
into a naval race that threatens to intensify in the coming years.

India’s response has been to strengthen its naval projection through the SAGAR
doctrine and through maritime surveillance cooperation agreements with island states
such as the Seychelles, Mauritius and the Maldives. Furthermore, the commissioning

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 431 to 458




Andrea Garcia India in the Indo-Pacific: Strategic Autonomy and Opportunities...

of the INS Vikrant aircraft carrier in 2022 reflects New Delhi’s desire to consolidate
a projection capability that deters China and, at the same time, projects India as a
provider of regional security.

O Puertos/Bases bajo control chino/aliado

El Collar de Perlas Chino

© Puertos/Bases bajo control chino/aliado en desarrollo

@Puertos/Bases bajo control chino/aliado cancelados

m= Collar de Perlas
= 1 Proyecto de Corredor Econémico Chino

Tanin (O 8

“ Canal de Kra
() Hambantota <

Autor : Miguel Gomez Catalan
Fuente : El Orden Mundial (2020), Marcus Hand (2023)

I AR =

Figurez . India-China strategic competition in the Indian Ocean: the so-called ‘Double Hook Strategy’. Source: Gémez,
2024. Reproduced for academic purposes, in accordance with the use permitted by the Ministry of Defence

China’s presence in the Indian Ocean is the main strategic challenge for India.
Traditionally, the United States has assumed the role of guarantor of security on the
high seas, but both India and China are increasingly competing for influence in the
region, increasing friction and the risk of conflict (Mboya and Arun, 2025). This
rivalry is reflected in the expansion of the so-called string of pearls, a network of ports
and infrastructure developed by Beijing to secure energy supplies and consolidate its
trade routes.

According to Mboya and Arun:

‘China emphasises the commercial importance of these ports, but also uses
them as a contingency measure against possible obstruction by India, Japan
or the United States; these states consider them part of the ‘string of pearls’
strategy, through which China seeks to protect its trade routes and ultimately
dominate the Indian Ocean’ (Mboya and Arun, 2025).

This dynamic explains the strengthening of India’s naval presence and its
cooperation with like-minded powers such as the United States, Japan and Australia
within the framework of the Quad, with the aim of counteracting Beijing’s influence
and maintaining regional balance. As Borreguero points out, in recent years a dynamic
cycle of rivalry and strategic readjustments has taken shape in the Indo-Pacific: while
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Washington has strengthened its alliances with Asian partners, Beijing has sought
to unilaterally change the status quo through its naval expansion and infrastructure
construction in the Indian Ocean. This process has prompted middle powers such
as India to intensify their defence cooperation with the United States, Japan and
Australia, thereby strengthening the regional security framework (Borreguero, 2025).

4.2 Scenarios for diplomatic thaw

Despite this rivalry, New Delhi is not giving up on maintaining channels of
dialogue with Beijing. As Jaishankar states, ‘our policy towards China must be one of
simultaneous engagement and competition’ (Jaishankar, 2020). This duality reflects the
need to manage tensions without ruling out areas of selective cooperation, especially
in multilateral forums such as the BRICS or the Shanghai Cooperation Organisation.

Furthermore, analysts such as C. Raja Mohan have pointed out that India cannot
base its strategy solely on confrontation: ‘India’s strategy towards China relies not only
on US support, but increasingly on cooperation with Europe and other Indo-Pacific
partners’ (Mohan, 2023). This approach suggests that the EU can play a significant
role in New Delhi’s strategic balance vis-a-vis Beijing.

4.3 The Pakistan factor and the Belt and Road Initiative

China, in alliance with Pakistan, is one of the main strategic challenges for New
Delhi. The construction of the China—Pakistan Economic Corridor (CPEC), part of
the Belt and Road Initiative (BRI), connects western China with the port of Gwadar
on the Arabian Sea, crossing territories in Kashmir that India claims as its own. From
India’s perspective, this corridor not only constitutes a violation of its sovereignty, but
also strengthens the strategic alliance between Beijing and Islamabad.

Campos and Sengupta agree on this assessment, highlighting that the convergence
between China and Pakistan on infrastructure and defence projects limits India’s
strategic room for manoeuvre and accentuates its need to diversify alliances (Campos
and Sengupta, 2017). This triangular partnership between Beijing and Islamabad
therefore poses a structural challenge for New Delhi, forcing it to intensify its ties
with external actors—including the United States, the European Union, and regional
powers such as Japan and Australia—to balance the growing pressure in its immediate

neighbourhood.
The CRS reinforces this view by noting that:

‘Analysts believe that the rivalry between China and India could accelerate
the development and deployment of naval capabilities on both sides, and in
the region as a whole. This geographical expansion of strategic competition
between China and India may increase strategic ties between the Asia-Pacific
region and the Indian Ocean regions, creating a broader and more interactive
Indo-Pacific, which would include greater competition for energy and other
resources across the Indian Ocean’ (Vaughn, 2017).
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This statement shows that the rivalry with Pakistan and the BRI not only affects
bilateral security, but also has regional implications, shaping an increasingly integrated
and competitive Indo-Pacific.

s India-United States and the Quad

Donald Trump’s recent election victory opens a new chapter in US policy towards
the Indo-Pacific. According to Borreguero, there is a bipartisan consensus that
guarantees the continuity of the strategy of containment against China, albeit with
a more confrontational tone that favours India (Borreguero, 2025). The relationship
between the two countries has undergone a profound transformation since the end
of the Cold War. During the Cold War, New Delhi remained the leader of the Non-
Aligned Movement, maintaining an ambiguous stance between the blocs, but with a
practical inclination towards Moscow, on which it depended for arms supplies and
diplomatic support. Washington, for its part, perceived India as an uncomfortable
partner, too independent in its foreign policy and often critical of US strategy in Asia.
As Borreguero points out, the composition of the presidential cabinet confirms this
trend, with figures such as Marco Rubio and Mike Waltz—all of them recognised
“hawks” on issues related to China and staunch defenders of India—heralding a
hardening of the rivalry with Beijing in favour of India’ (Borreguero, 2025).

The end of the Cold War opened a window of opportunity for reconciliation.
Under the Bill Clinton administration, the first attempts at rapprochement took
place, although India’s nuclear tests in 1998 led to strong international tensions and
sanctions. However, in the early 2000s, the Bush administration recognised India as a
key strategic partner in Asia. The 2005 Civil Nuclear Agreement symbolised this shift,
recognising India as a de facto nuclear power and laying the foundations for closer
cooperation on energy, trade and security.

Subsequently, the Obama administration reinforced this trend, declaring India a
‘global strategic partner’ in 2015. Trump continued the line of bilateral strengthening,
albeit with a more transactional approach, emphasising the importance of balancing
the trade balance. Under Biden, cooperation has been institutionalised within the
framework of the Quad and expanded to areas such as climate change, global health
and, above all, technology. This assessment reflects the growing strategic convergence
between the two democracies, but also the tensions arising from India’s insistence on
preserving its strategic autonomy.

s.1 Cooperation in defence and security

One of the most dynamic areas of the bilateral relationship has been defence.
Since 2016, India has been considered a Major Defence Partner of the United States,
which facilitates access to advanced military technology and promotes interoperability
between the two armed forces. The Malabar joint exercises, which also include Japan
and Australia, have intensified, symbolising India’s willingness to integrate into security
mechanisms with democratic allies in the Indo-Pacific. In this context, Indo-US
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cooperation in the maritime domain is particularly relevant, as it helps to strengthen
India’s capacity in the face of China’s growing naval presence in the Indian Ocean.

Likewise, nuclear and space cooperation has advanced significantly since the 2005
agreement. Collaboration on satellites, missile defence and maritime surveillance
is part of a shared strategy to preserve freedom of navigation and prevent Beijing’s
hegemony over trade routes.

5.2 The Quad as a security forum

The Quad (Quadrilateral Security Dialogue), comprising India, the United States,
Japan and Australia, is one of the most important forums for understanding Indo-US
strategy in the Indo-Pacific. Reactivated in 2017, the Quad is presented as a flexible
mechanism for consultation between maritime democracies with the aim of ensuring
a free and open Indo-Pacific.

Tourangbam and Vijayakumar emphasise that the litmus test for India in the
Quad is the extent to which it can maintain its strategic autonomy while cooperating
with like-minded powers on maritime security and technology (Tourangbam and
Vijayakumar, 2021). For New Delhi, the Quad is both an opportunity to strengthen
its position in the Indian Ocean and a challenge, as it implies greater alignment with
the United States vis-a-vis China, which could limit its room for manoeuvre.

The CRS adds that ‘although the Quad is not a formal alliance, its growing
institutionalisation reflects a clear effort to counter Chinese assertiveness in the region’
(Vaughn, 2017). This characterisation illustrates India’s dilemma: to benefit from the
forum without becoming caught up in a logic of bipolar confrontation.

5.3 Technological cooperation and the iCET agreement

Although security is central, the economic dimension of the Indo-US relationship
has also grown. Bilateral trade reached USD 191 billion in 2023, making the United
States India’s largest trading partner. US investments in sectors such as technology,
renewable energy and digital services reinforce this interdependence, while the Indian
diaspora in the United States—more than 4.5 million people—acts as a cultural and
economic bridge between the two countries.

This convergence reflects what Jaishankar calls ‘the Indian way’: cooperating
closely with the United States without losing autonomy. As he himself states, India
must strengthen its ties with Washington, but always while preserving its margin of
autonomy (Jaishankar, 2020).

In 2023, both governments announced the Critical and Emerging Technologies
Initiative (iCET), aimed at deepening collaboration in artificial intelligence,
semiconductors, sG and 6G networks, as well as space and quantum defence.
According to the joint statement from the White House, India and the United States
launched the Critical and Emerging Technologies Initiative (iCET) with the aim of
strengthening technological cooperation and supply chains (White House, 2023).
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This effort responds both to Washington’s interest in diversifying technological
production away from dependence on China and to India’s goal of establishing itself
as a global innovation hub. For the European Union, the iCET poses both a challenge
and an opportunity: on the one hand, the risk of falling behind in the face of closer
Indo-US cooperation; on the other, the possibility of linking up to these value chains
through triangular partnerships.

5.4 Strategic autonomy and limits of alignment

Despite the strengthening of the relationship, India remains reluctant to fully
commit to the US strategy of containing China. Jaishankar insists that strategic
autonomy is non-negotiable; it is in the DNA of Indian foreign policy (Jaishankar,
2020). Hence, even within the framework of the Quad, New Delhi stresses that its
participation does not imply a formal military alliance, but rather a flexible mechanism
for cooperation. Tourangbam and Vijayakumar (2021) interpret this ambivalence as
the essence of Indian foreign policy: to take advantage of the opportunities offered by
partial alignment with Washington, without giving up its room for manoeuvre or its
historical tradition of independence.

The Indo-US relationship is shaping up to be one of the pillars of the Indo-
Pacific architecture in the coming years. Convergence on maritime security, defence
technology and connectivity offers fertile ground for cooperation. However,
differences over Russia, energy and the degree of confrontation with China will
continue to set structural limits.

In this context, the EU and Spain can play a complementary role. By strengthening
cooperation with India, Brussels and Madrid can prevent the Indo-American
relationship from becoming an exclusive axis, contributing to the diversification of
New Delhi’s alliances and reinforcing European strategic autonomy.

6 India and the European Union

Relations between India and the European Union (EU) have progressed unevenly
since the two sides established a strategic partnership in 2004. For years, cooperation
was marked by unfulfilled expectations: political dialogue lacked tangible results and
trade negotiations were bogged down by regulatory differences. However, the last
decade has seen a significant shift, driven by Brussels” desire to diversify its partners in
Asia and India’s interest in consolidating its global reach. This rapprochement is based
on shared values and objectives. As highlighted in the Joint Communication to the
European Parliament and the Council on a new EU-India Strategic Agenda, ‘the EU and
India are pluralistic democracies committed to strategic autonomy, economic resilience
and international stability’ (European Commission and High Representative, 2025).

From India’s perspective, cooperation with the EU in the Indo-Pacific revolves
around maritime security, connectivity and the strengthening of a rules-based
international order, areas in which New Delhi sees Europe as a complementary rather
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than a competitive partner. The Indian Council of World Affairs has already pointed
out that this convergence of interests should be directed towards specific projects in
maritime governance, sustainable infrastructure and multilateral diplomacy, thus
anticipating the new strategic impetus after 2021 (Pandey, 2020).

Enrico D’Ambrogio, a member of the European Parliament’s Research Service,
notes that EU-India relations have been below their potential and now need a new
impetus (D’Ambrogio, 2025). This observation explains the willingness of both sides
to relaunch the strategic dialogue, which had been interrupted for years by trade
disagreements and divergences on climate change and human rights.

Beyond these dynamics, the European approach to the Indo-Pacific responds to a
structural pattern characteristic of the Union’s external action. As Jean-Loup Samaan
points out, the EU’s Indo-Pacific Strategy ‘in many ways reflects the broader European
strategy: it projects the free trade-based model of governance abroad, while avoiding
involvement in power politics’ (Samaan, 2024). This approach, focused on promoting
economic interdependence and multilateral regulation, conditions Brussels’ ability to
act as a fully competitive geopolitical actor in an environment marked by strategic
rivalries. For India, this characteristic is a fundamental element in assessing both the
potential and the limitations of the European Union as a strategic partner in Asia.

This European approach, characterised by an external projection based on rules
and free trade, has been described by Samaan as an extension of the EU’s internal
logic, which is more inclined to avoid power politics than to take on roles of strategic
competition. From this perspective, the EU even refrains from explicitly designating
China as a threat, preferring to maintain a cooperative rhetoric befitting a ‘normative
power’ (Samaan, 2024). This approach explains part of the gap between Indian
expectations and the EU’s actual capacity to play a security role comparable to that of
the United States in the Indo-Pacific.

The EU Strategy for the Indo-Pacific is a milestone in this rapprochement. The
document places the region as a strategic priority for Brussels and highlights India as
one of its key partners, both for its demographic and economic weight and for its role
in regional stability (European Commission, 2021). In this way, Brussels recognised
the need to look beyond its immediate neighbourhood and project itself towards the
most economically and geopolitically dynamic region of the 21st century. The Joint
Communication confirms this role by stating that ‘the EU’s strategic engagement in
the Indo-Pacific region is closely aligned with India’s role as a key pillar of stability’
(European Commission and High Representative, 2025).

In Indian literature, the Indo-Pacific is seen as the main arena for contemporary
geo-economic and geo-strategic competition, driven largely by China’s rise as a
major power and its growing maritime presence. As Barrech and Mukhtar point out,
‘the Indo-Pacific region has become a new chessboard of constantly changing geo-
economic, geopolitical and geomilitary dynamics’ (Barrech and Mukhtar, 2021). This
interpretation reinforces India’s perception that European involvement in the Indo-
Pacific is driven both by economic interests and by strategic considerations linked to
its rivalry with Beijing.
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6.1 The trade challenge: the BTIA and economic cooperation

One of the main obstacles in EU-India relations has been the negotiation of a
Broad-based Trade and Investment Agreement (BTIA), which began in 2007 and was
suspended in 2013 due to disagreements on tariffs, services and intellectual property.
The EU was pushing for greater openness of the Indian market in sectors such as
automobiles and alcoholic beverages, while India was demanding broader access to
the European market for services and labour mobility.

For almost a decade, negotiations remained frozen, fuelling the perception that
the strategic partnership lacked substance. However, in 2022, both sides agreed to
relaunch the process, integrating trade negotiations into a broader framework that
includes cooperation on supply chains, energy transition and digitalisation.

The CRS emphasises that these differences reflect Indias strategic autonomy:
New Delhi is reluctant to commit to agreements that it perceives as restrictive to its
economic sovereignty (Vaughn, 2017). Even so, the relaunch of negotiations reflects
a mutual recognition that economic cooperation is indispensable if the political and
security partnership is to be consolidated.

6.2 The Trade and Technology Council (TTC)

The creation of the Trade and Technology Council (TTC) in 2022 has marked
a qualitative leap in bilateral relations. This mechanism, inspired by the one that
already exists with the United States, allows for policy coordination in three key
areas: trade, supply chains and digitalisation; emerging technologies, including
telecommunications; and security, with a particular focus on cyber risks. Dr Himani
Pant, in an article in the ICWA (Indian Council of World Affairs), emphasises
that the TTC marks a ‘milestone’ in EU-India relations and that its objective is to
coordinate common responses in trade, trusted technologies and security, with three
working groups on strategic technologies and digital connectivity, clean energy and
value chain resilience (Pant, 2023).

As Samaan points out, the 2021 Indo-Pacific Strategy takes a much broader
approach than the US strategy, articulated in seven priority areas that combine
security, prosperity and digital governance (Samaan, 2024). This breadth explains why
the TTC has become the main instrument for advancing technological cooperation
between the two parties.

The joint statement following the second TTC meeting in 2025 states that ‘the EU
and India are committed to deepening their cooperation on artificial intelligence,
semiconductors and energy transition' (European Commission, 2025). These
priorities reflect a shared interest in reducing technological dependence on China and
strengthening the resilience of global value chains.

In this regard, NITT Aayog points out that nearly 70% of international trade is
based on global value chains, in which the electronics sector plays a central role.
For New Delhi, strengthening this participation is essential to move towards a more
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innovative economy that is less dependent on Asian production centres. The agency
itself stresses that the development of the electronics sector is ‘a cornerstone of India’s
economic strategy’, driven by investment in infrastructure, technical training and
reforms aimed at consolidating a competitive and sustainable industrial ecosystem

(NITT Aayog, 2023).

The 2025 Joint Communication further emphasises that ‘a flagship example of this
strategic partnership is the India-Middle East-Europe Economic Corridor (IMEC)’,
designed to ‘diversify trade routes, reduce strategic dependencies and promote resilient
supply chains’ (European Commission and High Representative, 2025). For the EU,
the TTC is an opportunity to diversify its alliances beyond Washington. For India, it
is recognition of its status as a global technology partner, reinforcing its aspiration to
become an innovation hub in the Indo-Pacific.

6.3 Maritime security: ASPIDES, ATALANTA and India’s role

Beyond trade and technology, maritime security has become a key area of
cooperation. The EU has a consolidated presence in the Indian Ocean through
Operation Atalanta, which aims to combat piracy in Somalia. Since 2024, this has
been complemented by Operation ASPIDES, whose mandate is to ‘safeguard freedom
of navigation in the Red Sea and the Gulf, in close coordination with international
partners’ (Council of the EU, 2024).

These operations provide a basis for intensifying cooperation with India, whose
interest in the Indian Ocean is both security-related and strategic prestige-related.
Enrico D’Ambrogio notes that ‘the EU and India are beginning to see each other
as indispensable partners in the Indo-Pacific (D’Ambrogio, 2025). The Joint
Communication reinforces this orientation by stating that ‘the EU intends to
expand operational cooperation with the Indian Navy, building on the joint exercises
conducted in June 2025, with the aim of improving interoperability and maritime
security’ (European Commission and High Representative, 2025). This assessment
suggests that, although cooperation is still in its infancy, the objective conditions exist
for moving towards a deeper partnership in maritime security.

However, as Samaan points out, Europe’s capacity to influence maritime
security in the Indo-Pacific remains limited. Although initiatives such as Atalanta,
ASPIDES and CRIMARIO contribute to shaping the regional architecture, their
budgetary and operational scale is small, which places the EU in a role that is
fundamentally oriented towards capacity-building rather than power projection
(Samaan, 2024). For India, this difference is a key factor: it appreciates European
cooperation, but does not see it as a guarantor of security comparable to the
United States or Japan.

From India’s perspective, maritime cooperation with the European Union takes
on a more explicit strategic dimension. Barrech and Mukhtar emphasise that the
inclusion of specific clauses on the Indian and Pacific Oceans in bilateral roadmaps
reflects the convergence of interests in preserving freedom of navigation and
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maritime security, in line with the United Nations Convention on the Law of the Sea
(UNCLOS). Both authors also highlight that ‘both the European Union and India
perceive China’s assertiveness, political influence and economic investments [...] as a
serious threat to their geopolitical and geo-economic interests’, which has prompted

greater cooperation in areas such as Maritime Domain Awareness (MDA) (Barrech
and Mukhtar, 2021).

6.4 Convergence on climate and digitalisation

Another area of convergence is the fight against climate change. India is the third
largest emitter of greenhouse gases, but also one of the countries most vulnerable to
global warming. The EU, for its part, seeks to extend the impact of its Green Deal
beyond Europe. This creates fertile ground for joint projects in renewable energy,
energy efficiency and sustainable mobility.

At the same time, digitalisation is opening up new opportunities. Brussels and
New Delhi share concerns about the dominance of large US and Chinese technology
companies and are seeking to strengthen digital sovereignty. The EU brings expertise
in data regulation and privacy protection, while India offers a dynamic market with
one of the fastest digitalisation rates in the world. The TTC thus becomes the ideal
vehicle for articulating these synergies.

Despite progress, significant obstacles remain. Trade differences remain deep, and
the EU must balance its Asian agenda with the urgencies arising from the war in
Ukraine and instability in the Mediterranean. For its part, India is reluctant to accept
compromises that limit its autonomy, maintaining a diversification strategy that
includes Russia and Iran.

Added to these limitations are internal differences within the Union itself. Samaan
stresses that the Indo-Pacific Strategy is the result of a fragile consensus among the
twenty-seven Member States, whose perceptions of China and Europe’s role in Asia
differ significantly. While figures such as Von der Leyen have adopted a more critical
stance towards Beijing, France is promoting a ‘balancing power’ strategy that seeks
to partially distance itself from the United States (Samaan, 2023). These tensions,
coupled with the classic duality between the EU and NATO, reduce European
visibility and credibility in the region, affecting India’s perception of Europe as a
strategic actor.

From an Indian perspective, the partnership with the EU offers an opportunity to
diversify alliances and reduce excessive dependence on traditional partners. Barrech
and Mukhtar point out that strengthening diplomatic ties and maritime cooperation
with Europe can broaden India’s strategic room for manoeuvre. However, the authors
also warn of European structural limitations, stressing that ‘the European Union
appears to be the weakest party in protecting its infrastructure due to the fragility
of its maritime security’ (Barrech and Mukhtar, 2021). This ambivalence reinforces
the perception of Europe as a complementary, but not substitute, partner in regional
security, especially when compared to the United States.
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Nevertheless, the potential for cooperation is clear. Convergence on maritime
security, a shared commitment to diversifying supply chains and mutual interest
in technological development offer fertile ground for consolidating an EU-India
strategic partnership. For Spain, this framework represents an opportunity to project
its interests in the Indo-Pacific through Brussels, avoiding the need for an individual
policy that would be difficult to sustain.

7 Implications for Spain

Prime Minister Narendra Modi’s official visit to Spain in October 2024 marked
a turning point in bilateral relations. The Spain-India Joint Declaration, signed in
Madrid, elevated relations to the level of a strategic partnership and established a
roadmap for the coming years. The text states that ‘both countries reaffirm their
commitment to strengthening cooperation in defence, renewable energy and digital
transformation’ (Government of Spain—La Moncloa, 2024). This declaration
demonstrates the willingness of both capitals to move beyond ad hoc diplomatic
exchanges and build a stable framework for cooperation.

The importance of this document lies in the fact that it aligns Spanish interests
with the EU’s strategic diversification policy and, at the same time, responds to
India’s priorities in terms of security, energy and technological development. The
strengthening of bilateral relations should therefore not be seen as an isolated move,

but rather as part of Spain’s strategy to integrate into European policy towards the
Indo-Pacific.

7.1 Industrial and defence cooperation: the Airbus C295 case

One of the areas where Spain-India cooperation has been most clearly evident
is the defence sector. In 2021, India formalised the acquisition of fifty-six Airbus
C29s5 aircraft in a contract worth €2.5 billion. The agreement provides for forty of
the aircraft to be manufactured in India through a consortium with Tata Advanced
Systems, as part of the Make in India initiative. According to Airbus, ‘this contract
will boost the Make in India initiative through a partnership with Tata Advanced
Systems’ (Airbus, 2021).

For Spain, this contract not only reinforces the international profile of its
aeronautical industry, but also consolidates a strategic relationship of trust with New
Delhi in a particularly sensitive area. The case of the C295 illustrates how bilateral
cooperation can generate mutual benefits: India obtains technology transfer and
strengthens its defence industry, while Spain positions itself as a reliable partner
capable of adding value in a highly competitive sector.

This precedent opens the door to future joint projects, both in aeronautics and in
other sectors of the military industry, including naval and cyber defence systems. At
the political level, it also contributes to positioning Spain as a valid partner within the
European strategy of strategic autonomy, reinforcing its credibility in Brussels.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 431 to 458




Andrea Garcia India in the Indo-Pacific: Strategic Autonomy and Opportunities...

7.2 Opportunities in energy, digitalisation and green transition

Beyond defence, the 2024 Joint Declaration also explicitly refers to renewable
energy and digital transformation as priority areas for cooperation. Spain has
consolidated experience in the development of clean energy—particularly wind and
solar energy—and in the management of smart electricity grids, while India faces the
challenge of meeting growing energy demand while reducing its dependence on coal.

The green transition therefore offers fertile ground for joint projects in renewable
energy, energy efliciency and sustainable mobility. Added to this is digitalisation,
another pillar of the strategic partnership. Spanish technology companies could
benefit from the vast Indian market in sectors such as cybersecurity, fintech and smart
cities, while India can take advantage of European know-how in digital regulation
and data protection.

7.3 Cultural and educational cooperation

A less visible but equally important aspect is cultural and academic cooperation.
India is home to one of the most dynamic student diasporas in the world, and Spain
can position itself as an attractive destination in areas such as the humanities, social
sciences and engineering. University mobility programmes, joint research agreements
and the teaching of Spanish as a foreign language offer fertile ground for strengthening
ties beyond the economy and defence.

This educational and cultural dimension has also been highlighted in Indian
literature. Barrech and Mukhtar point out that the EU-India roadmap envisages
strengthening cultural diplomacy and increasing academic mobility through
programmes such as Erasmus and greater participation by European institutions in
academic activities in India. These exchanges help to consolidate a social and cultural
basis for the strategic partnership, complementing advances in trade, technology and
security (Barrech and Mukhtar, 2021).

Similarly, the rise of Indian culture in Europe—through cinema, literature and
gastronomy—can find a space for two-way exchange in Spain. This type of cultural
cooperation helps to strengthen mutual perception and consolidate the strategic
partnership on a more human and lasting level.

In this context of bilateral rapprochement, both governments have ofhicially
declared 2026 as the ‘Dual Year’ of India and Spain, with the aim of promoting
cultural exchange, tourism and cooperation in artificial intelligence. This initiative
seeks to strengthen ties between the two countries through cultural events, exhibitions
and exchange programmes that highlight the heritage and international profile of
both societies. It also aims to boost tourism through joint campaigns, the promotion
of direct air links and the reciprocal promotion of tourist destinations. At the same
time, the Dual Year envisages intensified collaboration in research, development
and implementation of artificial intelligence in sectors such as health, education
and industry. Within this framework, bilateral economic relations are also gaining
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greater visibility, with a trade volume of close to ten billion dollars annually in areas
such as clean energy, drones, the railway sector and space exploration (Shukla, 2025).
Although this initiative does not fall directly within the scope of defence, it does
provide a relevant political and symbolic framework for understanding the current
dynamism of Indo-Spanish relations, complementing the strategic cooperation
described in other areas.

7.4 Spain and connectivity: IMEC as an opportunity

Spain’s international projection also benefits from its geographical position. As a
natural gateway between Europe, Africa and America, the country can become an

essential node in the India—Middle East—FEurope Corridor IMEC).
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Figure 3. Route of the India-Middle East—Europe Economic Corridor (IMEC). Source: Kumar and Vivek, (2024). Image
reproduced for academic purposes (fair use). All rights belong to The Diplomatist

Hussain and Shafer emphasise that this corridor has ‘the potential to alter regional

connectivity dynamics, offering India and its Western partners a strategic alternative
to the Belt and Road’ (Hussain and Shafer, 2025).

In this context, the Spanish ports of Valencia, Algeciras and Barcelona could play
a key role as connection points for goods and energy from the corridor to Europe.
Furthermore, participation in the IMEC would allow Spain to strengthen its position
within European policy towards the Indo-Pacific and project its influence in global
logistics chains.

Despite these advances, various analyses warn that Spain still lacks a defined
strategy towards India and the Indo-Pacific. In 2017, the Elcano Royal Institute noted
that Spain has shown growing interest in the Indo-Pacific, but still lacks its own
strategy towards India (Campos Palarea and Sengupta, 2017). This shortcoming limits
Spain’s ability to fully exploit the potential of the bilateral relationship and exposes it
to excessive dependence on EU common policy.
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The absence of a clear strategy translates into low visibility for Spain in New Delhi
and a lack of institutionalised cooperation mechanisms beyond specific projects.
Compared to countries such as France and Germany, which have more solid roadmaps
in Asia, Spain risks falling behind at a time when the Indo-Pacific has become the
most economically and geopolitically dynamic region in the world.

The partnership with India offers Spain an opportunity to strengthen its position
within European strategic autonomy. By actively engaging in EU-India cooperation,
Madrid can present itself as a player that contributes to diversifying European alliances
and strengthening resilience in critical sectors. Furthermore, Spain’s geographical
position—as a gateway to the Atlantic and the Mediterranean—places it in a privileged
position to serve as a logistics hub in the connectivity corridors between Asia, the

Middle East and Europe, including the India—Middle East—Europe Corridor IMEC).

In this regard, cooperation with India should not be limited to the bilateral level,
but should be articulated as part of a Spanish strategy for integration into the EU’s
Indo-Pacific policy. This would allow Madrid to gain influence in Brussels, take
advantage of complementarities with partners such as France, and strengthen its
international profile in the areas of maritime security, trade, and technology.

8 Future scenarios (2025-2028)

Any analysis of relations between India, the European Union and Spain in the
Indo-Pacific context would be incomplete without some forward thinking. The
dynamic nature of the region, marked by geopolitical rivalries, economic transitions
and security challenges, makes it essential to project possible scenarios for the next
three to five years. These scenarios are not definitive predictions, but rather reference
frameworks that allow us to identify risks, opportunities and courses of action for
Spanish and European foreign policy.

In the most favourable scenario, India and the EU manage to consolidate a
comprehensive strategic partnership based on three pillars: maritime security, trade
and technological innovation. The effective functioning of the Trade and Technology
Council enables progress in areas such as artificial intelligence, semiconductors and
energy transition, reducing both parties’ dependence on China. At the same time,
cooperation on maritime security is intensified through joint naval exercises and
interoperability in operations such as ATALANTA and ASPIDES, strengthening

Europe’s presence in the Indian Ocean.

For Spain, this scenario opens up the possibility of positioning itself as a key partner
in the Mediterranean, linking the India—Middle East—Europe Corridor (IMEC) with
its ports and logistics platforms. Likewise, defence cooperation, already inaugurated
with the Airbus C295 contract, could be extended to other industrial sectors. The
international projection of the Spanish economy would be reinforced, while Madrid
would gain influence in the design of European policy towards the Indo-Pacific.

In a more moderate scenario, EU-India cooperation progresses, but unevenly. The
TTC yields positive results in some areas, such as digitalisation and cooperation on
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cybersecurity, but encounters difficulties on trade and regulatory issues. Coordination
on maritime security improves, although without achieving full operational integration.

India remains wary of any commitment that could limit its strategic autonomy,
while the EU maintains divergent priorities in its eastern (Ukraine) and southern
(Mediterranean and Sahel) neighbourhoods. In this context, Spain makes progress
in energy and technological cooperation, but the bilateral relationship with India
remains symbolic rather than transformative.

This scenario reflects the inertia of international relations: tangible but limited
progress, which consolidates India’s relevance to the EU without making it a fully
strategic partner. In this context, Samaan’s diagnosis of the EU’s structural limitations
as a security actor in the Indo-Pacific reinforces the idea that the partnership with India
can only be fully consolidated if Europe simultaneously advances in strengthening its
real strategic autonomy, not just declarative autonomy (Samaan, 2021).

The most negative scenario envisages an escalation of the rivalry between the
United States and China, with knock-on effects in the Indo-Pacific. An escalation in
the Taiwan Strait or a new border confrontation between India and China would force
New Delhi to prioritise military security over economic and technological cooperation
with the EU. In this context, India would strengthen its ties with Washington through
the Quad and relegate its relationship with Europe to a secondary level.

For the EU, this scenario would represent a setback in its aspiration to become
a relevant player in Asia, reinforcing the perception of dependence on the United
States. Spain, in this context, would be particularly affected: its incipient strategic
partnership with India would be put on hold, limiting opportunities in defence,
energy and digitalisation.

This scenario illustrates the risks of the EU-India relationship becoming
subordinate to external dynamics, highlighting the importance of building solid and
autonomous cooperation before geopolitical tensions reach a point of no return.

The prospective exercise shows that, although the optimistic scenario offers an
attractive horizon, the most likely outcome is a combination of the intermediate
and critical scenarios. The key for Spain and the EU will be to focus on resilience:
strengthening ties with India in strategic sectors, consolidating maritime cooperation
and maintaining the diplomatic flexibility necessary to manage Sino-US rivalry.

Ultimately, the future of the EU-India relationship will depend as much on
the political will of both parties as on their ability to adapt to a volatile regional
environment. For Spain, the challenge will be to transform the opportunities
identified in the 2024 Joint Declaration into concrete and sustainable projects, so
that the strategic partnership with India does not remain mere declarations of intent.

9 Conclusions

The analysis carried out throughout this paper allows us to draw several conclusions
about India’s position in the Indo-Pacific and its potential as a strategic partner for
the European Union and Spain.
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Firstly, India has established itself as a key player in the region’s balance of power.
Its demographic and economic weight, coupled with a foreign policy characterised by
strategic autonomy, make it a central pivot in an increasingly multipolar international
order. As demonstrated by the doctrines of the Act East Policy, SAGAR and 'The
India Way, New Delhi has managed to articulate a coherent narrative that combines
tradition and pragmatism: preserving its strategic independence while taking
advantage of opportunities for cooperation with various players.

Secondly, India’s strategic projection is based on three pillars that bring it
closer to Europe: sustained economic growth (confirmed by IMF projections),
the modernisation of its military capabilities, especially naval capabilities, and the
promotion of major connectivity projects such as the India—Middle East—Europe
Corridor. These elements not only reinforce India’s autonomy vis-a-vis China, but also
make it an attractive partner for the EU in terms of trade, security and technological
development.

Thirdly, rivalry with China will continue to shape India’s security environment in
the coming years. Border disputes in the Himalayas and maritime competition in the
Indian Ocean limit its room for manoeuvre, forcing it to maintain a dual policy of
confrontation and cooperation with Beijing. For the EU, this situation reinforces the
need to offer New Delhi a stable framework for collaboration that is not subordinate
to the dynamics of Sino-American confrontation.

Fourthly, the relationship with the United States and the Quad is both an
opportunity and a challenge for India. Cooperation in defence, technology and
innovation has intensified—with initiatives such as iCET—Dbut strategic autonomy
remains a red line for New Delhi. In this context, the EU has the opportunity to
position itself as a complementary partner, capable of strengthening India’s resilience
without demanding total alignment with China.

Fifthly, the EU-India partnership is at a turning point. Documents such as the 2021
Indo-Pacific Strategy, the creation of the Trade and Technology Council and cooperation
on maritime security through operations such as ASPIDES reflect a shared desire to
move towards a deeper relationship. However, significant obstacles remain in the areas
of trade, regulation and climate. Overcoming them will require sustained political
commitment and greater coordination between Brussels and New Delhi.

Sixthly, the implications for Spain are clear. The 2024 Joint Declaration and the
Airbus C295 contract show that there are solid foundations for strengthening bilateral
relations. Spain has competitive advantages in sectors such as aeronautics, renewable
energy and digitalisation, which fit in with India’s priorities of modernisation and
green transition. However, the Real Instituto Elcano’s diagnosis of Spain’s strategic
deficit remains valid: Madrid needs a more defined strategy towards India and the
Indo-Pacific so as not to lag behind other European partners.

Finally, the prospective exercise shows that the future of the EU-India relationship
could evolve towards three scenarios: an optimistic one of comprehensive strategic
partnership, an intermediate one of selective cooperation and a critical one marked
by Sino-American rivalry. For Spain, the challenge will be to transform opportunities
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into concrete and sustainable projects, ensuring that the partnership with India does
not remain mere declarations of intent.

Opverall, this work confirms that India is not only a regional player but also a global
partner with the capacity to influence the configuration of the international order. For
the European Union, it represents an opportunity to diversify alliances, strengthen its
strategic autonomy and project itself in the Indo-Pacific. For Spain, it constitutes a
field of action where national and European interests converge, with the potential
to expand its international influence in key sectors. The analysis thus confirms that
India’s position in the Indo-Pacific combines structural strengths—economic growth,
maritime projection and strategic autonomy—with internal vulnerabilities and
geopolitical challenges that condition its role as a leading power. Only on the basis of
this balance between opportunities and limitations can a coherent agenda for action
be defined for the European Union and Spain.

On this basis, the recommendations derived from this analysis point to three lines
of action. First, consolidate technological and energy cooperation, taking advantage of
the TTC framework and the green transition. Secondly, to strengthen cooperation on
maritime security, articulating a greater Spanish presence in European missions in the
Indian Ocean. And thirdly, to develop a national strategy towards India that complements
European policy and avoids Spanish marginalisation in an expanding geopolitical space.

In short, the partnership with India offers the European Union and Spain a way
to project their interests in the Indo-Pacific and to adapt to a changing international
order. The key will be to transform strategic rhetoric into tangible commitments, so
that cooperation with New Delhi becomes one of the pillars of Europe’s presence in
Asia over the next decade.
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1 Introduction

1.1 Brief historical context

rom a linguistic perspective, Serbian, Bosnian and Croatian are standardised

variants of the same linguistic diasystem historically known as Serbo-

Croatian, sharing grammatical, lexical and syntactic bases. However, since
the 1990s, these names have become politicised as instruments of nationalist
differentiation.

The fragmentation of the identity of the South Slavic peoples was consolidated
during the Middle Ages through the formation of distinct states, a process that
deepened in the modern era under divergent imperial influences: the Habsburgs in
Croatia (Catholicism), the Ottomans in Bosnia (Islam) and the Serbian Orthodox
resistance to Islamisation.

The dissolution of the Ottoman and Austro-Hungarian empires after the First
World War led to the creation of the Kingdom of Serbs, Croats and Slovenes (1918),
the first unified state to bring these ethnic groups together after centuries of separation.
Reconfigured as the Socialist Federal Republic of Yugoslavia after the Second World
War under the leadership of Josip Broz Tito, the country adopted a federal structure
with six republics and two autonomous provinces within Serbia (Vojvodina and
Kosovo), delineating the contemporary borders (figure 1).

Austria

Bulgaria

. ~  Albania S
Figure 1. Socialist Federal Republic of Yugoslavia, 25 January 1991

The Titoist period (1945-1980) maintained stability through inter-ethnic balance
and a self-managed socialist model. However, after Tito’s death, converging factors—
economic crisis, the rise of nationalism, institutional weakness, and the Soviet
collapse—eroded federal cohesion.

The dissolution process (1991-1992) took divergent paths: while Slovenia and
Macedonia achieved independence with low human cost, Croatia and Bosnia suffered
devastating conflicts due to the country’s complex demographic distribution (figure
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2). In Croatia, the war ended with the Erdut Agreements (1995), reintegrating Eastern
Slavonia (United nations, 1995a), the last stronghold of the Serbian Republic of
Krajina’, under UN supervision.
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@ Serbios y montenegrinos
Macedonias
w Bllgaras
‘@ Checos y eslovacos
@ Albaneses
Hingaros
‘ @ Griegos
| Turcos
) @D ltaliano

RUMANIA

BULGARIA
Sofia
ITALIA

Grupo mas numeroso por municipio
o unidad territorial equivalente

o,
EC
\._"

GRECIA
Cartografia: Seonth
Abel Gil Lobo (2016)
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lbanés de 2011, censo ino de 2011, censo serbio de 2011,

censo bosnioherzegovino de 2013, Us Insfitute of Peace. ‘& &

Figure 2. Ethnic groups in the Balkans, 21 Aprii 2018

The Bosnian conflict (1992-1995), which was tri-national and particularly violent—
with episodes such as the Srebrenica genocide—culminated in the Dayton Accords
(United Nations, 1995b). These established a Bosnian state divided into two entities:
the Federation of Bosnia and Herzegovina (Croats and Bosniaks) and the Republika
Srpska (Serbs), with a tripartite system of government and international supervision
by the High Representative. This institutional architecture, although pacifying, has
perpetuated ethnic tensions.

The Kosovo War (1999) marked another turning point in the Balkans, when
the Kosovo Liberation Army (KLA) rose up against the government of the Federal
Republic of Yugoslavia (Serbia and Montenegro), leading to allegations of massive
human rights violations. NATO’s military intervention—without authorisation from
the UN Security Council—set a critical precedent in international law (OTAN,
2024). 'This conflict culminated in Kosovo’s unilateral declaration of independence
(2008), recognised by the United States and most NATO members, but rejected by
China and Russia, which insist on Serbia’s territorial integrity.

Structural tensions persist: Belgrade maintains its resentment towards NATO
(Miolsevich, 2019) and is strengthening ties with Moscow, while Albanian Kosovars
feel insecure in the face of possible Serbian aggression, especially in northern Kosovo
(El Grand Continent, 2024), which has a Serbian Kosovar majority. This dynamic has
prompted a military alliance between Kosovo, Albania and Croatia (Koha, 2025a),

1 The Republic of Serbian Krajina was a territory self-proclaimed by Serbs in Croatia in 1991, following
Croatia’s declaration of independence. It was not recognised internationally and was dismantled
militarily in 1995 during Operation Storm.
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interpreted as an ‘anti-Serbia’ bloc. As a counterweight, Serbia has signed a military
cooperation agreement with Hungary, whose government, led by Viktor Orbén
(Infobae, 2025a), combines EU/NATO membership with alignment with Russia.

The situation is further complicated by the involvement of the Republika Srpska,
whose leadership under Milorad Dodik promotes separatist rhetoric against Sarajevo
and seeks to link up with the Serbian-Hungarian alliance (SwissInfo, 2025a). Thus,
the unresolved conflicts in Kosovo and Bosnia are intertwined, reactivating historical
fractures and threatening regional stability.

1.2 Central question

Does the consolidation of antagonistic military blocs in the Balkans—with the
influence of external actors such as Russia and NATO—increase the risk of armed
conflict in the region, in a context of unresolved tensions in Kosovo and the Republika

Srpska?

1.3 Hypothesis

The formation of opposing military blocs in the Balkans, with the support of
external actors, increases the possibility of violent escalation in the Balkans due to
unresolved historical tensions.

1.4 Justification

Recent alliances in the Balkans are reactivating classic power balance dynamics in a
region marked by deep historical fractures. In this context, the participation of actors
with divergent interests—such as Hungary, a member state of the European Union
and NATO but politically aligned with Serbia—introduces a new level of geopolitical
complexity that challenges traditional structures of regional cooperation and security.
However, despite the relevance of this phenomenon, there remains a notable absence
of studies analysing this particular configuration from the perspective of contemporary
security theories, which justifies the relevance and originality of this work.

1.5 Research questions

— How do balance of power and regional security theories explain the formation of

these blocs?

— To what extent does this case represent a conflict in a ‘grey zone’?

— What strategic objectives are the Balkan countries involved pursuing by consolidating
opposing military blocs?

— How does Hungary’s duality (EU/NATO, but pro-Russian) and the role of the
Republika Srpska influence the escalation of tensions?
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— What containment mechanisms could mitigate the risk of conflict?

— What are the critical scenarios where tensions are most latent?

1.6 Objectives of the article

To assess the impact of emerging military alliances on Balkan stability, considering
historical variables, external actors and theories of international relations.

To examine the strategic motivations of the actors involved.

— To identify the limits of current containment mechanisms.

Propose crisis management scenarios based on empirical evidence.

2 Theoretical framework

2.1 Balance of power

The balance of power theory is one of the central theoretical foundations of
international relations. It posits that states act to prevent the hegemonic domination
of one actor by forming compensatory alliances, thus generating systemic tensions
when the distribution of power becomes unbalanced (Waltz, 1979).

From a historical perspective, Thucydides (431 BC) identified this pattern in
History of the Peloponnesian War, arguing that the conflict arose from Spartan fear
of Athenian rise. Centuries later, neo-realist theorists such as Kenneth Waltz (1979)
reformulated the concept, emphasising that the anarchy of the international system
forces states to seek rational balances of power to ensure their survival (Waltz, 1979:

p- 88).

The current situation in the Balkans accurately illustrates these postulates.
Following Waltz, Kosovo—faced with the Serbian threat—has allied itself with
Croatia (interested in stabilising Bosnia) and Albania, forming a pro-NATO bloc.
At the same time, Hungary, despite its NATO membership, prioritises national and
ideological interests over transatlantic cohesion, aligning itself tactically with Serbia
(Thucydides, 2014: v. 89). This dynamic confirms the fluidity of alliances in anarchic
contexts.

In structural terms, NATO operates as a regional hegemonic power, but its
influence generates counter-alliances such as the Serbia-Republika Srpska-Russia
axis. Thus, the Balkans replicate the classic cycle of equilibrium described by theory:
accumulation of power, formation of coalitions and resulting tensions.

2.2 Grey Zone

The concept of the grey zone describes the strategic space between peace and
war where state and non-state actors compete using ambiguous tactics (Mazarr,
2015: p. 12). This framework is particularly relevant for analysing the Balkans, where
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Serbia and its counterparts employ strategies that avoid open conflict but perpetuate

instability.

Serbia officially rejects the recognition of Kosovo, but exerts influence in the
Serb-majority north through parallel structures and calculated mobilisations. An
emblematic example was the deployment of Serbian troops near the Kosovar border
in 2023, following protests against the installation of Albanian Kosovar mayors in
northern municipalities (Cué, 2023) (Mazarr, 2015: p. 45 ‘actors in the grey zone seek
to deny responsibility while achieving strategic objectives’).

Hungary, a NATO member but aligned with Serbian interests, illustrates
the fluidity of the grey zone. Although it avoids direct military operations, its
economic cooperation with Belgrade—such as the agreement to build a bilateral oil
pipeline(Daily News Hungary, 2025a) —serves as a lever of influence (Mazarr, 2015:
p. 67: ‘economy and diplomacy replace military force in liminal conflicts’).

Milorad DodiK’s separatist rhetoric in the Republika Srpska (Ozturk, 2025)
intensifies regional fragility, showing how the boundaries between war and peace are
blurring. The combination of tensions in northern Kosovo and Bosnia reflects the
risk of inadvertent escalation that Mazarr (2015, p. 89) warns about: ‘the grey zone
can collapse abruptly into open conflict if actors exceed critical thresholds’.

The Balkans embody Mazarr’s postulates about the grey zone, where calculated
ambiguity, contradictory alliances and non-military tools define a strategic
competition that threatens to destabilise the region.

2.3 Complex interdependence theory

The theory of complex interdependence (Keohane and Nye, 1977) posits that
transnational economic, diplomatic, and social connections moderate—without
eliminating—geopolitical conflicts. This framework explains key dynamics in the Balkans.

Among its characteristics are the existence of multiple channels of interaction
between states and actors. (Keohane and Nye, 1977: pp. 23-25) Serbia is critically
dependent on the EU (which accounts for 64% of its exports) (OEC, 2023a),
including paradoxical trade relations with rival actors: in 2023, it imported goods
worth USD 1.27 billion from Croatia (3.11% of its total), while Zagreb depended on
Belgrade for 2.7% of its imports (USD 1.17 billion) (OEC, 2023b).

Likewise, the European Union has recently institutionalised this framework of
interdependence through the ‘Growth Plan for the Western Balkans’, announced
by the Commission on 8 November 2023 (European Commission, 2023a). This
instrument, with a budget of €6 billion, goes beyond the mere objective of economic
development by establishing explicit political conditionality that links financial
assistance to the maintenance of regional stability and constructive cooperation with
the EU and neighbouring countries (European Commission, 2023a).

In this way, the Plan stands as a powerful mechanism of geopolitical containment,
where economic asymmetries are instrumentalised to raise the costs of any destabilising
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action by actors such as Serbia. These structured and politicised interdependencies
ultimately create prohibitive opportunity costs that discourage military escalation
and reinforce a fragile but persistent regional balance.

On the other hand, Keohane and Nye (1977: p. 29) point out that, in contexts of
complex interdependence, international agendas are not hierarchical and high and
low politics are intertwined, blurring the boundaries between domestic and foreign
policy. In the Balkans, both Serbia—an official candidate for EU membership—
and Kosovo—a potential aspirant (Vozpdpuli, 2025)—subordinate their territorial
tensions to their European integration objectives, revealing a strategic prioritisation
of economic and institutional legitimacy over security confrontation.

Belgrade instrumentalises the issue of Serbian minorities in Kosovo and Bosnia
as a mechanism for electoral mobilisation, while projecting a narrative of technical
compliance towards Brussels in order to maintain aid flows and negotiations. In turn,
Hungary aligns its foreign policy with Serbia not only because of ideological affinities,
but also to reinforce its discursive sovereignty vis-a-vis the EU and consolidate an
alternative illiberal axis within the Euro-Atlantic framework.

This logic translates into a symbiosis between domestic politics and strategic
diplomacy, where actors seek to maximise domestic benefits without completely
abandoning European structures, thus creating an environment of contained
competition rather than open rupture.

However, the most relevant feature in the Balkan context is the marginalisation of
military force as a primary political tool. Although high-tension crises persist—such
as the Serbian mobilisations on the border with Kosovo in 2023(DW, 2024)—
widespread violence does not materialise. This can be explained not only by economic
and diplomatic pressure from the EU and the US, which raises the costs of open
conflict (Keohane and Nye, 1977), but also by the deterrent effect of the international
security missions deployed on the ground.

The continued presence of KFOR in Kosovo and EUFOR Althea in Bosnia and
Herzegovina acts as a physical guarantor of the status quo, materialising the Euro-
Atlantic commitment to block any military escalation. These missions are the
operational embodiment of security interdependence, becoming a structural factor
that channels tensions towards containment and diplomacy rather than armed
confrontation.

The Balkans exemplify how complex interdependence stabilises but does not
resolve conflicts. As Keohane and Nye (1977) point out, this creates a fragile balance
where actors prioritise economic interests over territorial maximalism.

3 Analysis of alliances

3.1 Kosovo — Albania — Croatia: Collective defence or provocation?

Northern Kosovo, shown in figure 3, comprises the municipalities of Leposavi¢,
Zvecan, Zubin Potok and North Mitrovica, and is the epicentre of the territorial

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 459 to 490




Sebastian Chumbe Western Balkans between opposing blocs: military alliances...

dispute with Serbia. This enclave, with a Serb-Kosovar majority, responds in a
particularly confrontational manner to the regulatory provisions issued by Pristina.
An illustrative case was the so-called ‘licence plate crisis: between September and
October 2021, Kosovo banned Serbian licence plates and deployed special forces at
border crossings, leading to blockades and demonstrations (Infobae, 2021) that only
ceased after mediation by the European Union.

REGIONES DE MAYORIA SERBIA
EN KOSOVO

Leposavi¢

N
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Figure 3. Serb-majority regions in Kosovo, 15 June 2015

The truce proved short-lived. On 1 August 2022, Serbian number plates expired
in Kosovar territory, reigniting protests. Tensions escalated in May 2023, when the
Serb-Kosovar population boycotted the municipal elections organised by Pristina
(Peregil, 2023) and clashes broke out, leaving dozens of protesters and KFOR troops
injured. The refusal to participate in the elections reflected the community’s rejection
of what it perceives as unilateral impositions that threaten its identity and its ties to

Belgrade.

The spiral of violence reached a critical point on 24 September 2023 with the
Banjska incident: a Serb Kosovar commando attacked the Kosovar police, killing one
officer and three Serbs (EFE, 2021). The situation worsened despite the provisional
agreement on mutual recognition of number plates concluded eleven months earlier
(Ozturk, 2034). In November 2024, an explosion in a strategic canal damaged water
facilities essential to Pristina; the attack was attributed to Serbian militants and
classified as terrorism (Reuters, 2024). Each event reinforces the perception of mutual
insecurity and highlights the fragility of mediation mechanisms.

Faced with this dynamic, Kosovo lacks sufficient military capacity to balance Serbia
and therefore prioritises external guarantees. On 18 March 2025, Tirana hosted the
signing of a defence cooperation agreement between Albania, Croatia and Kosovo,
interpreted by regional analysts as an alliance aimed at deterring Serbia (SwissInfo,
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2025b). For Pristina, the pact has three objectives: to raise the cost of any Serbian
coercion, to place its security issues on the Euro-Atlantic agenda, and to strengthen
its state legitimacy by creating formal coalitions.

Albania’s participation is explained, above all, by identity considerations. Tirana has
historically set itself up as the protector of the Albanian diaspora based in Kosovo and
North Macedonia. From a nation-state perspective, the Albanian government gains
internal political capital by projecting leadership over vulnerable Albanian-speaking
communities. However, its motivations are not exclusively symbolic. The Albanian
Deputy Prime Minister has described the Durrés-Pristina railway as a geopolitical
link that will connect Pan-European corridors VIII, X and Adriatic-Ionian (Koha,
2025b), transforming Durrés into a regional logistics hub. Such infrastructure would
cement the interdependence between Tirana and Pristina and give Albania a strategic
role in Balkan trade.

At the same time, Albania aspires to establish itself as a NATO operational
platform in the eastern Adriatic. The modernisation of the Kugové air base under
Allied command, located some two hundred kilometres from Camp Bondsteel (the
main US facility in Kosovo), allows for rapid projections and logistical synergies
between the two facilities (Santos, 2022). The new trilateral agreement reinforces this
Atlantic narrative and positions Tirana as an indispensable security actor in south-
eastern Europe.

As for Croatia, its alignment is based on a dual identity-strategic calculation. On
the one hand, Zagreb sees itself as the guarantor of the Croatian minority in Bosnia
and Herzegovina. The close relationship between Belgrade and the Republika Srpska,
whose leader Milorad Dodik promotes secessionist rhetoric, threatens the Dayton
Accords (1995) and, by extension, the stability of Croatia’s south-eastern border. By
supporting a coalition that limits Serbia’s influence, Croatia seeks to safeguard the
status quo in Bosnia and Herzegovina and protect its compatriots.

On the other hand, Croatia maintains a structural rivalry with Serbia for symbolic
and strategic primacy in the Western Balkans. As a full member of the EU and
NATO, Zagreb positions itself as a bastion of the Euro-Atlantic axis, projecting
normative stability and alignment with Western institutions. In contrast, Belgrade
promotes a policy of ‘active non-alignment’, combining European aspirations with
growing energy and military ties with Moscow. The rapprochement with Kosovo and
Albania allows Croatia to reinforce its pro-Western profile, while at the same time
providing an explicit counterweight to the geopolitical convergence between Serbia
and Russia.

Added to this dynamic is the still unresolved border dispute over a 137-kilometre
stretch along the Danube. Croatia claims that the delimitation established by an
Austro-Hungarian cartographic survey in 1891 is valid, while Serbia defends the
current river course. This divergence creates areas of dispute that hinder bilateral
trust-building (Bickl, 2021) and contribute to maintaining a backdrop of persistent
friction, even in the context of formal cooperation.
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Figure 4. Croatia-Serbia border dispute, 2011

The Tirana-Zagreb-Pristina  agreement thus illustrates the ‘complex
interdependence’ described by Keohane and Nye: no single issue prevails absolutely
over the others, and the distinction between domestic and foreign policy is blurred.
Military motivations coexist with identity, logistical and normative variables; the
protection of diasporas, the articulation of economic corridors and the framework
within Euro-Atlantic organisations influence as much as classic deterrence. At the
same time, governments instrumentalise domestic demands—whether the security of
Serbs in Kosovo, the protection of Albanians in the diaspora or the defence of Croats
in Bosnia—to legitimise foreign policy decisions.

For the European Union, these dynamics pose a dilemma. Enlargement remains
Brussels’ main lever, but its credibility is eroded by the slowness of the process and
competition from external powers. As long as the EU cannot offer tangible incentives
that reduce the perception of threat, local actors will tend to seek alternative security
guarantees or forge ad hoc coalitions.

In short, the Croatia-Albania-Kosovo alliance should not be interpreted as a mere
classic military pact, but as the manifestation of a web of interests where identity,
geo-economics and institutional positioning converge. Its effectiveness will depend
on the partners’ ability to balance national ambitions with cooperative commitments
and, above all, on the evolution of the Belgrade-Pristina relationship.

3.2 Serbia — Hungary and Slovakia?: A dissident axis within the European
Union

In March 2025, Hungarian Prime Minister Viktor Orbdn banned the LGBT
Pride march in Budapest, invoking recent legislation restricting the ‘promotion’ of
sexual diversity to minors, a regulation inspired by the conservative agenda of the
Russian Federation (Nagy, 2025) . Far from demobilising activists, the measure had
the opposite effect: more than 200,000 people took part in the demonstration despite
official threats (Aljazeera, 2025). Such state intervention cannot be interpreted solely
as domestic policy; it also serves as an ideological marker that projects Hungary’s
adherence to an illiberal and national-conservative discourse to the outside world.
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Restrictions on adoption by same-sex couples, the veto on school content on
gender identity and the rhetoric of the traditional family are presented by Budapest
as a defence of cultural sovereignty against ‘impositions from Brussels’, a discursive
framework almost identical to that used by Vladimir Putin to accuse the European
Union of moral decadence (Bayoud, 2022).

This convergence of values is reinforced by the personal cordiality between Orbédn
and the Russian president, evident in successive bilateral meetings and Hungary’s
refusal to support full sanctions against Moscow (Grippo, 2024). Thus, civil rights
policy becomes an instrument of symbolic alignment with the Kremlin, giving

Hungary a unique profile within NATO and the EU.

In Serbia’s case, convergence with Russia is even more explicit. Memories of
the NATO bombings in 1999 and the perception that the West supports Kosovo's
independence continue to shape public opinion. Even though the European Union is
its largest trading partner, Belgrade has prioritised its strategic alliance with Moscow:
it refused to join the sanctions against Russia following the invasion of Ukraine,
despite the fact that this decision hinders its EU accession bid (Infobae, 2024). In this
context, Serbian identity is articulated around a narrative of historical grievance and
Slavic solidarity that favours alignment with the Kremlin.

The political-military rapprochement between Budapest and Belgrade crystallised
on 1 April 2025 with the signing of a cooperation agreement (Peirano, 2025) . This
agreement outlines plans for seventy-nine joint activities in 2025 in the military and
energy fields (Stojanovic, 2025).The pact was interpreted as a direct response to the
alliance announced weeks earlier by Croatia, Albania and Kosovo—three actors
clearly aligned with NATO and the United States—and thus constitutes the second
major subregional coalition created in the Balkans in less than a month. From the
Hungarian-Serbian perspective, the new bilateral framework aims to guarantee the
stability of their respective national minorities and strengthen strategic autonomy in
the face of pressure from Brussels and Washington.

The economic aspect of the relationship is equally significant. In 2023, Hungary
consolidated its position as the third largest destination for Serbian exports, absorbing
5.72% of the total (OEC, 2023a). Among the main items is electricity, an area in which
Serbia is one of the key suppliers to the Hungarian energy system (OEC, 2023¢).

Both governments are also promoting interconnection projects that will increase
the degree of mutual dependence: the construction of a bidirectional oil pipeline to
guarantee fuel supplies to Serbia, scheduled for 2027 (Daily News Hungary, 2025b)
, and the modernisation—financed in part by Chinese capital—of the Budapest-
Belgrade railway line, which is scheduled for completion by the end of 2025 (Daily
News Hungary, 2025¢). These infrastructures create faits accomplis that anchor
Hungary within Serbia’s economic orbit in the energy and logistics sectors.

The equation could be complicated by Slovakia’s hypothetical entry. Members of
the Serbian Parliament have confirmed talks aimed at Bratislava’s accession to the
defence agreement (Gardner, 2025). Of particular note is the intervention of Serbian
MP Dragan Stanojevi¢, a member of the People’s Voice party, who, from an openly
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pro-Russian position, has alluded to the possible incorporation of Slovakia into the
Belgrade-Budapest cooperation axis. However, so far the Slovak authorities have not
issued any official statement on the matter (Mlakar, 2025).

In any case, the shift is plausible given the positions of Slovak Prime Minister
Robert Fico, who is openly critical of sanctions against Russia and inclined towards
a pragmatic foreign policy that reduces military assistance to Ukraine. Fico was, in
fact, the only EU head of government to attend the Victory Day parade in Moscow
(Brezar, 2025). The progressive political alignment between Hungary, Slovakia and
Serbia was evident during the summit held in Komarno in October 2024, at which
the heads of state of the three countries reaffirmed their commitment to cooperation
on controlling irregular migration and jointly protecting Europe’s external borders

(TVPWorld, 2024).

There are, therefore, two possible interpretations of the ultimate purpose of the
alliance. The first conceives it as an anti-EU sovereignty project: the three governments
would use the discourse of a ‘Europe of nations’ to resist EU federalism and revalue
state powers without necessarily seeking direct dependence on Moscow.

The second argues that the axis constitutes, de facto, a vector of rapprochement with
Russia, aimed at eroding the Western liberal order and reconfiguring loyalties within
the EU and NATO. The two frameworks are not mutually exclusive; rather, they
feed into each other in practice: the rejection of European centralisation favours the
opening up of a space where Russian influence encounters less regulatory resistance.

The rift is already apparent in forums such as the Visegrad Group. Poland and the
Czech Republic, which favour a hard line against Moscow, are distancing themselves from
Hungary and Slovakia, which advocate negotiations and the gradual lifting of sanctions
(Bugajski, 2025). The result is the paralysis of the Central European coordination
mechanism, with direct implications for the EU’s common security and defence policy.

Beyond the internal consequences, the Hungarian-Serbian alliance raises serious
questions about NATO’s cohesion. Never before has a member state (Hungary)
signed a military pact that is presented as a counterweight to another bloc involving
two Atlantic allies (Croatia and Albania). The risk is a form of ‘neutralisation from
within’, in which Budapest could veto collective responses to crises in the Balkans
if it perceives that such actions would run counter to its commitments to Belgrade.
Slovakia would add another potential blocking voice in the North Atlantic Council,
complicating the development of regional contingency plans.

In short, the April 2025 military agreement and the hypothetical enlargement
to Bratislava outline a new Central European axis which, without declaring itself
an enemy of the West, challenges its principles from within. By invoking cultural
sovereignty and resistance to Brussels' ‘ingratitude’, Belgrade, Budapest, and
potentially Bratislava are creating a parallel architecture that hinders unified EU
action and threatens to introduce systemic vetoes in NATO. Understanding the
hybrid nature—ideological, economic and strategic—of this alignment is essential to
assessing its capacity to reshape the balance of power in the Balkans and, by extension,
Euro-Atlantic security.
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3.3 Republika Srpska: Catalyst for conflict?
The growing separatism of the Republika Srpska (RS), led by Milorad Dodik,

constitutes the most imminent threat to the peace architecture that has governed
Bosnia and Herzegovina since the signing of the Dayton Accords in 1995. Although
successful in stopping the violence, these agreements created an extraordinarily
complex state framework that was vulnerable to capture by ethnic elites. In 1998,
Dodik became head of the RS government with the explicit backing of Washington
and Brussels, projecting himself as a moderate reformer committed to the post-war
order; the international community consequently saw him as a suitable partner for
consolidating peace (McAdams, 1998).

However, during his second term in office, which began in 2006, he moved from
conciliatory rhetoric to openly questioning the constitutional framework, invoking
the RS’s ‘right’ to call a referendum on independence and gradually turning this
secessionist cause into the pillar of his internal legitimacy(Traynor, 2011).

The strategic shift was formalised in 2015, when Dodik’s Alliance of Independent
Social Democrats (SNSD) passed a resolution setting 2018 as the deadline for
proclaiming independence if the entity considered that Sarajevo continued to restrict
its powers (Zuvela, 2015).

Since then, secession has become de facto official policy of the ruling party. Just one
year later, Dodik organised a referendum—consultative in nature, but symbolically
powerful—on the establishment of ‘Republika Srpska Day’, with 98.81% support
(Quesada, 2016). This referendum represented the first direct challenge to the legal
authority of the Bosnian state and demonstrated the effectiveness of plebiscites as a
tool for mobilising identity.

In 2017, now as president of the RS, Dodik issued a decree banning the teaching
of the Srebrenica massacre in public school curricula (Reuters, 2017). This measure,
seen by many analysts as an attempt to rewrite collective memory, seeks to reinforce
an autonomous Serb-Bosnian national identity and, at the same time, relativise the
moral legitimacy of central institutions.

The next milestone came in December 2021, when the RS Assembly voted to
gradually withdraw three key pillars of the common state—the judicial system, the
army, and the tax administration (Sito-Sucic, 2021). This vote was the first concrete
legislative step towards dismantling the federal structure and called into question the
practical viability of the Dayton model.

Dodik’s rise continued unabated: in November 2022, he was re-elected president
of the RS, and in January 2023, he decorated Vladimir Putin during the ‘RS Day’
celebrations (ApNews, 2023a). The gesture was an unequivocal sign of strategic
alignment with oscow and linked the local secessionist agenda with Russian
geopolitical interests in the Balkans.

Faced with this dynamic, the High Representative for Bosnia and Herzegovina
resorted to his ‘Bonn powers and revoked several laws adopted by the RS on the
grounds that they were contrary to the Dayton Agreement (Sito-Sucic, 2021), recalling
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that the Constitution does not provide for any mechanism for unilateral secession.
In 2024, the Bosnian State Court opened criminal proceedings against Dodik for
repeated contempt of central institutions (ApNews, 2023b), thus bringing to trial a
conflict that until then had been essentially political.

Tensions reached their peak in April 2025, when RS police units blocked a state
operation to execute the arrest warrant against Dodik in the vicinity of Sarajevo
(ApNews, 2025). For many observers, this was the moment of greatest risk of direct
violence since 1995, as it highlighted the existence of rival security forces within the
same sovereign territory. Since then, the stability of the state has been perceived as
contingent, subject to the ability of the international community—and the EUFOR
mission—to contain possible outbreaks of violence.

The RS conflict is intertwined with the Kosovar question and the formation of
a revisionist Belgrade-Budapest axis. Dodik has declared his intention to integrate
the entity into the political and, eventually, military convergence between Serbia
and Hungary (SwissInfo, 2025c). At the same time, he has strengthened his personal
ties with Putin through frequent visits to the Kremlin and public statements hinting
that Russia could offer him political asylum if legal action against him is successful
(Infobae,2025b). Such links project the idea that the RS acts as a hub in a network of
alliances that challenges Euro-Atlantic influence in south-eastern Europe.

Hungary and Serbia have reinforced this support structure. Despite the arrest
warrant issued in Bosnia, Hungarian Prime Minister Viktor Orbdn sent an official
invitation to Dodik to visit Budapest (Hetzmann, 2025), giving him visibility and
diplomatic legitimacy. Shortly afterwards, the Bosnian Serb leader appeared at a
campaign rally alongside Serbian President Aleksandar Vuci¢, demonstrating the
strategic harmony between the two leaders (ANSA Latina, 2025). This increasingly
explicit triple convergence erodes the coherence of the European Union’s Common
Foreign and Security Policy and exposes Brussels' limitations in imposing unified
sanctions on actors who enjoy the protection of a Member State.

The pattern that emerges from Dodik’s trajectory is one of calculated escalation: he
combines internal regulatory production — capable of stripping federal institutions
of their powers — with historical revisionism that shapes the narrative in schools
and the media, and with external alliances that provide political, diplomatic and,
potentially, financial support. Although secessionist rhetoric began as an electoral
tactic, since 2015 it has become a geopolitical tool with three converging functions:
consolidating the SNSD’s domestic power, keeping Sarajevo in a state of permanent
crisis and offering Moscow a vector of influence in the Balkans.

For the Kremlin, the situation offers an asymmetric benefit: without the need
to deploy troops, Russia can exploit Bosnia’s institutional weakness and divert the
attention of NATO and the EU at a time when both are focused on Ukraine and
the north-eastern flank. Following the logic applied in Abkhazia and South Ossetia,
Moscow supports a local actor who invokes self-determination, denies its own direct
interference and reserves the right to provide diplomatic or energy support when it
considers it strategic.
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At the same time, Hungary acts as an internal spoiler within the Union, blocking
sanctions initiatives and projecting a narrative that depicts Dodik as a victim of
political persecution. The European Commission has warned, however, that the
actions of the RS are hindering Bosnia and Herzegovina’s accession process and
undermining regional stability (Europa Press, 2025).

In short, the evolution of the Republika Srpska is in line with Russia’s strategy
of opening up ‘micro-fractures’ on the Euro-Atlantic periphery, but it also responds
to the convergence of interests of local (Dodik), regional (Serbia and Hungary) and
external (Russia) actors. Therefore, RS separatism should be interpreted less as a
unilateral imposition by the Kremlin and more as the result of a shared geopolitical
articulation, the persistence of which threatens to reactivate ethnic fault lines and

impose a new focus of military and diplomatic attention on the EU and NATO in
the Western Balkans.

4. Conflict scenarios and containment factors

Although there is no open armed conflict in the Balkans today, the region remains
immersed in a logic of ‘post-military conflict and pre-political conflict’, particularly
visible in two hotspots: Northern Kosovo and Bosnia-Herzegovina.

4.1 Northern Kosovo

Serbian and Kosovar state structures coexist in Northern Kosovo. Belgrade has
never recognised Kosovo’s independence and maintains direct influence over the
Serb-majority municipalities—Leposavié, Zvecan, Zubin Potok, North Mitrovica,
Strpce, Klokot, Grac¢anica, Novo Brdo, Ranilug and Parte§—grouped together in the
planned Community of Serbian Municipalities (figure 5). Under the 2013 Brussels
Agreements, Serbia retains parallel institutions in the area The Goverment of the
Republic of Serbia, 2013).
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Figure 5. Map of the Community of Serbian Municipalities in Kosovo, according to the 2013 Brussels Agreements, 2025
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The overlap of sovereignty is more pronounced in the four municipalities in
the far north, adjacent to Serbian territory. There, Belgrade maintains a parallel
administration thanks to local support and the reluctance of the Serbian population to
fully integrate into the Kosovar system. This institutional duality generates political,
identity and security tensions, as discussed in previous sections.

In this context, Serbia has mobilised military contingents on the border on several
occasions. Added to this is the presence of nationalist paramilitary groups, such as
Civilna Zastita and Severna Brigada, which are classified as terrorist organisations by
the Kosovar authorities (Bytyci, 2023). The resulting situation is a breeding ground
for armed incidents between Pristina and pro-Serbian actors, which are likely to
provoke further deployments of Serbian troops on the grounds of protecting their
compatriots.

The status quo is therefore difficult to sustain. Without effective reintegration or
formal partition, friction will persist. However, the hypothetical territorial swap—
North Kosovo to Serbia and the Albanian-majority Presevo Valley to Kosovo—is
unfeasible for economic reasons and due to water and energy security concerns.

Indeed, Lake Gazivoda, located entirely in Northern Kosovo, supplies a significant
percentage of the country’s drinking water (Sdnchez, 2015) and cools the Obili¢
thermal power plant, which is primarily responsible for national electricity generation
(France24, 2018). For this reason, authorities such as Prime Minister Albin Kurti have
reiterated that the division of Gazivoda is non-negotiable (Kossev, 2025). Mutual
recognition, therefore, seems unlikely in the short term.

4.2 Bosnia and Herzegovina and the Republika Srpska

In Bosnia and Herzegovina, the source of instability is Milorad DodiK’s separatist
rhetoric. The RS’s gradual withdrawal from state military, judicial and fiscal structures,
which began in 2021, is eroding the federal framework and could result in Sarajevo
losing effective territorial control.

Although regional support for Dodik’s project and the European Union’s position
have been analysed, it is worth considering the role of the United States. As the
main player in NATO, Washington led the air campaign against Belgrade and was
one of the first to recognise Kosovo’s independence. Since then, US diplomacy has
systematically leaned towards Albanian positions over Serbian ones. However, the
arrival of Donald Trump introduced a degree of ambiguity: his business interests span
both Serbia and Albania, and his inner circle exhibits divergent positions.

On 8 March, Secretary of State Marco Rubio condemned Dodik’s actions on social
media for threatening regional security. In contrast, Rudy Giuliani, a businessman
close to Trump, visited Banja Luka and wore a cap with the slogan ‘Make Srpska Great
Again’ during a speech (Rhotert, 2025). The US position is therefore ambivalent.

On the other hand, an institutional contagion effect cannot be ruled out: the
Bosnian Croats, who constitute a minority within the Federation of Bosnia and
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Herzegovina (figure 6), already proclaimed the Croatian Republic of Herzeg-Bosnia
during the war (1992-1995), a self-declared entity that was later dissolved under the
Dayton Accords. However, demands for autonomy persist within this community,
reactivating secessionist sentiments and calling into question the current federal
architecture.

Entities of Bosnia and Herzegovina
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Adriatic Sea
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Figure 6. Map of the Federation of Bosnia and Herzegovina 15 January 2023

Bosnian Croat nationalists argue that the Bosniak majority in the Federation
marginalises them politically (SwissInfo, 2022). The Croatian National Assembly
(HNS) has warned that it will promote its own autonomy if the electoral law is not
reformed (Reuters, 2022). Although the Croatian proposal officially aims at greater
autonomy and not secession, it shares with the RS strategy the tactic of invoking the
creation of a new entity to gain influence or press for reforms, adding instability to
the Balkan mosaic.

In short, the two flashpoints—Northern Kosovo and the threat of Bosnian
fragmentation—are interconnected by a network of competitive alliances that make
the area a veritable grey zone. Serbia projects its power in northern Kosovo and
supports Banja Luka to expand its cross-border influence. Hungary, as an internal
spoiler within the EU, offers diplomatic cover and blocks sanctions, while Moscow

uses the Balkan chessboard as leverage to pressure the EU and NATO.

At the opposite end of the spectrum, Croatia, Albania and Kosovo converge on
common interests, tacitly endorsed by KFOR and the EU’s civilian dimension.
Zagreb could exploit Bosnian Croat discontent to counterbalance Serbian expansion,
while Tirana and Pristina seek to avoid a partition that would take Gazivoda away
from them and alter the border status quo.

Under this scheme of cross-alliances, a localised outbreak—a confrontation in
Leposavi¢ or the collapse of the Bosnian judicial system—could trigger reputational
commitments. Belgrade would be forced to defend its co-religionists; Zagreb and

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 459 to 490




Sebastian Chumbe Western Balkans between opposing blocs: military alliances...

Tirana would try to prevent territorial changes; Budapest, a member of the EU and
NATO, would complicate a Western consensus.

Thus, latent crises today could metamorphose into interconnected conflict,
recalling that in the Balkans a local spark already triggered the First World War.
Regional stability will depend on the ability of the European Union and NATO to
maintain credible deterrence and channel disputes into negotiating frameworks that
prevent the escalation of these opposing alliances, an issue that will be addressed in
the following section.

4.3 Containment factors

Although the flashpoints of tension in Northern Kosovo and Bosnia and
Herzegovina are approaching critical thresholds, it is worth emphasising the continued
existence of a network of containment mechanisms. Stability in the Balkans does not
rest solely on the will of local actors, but on a multi-level deterrence architecture
that combines European diplomacy, economic interdependence and strategic military
presence. Rather than the absence of open hostilities, the region is sustained by a
dynamic of ‘monitored containment.

The European Union (EU) has played the role of principal facilitator of dialogue
between Serbia and Kosovo since the signing of the Brussels Agreements in 2013.
Within this framework, agreement was reached, among other things, on the creation
of the Association of Serbian Municipalities (ASM), the incorporation of Serbian
police structures in northern Kosovo under the jurisdiction of the Kosovar Ministry
of the Interior—with a Serbian regional commander—Serbia’s de facto recognition
of Kosovar institutions in that region, and a mutual commitment not to block each
other’s European integration processes (United nations, 2013).

The Brussels Agreement placed Serbia in a more favourable position to advance
in the accession negotiations, a process it entered as a candidate country in 2009
(Martinez, 2009). Similarly, the prospect of EU membership is the main normative
incentive for Bosnia and Herzegovina, an official candidate since 2016 (Europa Press,
2016), and for Kosovo, which submitted its formal application in 2022 (Zemeno,
2022). It is clear that none of these states will be able to complete the accession process
while territorial disputes and political instability persist.

The EU has also played a direct role in crisis containment. Following the
shooting in Banjska in September 2023, Brussels sent Special Representative
Miroslav Lajé¢dk, whose mediation helped to defuse the warmongering rhetoric in
Belgrade and Pristina and re-establish the logic of immediate dialogue (Bajrami
and Semini, 2023).

In 2023, a new normalisation agreement, known as the Ohrid Plan, was also
reached, whereby the parties agreed to mutually recognise official documents,
committed not to block each other in international forums, and agreed to cooperate
on energy and telecommunications (Parlamento Europeo, 2023). All these advances
were again led under the auspices of the EU.
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Finally, the Union complements its diplomatic action with economic incentives:
in 2023, it announced a €6 billion package for the Western Balkans, earmarked for
Albania, Bosnia and Herzegovina, Kosovo, Montenegro, North Macedonia and Serbia
(Comisién Europea, 2023b). In short, the EU is not only a mediator; it constitutes
the institutional and regulatory framework within which even the most nationalist
actors project their expectations of economic modernisation and legitimise their own
political agendas.

4.3.1 Role of the European Union as a structural mediator

Unlike ideological discourses or historical loyalties, macroeconomic indicators
reveal an indisputable reality: the European Union is by far the main trading partner,
investor and financial donor of Serbia, Kosovo and Bosnia and Herzegovina. This
interdependence structures local economies and acts as a silent mechanism of
containment against possible conflicts.

In Serbia, more than 70% of foreign direct investment comes from EU Member
States, with Germany, Austria and Italy leading the way. Notable examples include
the Belgrade-Nis railway corridor, financed by a €2.2 billion package of EU loans and
grants (Transport Community, 2023), and the more than €800 million allocated to
the modernisation of 190 kilometres of the pan-European motorway that will connect
the EU-Aegean axis, consolidating Serbia as a regional logistics hub (WBIE, 2025).

Belgrade’s deep integration into EU-sponsored assistance, infrastructure and
development mechanisms not only modernises its economy, but also anchors it to
EU regulatory standards and continental supply chains. Breaking these ties would
entail political and macroeconomic costs that would be difficult to bear, even for a
nationalist leadership.

From the perspective of complex interdependence, Serbia’s ability to resort to force
or escalate violence in Kosovo is constrained by the credible threat that Brussels will
delay or reschedule aid flows, which are vital for Serbian growth and fiscal stability.

By contrast, ties with the Russian Federation—despite pan-Slavic aflinity, shared
Orthodoxy, and a history of support in the Kosovo war—lack a comparable structural
economic counterweight. Consequently, the incentives provided by the EU function
as a pragmatic safety net: Belgrade can exploit its proximity to Moscow rhetorically,
but it is unlikely to risk the financial and regulatory anchorage that binds it to Brussels.

4.3.2 Military deterrence and international presence

In a region historically marked by identity conflicts, porous borders and recent
memories of violence, the mere expectation of international military intervention
alters the strategic calculations of local actors. Unlike other areas of global tension,
the Western Balkans maintain a permanent military presence under multilateral
mandates, whose objective is not only to prevent the resumption of hostilities, but
also to preserve a minimum status quo of stability.
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In this context, deterrence is not limited to the physical deployment of force, but
is based on the credibility of its use. Both NATO and the European Union play a
central role as guarantors of security, not only in military terms, but also in political
and symbolic dimensions.

In the case of Kosovo, the Kosovo Force (KFOR) mission, a NATO-led
multinational force, was deployed on 12 June 1999, two days after the adoption of
UN Security Council Resolution 1244 (United Nations, 1999). It currently consists
of approximately 4,500 troops from thirty-three countries (OTAN, 2025) and its
mandate focuses on ensuring a secure environment and freedom of movement for all
communities in Kosovo.

The possibility of a Serbian military incursion into Kosovar territory is severely
limited by the presence of KFOR and its ability to respond immediately to threats to
stability. This has been evident on several occasions, such as during the crisis between
2011 and 2013, when KFOR troops intervened in response to Serb-Kosovar protests in
the north (RFERL, 2011), or during the incidents of 2023, when Prime Minister Albin
Kurti requested additional reinforcements on the border with Serbia (ApNews, 2023¢).

Complementing this international presence, the US base at Camp Bondsteel,
located near Ferizaj in Kosovar territory, provides an additional element of strategic
deterrence. Established in June 1999 following NATO’s intervention, this facility
operates as a logistics and command centre within the operational framework of
the KFOR mission. In September 2022, troops stationed at the base were deployed
in tactical exercises in response to the possibility of a deterioration in security in
northern Kosovo (Siebold, 2022).

In May 2025, KFOR conducted joint manoeuvres with the United States National
Guard (Wajler, 2025), demonstrating effective interoperability between military and
civilian components. Camp Bondsteel thus symbolises a cohesive and functional
military presence, reinforcing the message to Belgrade that any attempt at escalation
would be met with a forceful response from a coalition organised under NATO
mandate.

In Bosnia and Herzegovina, the EUFOR Althea mission acts as guarantor of
the implementation of the Dayton Accords. This force originated in 1995 as the
Implementation Force (IFOR), established by UN Security Council Resolution 1031
(United Nations, 1995c). During the first months of the post-conflict period, IFOR
succeeded in preventing the resumption of hostilities.

In 1996, IFOR was succeeded by the Stabilisation Force (SFOR), created by
Resolution 1088 (United Nations, 1996). Its functions included the arrest of war
criminals, such as Bosnian Serb General Radislav Krsti¢, who was detained in
December 1998 and handed over to the International Criminal Tribunal for the
former Yugoslavia (IRMCT, 1998), as well as the disarmament of militias and the
seizure of illegal arsenals, such as in Han Pijesak in October 2001 (OTAN, 2001).

In 2004, SFOR was replaced by EUFOR Althea under Security Council
Resolution 1575 (United Nations, 2004). By that date, a unified Bosnian army had
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been established and inter-ethnic violence had decreased considerably. The reduction
in troop numbers, from sixty thousand in 1996 to seven thousand in 2004, reflected
this development. However, EUFOR continues to operate as a stabilising factor,
particularly in the face of signs of separatist tension (EUFOR, 2025).

In this regard, following the ruling against Milorad Dodik, the European Union
decided to reinforce EUFOR Althea with four hundred additional troops, anticipating
a possible attempt at institutional breakdown or localised unrest (Hajdari, 2025).
NATO, for its part, has reiterated its support for this mission in the event of an
escalation of tensions (Bne Intellinews, 2025).

In conclusion, military deterrence in the Western Balkans is not merely symbolic,
but an active risk management tool. The continuity of missions such as KFOR and
EUFOR Althea, together with strategic infrastructure such as Camp Bondsteel, form
a multinational network of physical presence and immediate response capability. This
security architecture prevents unilateral actions and raises the political and strategic
cost of any attempt at escalation, thus preserving a still fragile but functional balance
in the region.

5. Conclusions

This article has shown that the relative stability of the Western Balkans is not due
to the overcoming of historical tensions, but to the existence of multiple containment
mechanisms operating at simultaneous levels. From a theoretical perspective, the logic
of the balance of power, the concept of the grey zone and complex interdependence
allow us to understand the persistence of antagonistic blocs, as well as the fragility of
the regional order.

Empirical analysis revealed two emerging coalitions: the Kosovo—Albania—Croatia
axis, oriented towards the Atlantic, and the Serbia—Hungary—Republika Srpska
axis, with Eurosceptic leanings and links to Moscow. Although these configurations
generate risks of escalation, their open confrontation is mitigated by three key
factors: the deterrent power of NATO and the EU (KFOR, EUFOR Althea, Camp
Bondsteel), normative and economic pressure from Brussels, and the high costs of
disrupting the network of regional interdependencies.

In short, the Balkans continue to inhabit a liminal space between peace and conflict.
Preventing a new war depends not so much on reconciliation as on maintaining a
multi-level architecture of surveillance, deterrence and external engagement, whose
resilience will be key in the face of future outbreaks of tension.

In response to the central question of whether the consolidation of these
antagonistic blocs increases the risk of armed conflict, this possibility does exist as
it reactivates historical fractures and deepens antagonistic geopolitical alignments,
especially in Northern Kosovo and the Republika Srpska.

However, this risk remains contained, but not eradicated, thanks to international
military deterrence, regional interdependence and economic pressure from the EU.
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Therefore, the hypothesis is partially confirmed: the risk exists and is structural, but
its immediate realisation is hampered by an external architecture of containment,
which, until now, has prevented open escalation.

Precisely in order to strengthen this precarious balance, it is recommended that
a dual approach be reinforced, combining greater economic integration with the
European Union and credible but proportionate military deterrence. Firstly, it is a
priority to accelerate the tangible benefits of the accession process through visible
investments in infrastructure, education and youth employment. These initiatives
must be widely disseminated at the local level in order to improve public perception
of the EU’s role as a legitimate mediator. Linking socio-economic development
with regional cooperation can weaken the nationalist narrative and foster a logic of
transnational co-responsibility.

Secondly, the secessionist rhetoric of leaders such as Milorad Dodik and recent
incidents in North Kosovo highlight the need to strengthen international vigilance
and presence, in particular through EUFOR and KFOR, with precise mandates
and expanded operational capabilities. However, this presence must be projected as
a guarantor of stability and not as an occupying force, in order to avoid fuelling
perceptions of grievance.

It is also recommended that formal and second-level diplomatic channels be
strengthened, promoting dialogue between communities and political elites. European
aid must be linked to the fulfilment of peace commitments, without neglecting the
economic sustainability of fragile contexts. Finally, economic interdependence should
be used as a stabilising mechanism, promoting cross-border projects that generate
reciprocal costs in the event of any escalation, thus anchoring local interests to
regional stability.
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Abstract

This paper analyses economic Islamism based on the Iranian experience
after the 1979 Revolution, focusing on the theocratic conception of
power formulated by Ayatollah Ruhollah Khomeini in his doctrine
of Velayat-e Faqgih. According to this doctrine, the preservation of
the Islamic state takes precedence over any religious duty or moral
imperative. The research asks whether the Islamisation of the economy
constitutes a viable model of economic organisation or whether, on
the contrary, it operates as an ideological strategy aimed at legitimising
political power. To this end, the tensions between Islamic economics
and modern social sciences are examined. The study is based on a
comparative documentary analysis, supported by the analysis of
primary and secondary sources. The study concludes that economic
Islamisation in Iran does not offer a solid alternative to current economic
systems. Instead of promoting inclusive and sustainable development,
the model has tended to consolidate structures with authoritarian and
exclusionary features, limiting innovation, restricting epistemological
pluralism and favouring increasing social fragmentation, which poses
serious challenges for the articulation of more just, inclusive and
rational economic models.
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1 Introduction

his research offers an analysis of economic Islamism, focusing on the case

study of Iran after the 1979 Revolution. The starting point is the conception of

political Islam formulated by Ayatollah Khomeini in Velayat-e Faqih (1970).
According to this doctrine, the state is one of the fundamental principles of Islam, and
this guiding principle prevails over all others (Khomeini, 1999).

Various authors have questioned this Islamisation of the social and economic
sciences, from the imposition of religious authorities without academic training in
university and administrative spaces to the restriction of critical debate. In the words
of Sorush (2010), ‘this Islamisation aims to be the last trench against secularisation,
as it lacks methodological support by not incorporating modern analytical tools. In
this context, the exclusion of dissenting voices favours a discursive monopoly that
hinders the advancement of scientific thought. The official perspective, as pointed out
by Khamenei (2009)" , accuses Western social sciences of being based on materialism
and atheism. This position seems to reflect more a fear of political secularisation than
a solid epistemological alternative.

Political Islam, as has been the case throughout history with other religions and
states in the past, has been linked to expansion by force. According to Zarrinkub
(1957), conquered peoples were reduced to conditions of civil and social inferiority,
and the Muslim faith determined access to property and basic rights. This logic
finds continuity in certain currents of contemporary Islamism, where concepts such
as jihad and struggle are interpreted by some groups as legitimate means to achieve
spiritual rewards and consolidate political and economic influence.

In this context, the Islamic economy is presented as an alternative to current economic
systems, although it has not yet developed its own method based on scientific criteria.
The study of economic Islamism is relevant because it proposes a unique model that
aims to present itself as an alternative to contemporary economic systems, but which
in practice generates profound contradictions between theory and reality. The Iranian
experience illustrates how, in certain contexts, the subordination of the economy to
religious and political priorities can contribute to the emergence of structural challenges
in development, as well as to phenomena of social exclusion and institutional weakness.
Furthermore, academic analysis of this model opens up a broader debate on the
relationship between religion, politics and economics in contemporary contexts.

In this context, the question guiding this research is: to what extent can the
process of Islamisation of the economy in Iran be considered a viable model of
economic organisation, or does it mainly respond to an ideological strategy aimed
at legitimising and maintaining political power? To answer this question, the work
is structured through an analytical progression from the general to the specific.

1 ‘Many disciplines in the humanities are based on philosophies founded on materialism and disbelief
in divine and Islamic teachings. Teaching them causes a lack of faith in divine and Islamic teachings’
(Khamenei, 2009).
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Following the introduction, the methodological approach used and the criteria for
selecting primary and secondary sources are presented. Next, the theoretical and
historical framework situates economic Islamism in relation to the classic debates on
religion and economics. On this basis, the text develops three blocks of analysis: first,
the tension between Islamic economics and modern social sciences; second, concrete
economic practice in Iran, with special attention to the financial system, property,
and the patronage network; and third, the ideological foundations and their structural
consequences, synthesised through comparative tables. Finally, the discussion and
conclusions summarise the main findings, contrasting them with alternative models
and proposing lines of future research.

2 Methodological approach

This research adopts a comparative and analytical approach to economic Islamism
in Iran, contrasting official discourse with its practical application in the post-
revolutionary context. This approach allows us to identify the tensions between
religious ideology and economic rationality, as well as the structural consequences
that derive from this contradiction.

From a methodological point of view, a documentary analysis of primary sources is
used, including speeches by religious leaders, the Constitution of the Islamic Republic
of Iran, legal texts and institutional communiqués, as well as secondary sources such
as specialised academic literature, critical studies and contributions by Iranian and
Western authors. This strategy allows for an analysis of economic Islamism as a device
for political legitimisation, beyond its doctrinal formulation.

The methodological approach is part of the tradition of ideological and discursive
analysis, based on the premise that economic practices are deeply linked to the
symbolic and normative frameworks that underpin them (Thompson, 1990). From
this perspective, it is argued that economic Islamism is not an economic theory in the
strict sense, but rather an ideological construct aimed at normalising the economy
from a theological perspective. To address this dimension, tools of critical discourse
analysis (Fairclough, 1992) are used to explore how power relations, exclusion and
legitimisation are articulated in political-religious language.

A historical-comparative perspective is also incorporated, which allows economic
Islamism to be contextualised in relation to other models of economic organisation
such as liberalism and centralised planning, as well as experiences of modernisation
in other Muslim countries. To this end, analytical criteria have been established
that structure the comparison around key thematic axes, such as the conception of
property, the principle of scarcity, the role of the state, the inclusion of minorities,
the epistemology of knowledge and the instrumentalisation of coercion in processes
of political-religious legitimation. These criteria are applied systematically in the
comparative tables included in sections 5 and 6, allowing us to visualise the structural
differences between the Iranian model, economic liberalism, centralised planning,
and other religiously based moral economies such as the Catholic and Protestant
models and economic Buddhism.
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This methodological strategy not only facilitates the identification of ideological
patterns, but also enriches the analysis by placing economic Islamism in a broader
framework of normative alternatives. This comparison does not seek to establish
normative hierarchies, but rather to highlight the possible structural limitations of
the Iranian model in the face of contemporary challenges of inclusion, efficiency and
pluralism.

The theoretical framework draws on classical and contemporary authors who have
reflected on the relationship between religion, economics and power. Weber (1905)
contributes the notion of religious rationalisation, which is useful for understanding
how certain doctrines can influence economic organisation. Polanyi (1957) introduces
the concept of the ‘embeddedness’ of the economy in social and cultural structures,
which allows us to analyse the subordination of the economic to the religious in
Islam. Robbins (1932) defines economics as the science that studies the allocation of
scarce resources, which is key to critically evaluating the denial of scarcity in Islamist
discourse. Finally, Huerta de Soto (2005) offers a liberal perspective on the role of
business, market efficiency and the risks of ideological interventionism, which allows
us to understand the practical consequences of the Iranian model.

This methodological approach allows us to analyse economic Islamism not only as
a normative doctrine, but also as a system of power that affects economic rationality,
social inclusion and institutional viability. The combination of empirical analysis,
theoretical reflection and comparative contrast seeks to offer an evaluation of the
Iranian model, in dialogue with contemporary social sciences and with the principles
of justice, pluralism and rationality that guide modern economies.

In terms of the source selection strategy, priority has been given to those with
a direct impact on the institutionalisation of the model after the 1979 revolution.
In the case of secondary sources, academic studies published in indexed journals
and monographs of recognised prestige, by both Iranian and Western authors, were
selected. The validity criteria were based on theoretical relevance, the topicality of the
debate and presence in international academic literature. This dual selection sought
to ensure a balance between the internal voice of Islamism and external critical
perspectives. In the case of Iranian authors, priority was given to intellectuals with
a recognised track record in the debate on the Islamisation of knowledge. Likewise,
critical voices from within the Iranian system itself have been incorporated, providing
access to an internal and nuanced view of the phenomenon under study. This choice
seeks to avoid an exclusively exogenous or Westernised reading of economic Islamism
and to ensure a balanced analysis that considers both doctrinal justifications and
objections raised by contemporary Islamic thought.

3 Theoretical and historical framework

This section develops the theoretical and historical framework within which
economic Islamism is situated, in order to place the object of study within the
broader academic debates on the relationship between religion and economics. First,
it presents the general theoretical foundations that, from sociology, anthropology
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and secularisation theory, have enabled us to understand the role of religion in
shaping economic life. These classical and contemporary approaches, from Weber
and Durkheim to Casanova, Polanyi and lannaccone, provide an indispensable
conceptual background for interpreting the emergence of economic Islamisation
projects. Secondly, the specific context of Iranian Islamism is addressed, analysing the
ideological formulations that underpin it, in particular the theocratic conception of
power defended by Khomeini, the practice of tagiyya (ketman), the logic of religious
exclusion and the proposal for a third economic way developed by Al-Sadr (1961). This
overview provides an understanding of both the historical roots and the normative
nature of the Islamic economy in Iran, paving the way for an examination, in the
following sections, of contemporary critiques of its scientific and practical viability.

3.1 General foundations

The relationship between religion and economics has been the subject of reflection
since the origins of modern social sciences. The classics of sociology and economics
have already emphasised that economic systems cannot be understood in isolation,
but are deeply conditioned by the values, beliefs and institutions of each society.
In this sense, economic Islamism can be understood as part of a broader debate on
the role of religion in shaping social life and, in particular, in organising economic
activity.

Weber (2001), in his famous work 7he Protestant Ethic and the Spirit of Capitalism,
showed how certain religious values, such as work ethic, asceticism and the moral
rationalisation of everyday life, had a decisive influence on the emergence of modern
capitalism. For Weber, Calvinist Protestantism contributed to generating an attitude
towards work and accumulation that made possible the development of a rationalised,
profit-oriented economic system. Although the Islamic case is very different, Weber’s
approach invites us to consider how religious conceptions can legitimise or condition
certain forms of economic organisation. Durkheim (1993), for his part, analysed
religion as a total social fact that structures collective life, generating norms, values
and solidarity. From this perspective, religion not only influences the economy
indirectly, but also constitutes the basis for forms of cooperation and redistribution.
The notion of ‘mechanical solidarity’ (Durkheim, 1893) can help us understand
how, in traditional contexts, religion articulates economic practices that reinforce
group cohesion. This concept is based on the idea of social cohesion in traditional
or primitive societies, where individuals share very similar values, beliefs, customs
and roles. Durkheim contrasts mechanical solidarity with organic solidarity, which
appears in modern, industrialised societies. In these societies, cohesion is based on the
interdependence between individuals with specialised and differentiated functions.
Collective consciousness is weaker, but cooperation occurs out of mutual necessity.

Later, Parsons (1966) revisited this line of thinking to propose that economic
systems are always embedded in a normative-cultural framework that legitimises
institutions and guides social action. According to Parsons, religions offer a system
of values that stabilises expectations in economic exchange, reinforcing trust and
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cooperation. This is particularly relevant in the case of Iran, where religion acts not
only as a moral framework but also as the organising principle of the economic-
political system.

The literature on secularisation also provides a useful framework for understanding
the Islamisation of the economy. According to Berger (1967), modernity tends to
reduce the role of religion in social life, shifting its influence to the private sphere.
However, as Casanova (1994) has pointed out, this process is neither linear nor
irreversible: in many contexts, religions have responded to modernity through
processes of ‘deprivatisation’, that is, by actively reinserting themselves into public
and political life. Islamism can be interpreted as a reaction of this kind: in the face
of secular modernisation, it seeks to reinstate religion as the guiding principle of
social organisation, including the economy. From this perspective, the Islamisation
of the economy in Iran is not an isolated phenomenon, but part of a global dynamic
in which religions are reclaiming their ability to order social life in the face of the
challenges of modernity.

In parallel, economic anthropology offers tools for understanding the specificity of
economic Islamism. Polanyi (1957) argued that in pre-modern societies, the economy
was embedded in social, political and religious institutions, and that it was only in
modernity that a progressive separation between economy and society took place.
Dalton (1976) and other authors expanded on this idea, showing that categories
such as ‘scarcity’, ‘market’ and ‘efficiency’ are historical constructs, not universal
realities. Islamic economics, being based on normative and religious principles, can
be understood as an attempt to maintain this relationship, refusing to accept the
autonomy of the economy as a separate sphere.

Another relevant approach is that of the economics of religion, developed in
recent decades from rational choice theory. Iannaccone (1998) argues that religious
behaviour can be analysed using the same tools as other areas of social action,
considering individuals as agents seeking to maximise spiritual and social benefits
in relation to costs and constraints. From this perspective, religious institutions can
operate strategically to preserve the loyalty of believers, offering symbolic goods in
exchange for obedience and material contributions. Applied to the Iranian case, this
framework allows us to interpret economic Islamism not only as a moral doctrine,
but also as a mechanism for controlling and mobilising resources for the benefit of
religious elites.

Contemporary political theory has also addressed the link between religion and
economics. Authors such as Habermas (2008) have highlighted the persistence of
religion in the public sphere, pointing out that, far from disappearing, religions
continue to offer frameworks of meaning that influence social and economic
debates. In this context, Islamism represents a particular form of ‘public religion’
which, beyond contributing values, seeks to directly regulate economic and political
organisation.

Taken together, these perspectives allow us to broaden the theoretical framework of
economic Islamism in Iran. From Weber to Casanova, via Polanyi and the economics
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of religion, we can see that the articulation between religion and economics is not
an Islamic anomaly, but a recurring possibility in various historical contexts. What
is distinctive about Iranian Islamism is that it takes this articulation to its ultimate
conclusion, subordinating the economy to religious principles and using it as a central
component in the construction of political legitimacy.

3.2 Foundations of economic Islamism

Economic Islamism, as articulated in Iran since the 1979 revolution, is based on
a theocratic conception of power that guides all spheres of social life, including the
economy, towards religious principles, subordinating its functioning to religious
authority. This vision finds its most influential formulation in the work of Ayatollah
Khomeini, particularly in his political-legal treatise Velayat-e Fagih (1970). According
to Kadivar (2023), the absolute guardianship of the jurist (velayat-e faqih al-mutlaqa)
maintains that the jurist has broad powers in the administration of society, with the
aim of applying the religious principles of Islam. From this perspective, the jurist
can even suspend religious, moral or legal norms if he deems it necessary to preserve
the interests of the Islamic state. In this model, the government of the religious
guardian takes precedence over other normative sources, including religious, moral
or constitutional laws. This interpretation of velayat-e faqih represents a particular
view of Ayatollah Khomeini and some of his disciples, implemented after the Islamic
Revolution of 1979 and maintained by his successor in the current Islamic Republic of
Iran. Kadivar criticises this conception as incompatible with the principles of justice,
rationality and popular sovereignty present in Islamic thought, and for favouring a
concentration of religious power with authoritarian features.

The logic of political Islamism is articulated around a series of key concepts that
contribute to justifying the subordination of different social spheres to religious
power. One of the most relevant is that of zagiyya (Ketman), traditionally understood
as ‘dissimulation’ and deception in defence of Islam, but which in the context of the
Iranian regime has been reinterpreted as a tool of governance. This practice, which
originally served to protect Shiite minorities from persecution, has evolved into a
political strategy that allows tensions between religious discourse and institutional
practice to be managed. In the name of preserving Islam, certain discursive
ambiguities are tolerated, dissent is restricted and ethical principles are relaxed, raising
questions about the normative coherence of the model. As Khomeini (1999) points
out, ‘when Islam is in danger, everything is permitted’, a statement that has been
interpreted by some sectors as legitimising the relaxation of certain ethical principles
in order to preserve the Islamic order. According to various perspectives, this logic
has contributed to the emergence of dynamics that affect institutional transparency,
erode social trust, and weaken the economic fabric.

Faith, in this context, is not limited to a spiritual experience, but acquires a political
dimension by becoming a criterion for inclusion or exclusion within the political-
economic system. Only those who demonstrate loyalty to the regime have preferential
access to resources, jobs and rights, while non-Muslims or those considered doctrinally
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deviant are treated with restrictions that limit their full participation in public life
(Lewis, 2002). In this context, the economy is configured as an instrument of ideological
consolidation, geared more towards guaranteeing the hegemony of political Islam
than towards social welfare. This contradiction becomes evident when contrasting the
promises made by Khomeini himself upon his return from exile in 1979, when he
assured that, under the new Islamic order, the most disadvantaged sectors would have
free access to water, electricity and transport (IranWire, 2021). These social promises,
aimed at garnering popular support, were subsequently displaced by a more restrictive
political-religious project. Khomeini’s famous phrase, “We did not make a revolution
to lower the price of melons [...]" (Dabashi, 2006), clearly summarises the primacy
of ideological objectives over material demands, revealing a conception of economic
power subordinate to the consolidation of the theocratic regime.

This subordination of economic power is also reflected in the Iranian Constitution.
For example, Article 43 prohibits waste, while Article 49 establishes situations in which
property can be confiscated, not only that obtained through procedures considered
illegal by Westerners, but also through usury or uncultivated land. Property, in this
framework, is not conceived as a right, but as a divine grace (Farrah-ye Izadi), a
privilege that can be taken away by the political-religious authority. After the 1979
Revolution, this conception served as justification for confiscating not only the
property of the Shah’s family, but also that of all individuals or legal entities that
the new regime considered to have collaborated in some way with the deposed
monarch. This conception raises a question about long-term planning: if there are no
guarantees of property rights, what is the point of working and accumulating assets
to pass on to future generations? Thus, it becomes clear once again how the economy
is subordinated to the ideological objectives of the regime, rather than to the material
well-being of the population.

The historical roots of this concept date back to an idealisation of the Islamic past,
especially the Arabia of the Prophet Muhammad. The ideologues of economic Islamism,
such as Al-Sadr, have attempted to construct an Islamic economy based on principles
drawn from medieval contracts and the commercial practices of early Islam. In his work
Our Economy, Al-Sadr (1961) proposes a third way between liberalism and centralised
planning, based on social justice, the prohibition of usury (riba) and the redistribution
of wealth. However, this proposal has methodological limitations with regard to modern
economic institutions. As some approaches in economic anthropology point out, pre-
modern economies did not know concepts such as competitive markets, productive
efficiency or profit maximisation (Polanyi, 1957; Dalton, 1976). Islamic economics,
according to its advocates, is based on religious texts and the idealisation of social
structures that no longer exist in the contemporary context.

3.3 Contemporary debates on the Islamisation of the economy

Having reviewed the general foundations of the relationship between religion and
economics, as well as the ideological basis of economic Islamism in the Iranian case, it
is pertinent to address the debate that this model has sparked in academia.
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The idea of Islamising the sciences emerged in the 1980s, when Hosseini founded
the Academy of Islamic Sciences with the aim of incorporating Islamic principles into
various disciplines, from economics to physics. Hosseini argued that the experimental
sciences and modern humanities, developed in Western contexts, reflect a worldview
centred on human interests rather than the search for universal truth. He therefore
considered that Western knowledge is not neutral but oriented towards specific ends,
and that it should be reformulated in the light of an epistemology inspired by Islamic
values. This proposal poses an epistemological challenge by attempting to reconcile
contemporary scientific knowledge with normative frameworks derived from religious
tradition (Ladier-Fouladi, 2024).

Amoli Larijani (Jamaran, 2018), current president of the Expediency Discernment
Council of the Islamic Republic of Iran, argues that the thesis of the impartiality of
science corresponds to an outdated conception, typical of 18th-century Enlightenment
thinking. In his opinion, it is unfeasible to separate science from values or ideology,
since all forms of knowledge are influenced by the beliefs and cultural conditions
in which they are produced. He therefore defends the possibility of Islamising the
sciences, arguing that even in the West, currents such as Hans-Georg Gadamer’s
hermeneutics have questioned the positivist idea of a completely objective or neutral
science (Gama, 2021). From this perspective, the Islamisation of knowledge would
not be considered a failure, but rather a long-term philosophical and theological
project that requires greater investment and academic development.

In contrast, former Iranian President Rouhani takes a critical stance on the division
between Islamic and non-Islamic sciences. For him, science is a universal field that
does not depend on ideologies or religious beliefs, and he considers it inappropriate
to seek the origin of each discipline in the Qur'an or Islamic traditions. Rouhani
is ironic about attempts to formulate an ‘Islamic physics’ or ‘Islamic chemistry’,
pointing out that disciplines such as mathematics, physics and algebra are governed
by their own laws that transcend doctrinal differences (Flaquer, 2024).

This debate reflects two opposing views within contemporary Iranian thought: on
the one hand, the theological and culturalist position of Amoli Larijani, who defends an
epistemology anchored in religious values (Ladier-Fouladi, 2024); and on the other, the
rationalist and pragmatic stance of Rouhani, who defends the autonomy of scientific
knowledge from ideology. Ultimately, this discussion reveals a structural tension in the
Islamic Republic’s project: the search for an ‘Islamic’ scientific identity in a globalised
environment marked by Western epistemological paradigms (Flaquer, 2024).

These conflicting views are also reflected in the economic sphere and in public life.
On the one hand, traditional fundamentalists and conservatives, who control vast
resources through foundations or bonyads and contributions from places of worship,
are reluctant to embrace any form of market economy. On the other hand, pragmatic
conservatives and so-called ‘liberals’, although dependent on the state, do not exercise
the same degree of control over resources, which makes them more inclined towards
open-minded positions—within the narrow margins allowed by the Iranian system,
of course.
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Derakhshan (Hadana, 2015), founder and president of the Faculty of Islamic
Sciences and Economics at Imam Sadiq University, argues that the main problem
lies not in the Islamisation of the economy, nor in the need to transform Islamic
jurisprudence, but in modern economic sciences themselves and the way in which
specialists approach these issues. From his perspective, the difficulty lies in economists’
lack of adaptation and deep understanding of Islamic principles, rather than in the
rigidity of religious law itself. This view argues that, in order to move towards a truly
Islamic economy, it is essential for economic experts to develop a more integrated
and contextualised knowledge, rather than attempting to modify the theoretical
foundations of economics or jurisprudence. Various intellectuals, both inside and
outside Iran, have pointed out the epistemological and methodological limitations
of the project of Islamising knowledge, as well as its possible effects on scientific
and social development. These reflections allow us to put the viability of the Islamic
economic model into perspective and understand it not only as a normative proposal,
but also as a political device that presents significant internal tensions.

The lack of methodological rigour has been analysed by numerous Iranian
intellectuals. For Sorush, an Islamic economy cannot be limited to reproducing
formulas inherited from the past, but must be subjected to empirical and analytical
evaluation. Otherwise, he warns, it runs the risk of becoming a dogmatic discourse
that hinders independent thinking and consolidates a closed ideological vision. Along
the same lines, Moghadami (2014) has pointed out that the appointment of religious
authorities without academic training to university and administrative positions has
‘stifled the social sciences’, hindering the construction of a pluralistic and rigorous
debate on the country’s economic challenges. This reflection is echoed by Ayatollah
Alavi Boroujerdi (Ecolran, 2023), who argues that Islamic economics ‘is not classified
as a science and does not possess scientific characteristics’, as it tends to shift ‘what
is’ towards ‘what should be’, which hinders its empirical evaluation and limits its
development as an autonomous discipline. According to Boroujerdi, economics in
Islam must be based on reason and the rational behaviour of intellectuals, filtered
through the general principles of Sharia law. Although he acknowledges the existence
of some religious guidelines (approximately twenty economic principles), he believes
that most decisions should be based on experience and practical logic. Boroujerdi also
questions the authority of religious leaders in economic matters, emphasising that
Islamic jurisprudence can establish ethical standards but cannot generate scientific
knowledge in the strict sense. Within this framework, he advocates delegating
economic management to experts and proposes moving towards a rational economy
based on principles shared by wise minds, beyond ideological labels.

One of the most recurrent observations about Islamic economics focuses on the
tension between its rejection of the notion of scarcity and the practice of wealth
accumulation by certain privileged sectors. From a doctrinal perspective, Islam
maintains that divine creation guarantees abundance and that scarcity is not a real
economic problem, but rather an ideological construct of capitalism (Al-Sadr, 1961).
This view is reflected in the figure of Homo Islamicus, an individual who trusts in
providence and directs his economic actions towards the fulfilment of religious
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duties rather than the rational maximisation of resources. According to Furqani and
Echchabi (2022), this economic agent is defined by his ethical responsibility, his
orientation towards collective well-being and his obedience to revealed principles,
in contrast to the individualism of Homo Oeconomicus. However, as Moghadami
(2014) and Kuran (2008) have pointed out, in practice Islamist regimes promote the
concentration of wealth in the hands of religious figures and merchants allied with
power, generating exclusion and social inequality. Thus, the rejection of scarcity as
a scientific category coexists with a system of privileges and wealth accumulation
that calls into question the principles of distributive justice proclaimed in official
discourse. On the other hand, as Rudnyckyj (2011) warns, neither Homo Oeconomicus
nor Homo Islamicus exist a priori; both are effects of specific historical configurations.
To claim that one of them represents true human nature may limit the development
of a scientific economy.

In short, the theoretical and historical framework of economic Islamism in Iran
reveals a deep tension between religious ideology and the demands of the modern
economy. Contemporary authors such as Sorush, Alavi Boroujerdi and other reformists
have pointed out these contradictions, and in particular Yousefi and Abizadeh, in Az
Essay on Economics and Ideology: The Case of Iran, have analysed how many of the
economic problems following the Revolution cannot be explained solely by structural
factors, but are conditioned or intensified by an ideology that shapes social and
economic orders beyond pragmatic criteria. From this perspective, it can be seen that
under ideological influence, principles of efficiency are sacrificed, income distribution
is distorted, and collective welfare objectives are subordinated to political-religious
goals, to the detriment of more universal scientific and economic approaches. These
observations not only highlight the internal tensions of the model, but also open the
door to a broader reflection on the need to de-ideologise the economy and recover its
scientific, pluralistic and common welfare-oriented dimension.

4 Islamic economics vs. social sciences

The emergence of Islamic economics as an autonomous discipline within political
Islam has sought to offer an alternative to existing economic systems. However, this
proposal has generated significant tensions with modern social sciences, especially with
regard to its methodology, its conception of the economic subject and its relationship
with epistemological pluralism. The result has been an ideologised economy with
little connection to the fundamental principles of economic science and difficult to
reconcile with the analytical frameworks of contemporary social sciences.

According to Al-Sadr (1961), Islam proposes an economic model based on
principles of social justice, redistribution of wealth and the prohibition of
usury (riba). This conception, however, is constructed mainly from a normative
interpretation of religious texts, rather than from an empirical theory supported by a
systematic methodological apparatus. As Kuran (2008) points out, Islamic economics
did not initially emerge as a scientific discipline in the strict sense, but rather as an
ideological response aimed at counteracting the cultural and economic influence of
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the West and strengthening the role of religious leaders in Muslim societies. In this
context, its evolution has been deeply intertwined with political dynamics rather than
conventional scientific developments.

By adopting a critical stance towards some of the fundamental tenets of modern
economics, Islamic economics occupies a unique position within the spectrum of
social sciences. One of the most significant points of tension lies in its rejection of
epistemological pluralism. The so-called ‘Islamisation of knowledge’ tends to privilege
a unified worldview based on specific interpretations of Sharia law, which can limit
the incorporation of alternative approaches. Sorush (2010) interprets this attitude as a
manifestation of concern about the effects of secularisation and critical thinking,.

In the case of Iran, the implementation of this vision has had significant implications
for the development of the social sciences. Several studies point out that the emphasis
on a single ideological perspective has contributed to an environment marked by
censorship, self-censorship and restrictions on academic freedom, hindering the
production of rigorous and pluralistic knowledge (Rahbari, 2024). This situation
has limited the country’s ability to generate accurate economic diagnoses, design
evidence-based public policies, and establish independent evaluation mechanisms. As
a result, academic institutions run the risk of prioritising ideological reproduction
over scientific research (Beidollahkhani, 2025).

From a theoretical point of view, Islamic economics faces additional challenges.
In many cases, it lacks a systematic theory of value, capital, or the market that would
allow it to accurately address contemporary economic phenomena. Its categories tend
to be normative or ethical in nature, and its discursive style is closer to a doctrinal
exposition than to analytical argumentation. As Polanyi (1957) points out, pre-
modern economies did not develop formal economic theories, as they did not face
phenomena such as inflation, unemployment or economic growth. In this sense,
Islamic economics, based on principles derived from different historical contexts,
faces difficulties in responding to the challenges of a globalised, complex and
technologically advanced economy.

The divergence between Islamic economics and modern social sciences is also
evident in their epistemological foundations. While the latter are based on empirical
observation, the formulation and testing of hypotheses, and peer review, Islamic
economics relies on the exegesis of sacred texts and the authority of religious scholars.
This difference transcends the methodological and reaches the ontological: for certain
Islamist approaches, true knowledge is revealed, eternal and sacred, in contrast to the
scientific view that conceives it as contingent, revisable and subject to debate. Sorush
(2010) summarises this perspective by pointing out that ‘Islamisation seeks to deduce
the social sciences from Islamic texts, arguing that everything necessary for human
beings exists in those texts’. This conception can hinder the development of a critical,
open and pluralistic economic science.

The limited scope for epistemological pluralism also has political implications. The
Islamisation of the economy is not limited to an intellectual project, but can function
as a strategy for legitimising power. By presenting Islamic economics as the only
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legitimate form of economic organisation, public debate is restricted and the space
for dissent is reduced. As Huerta de Soto (2005) warns, systems that limit free human
interaction and entrepreneurial initiative tend to generate dynamics of inefficiency,
corruption and repression. The figure of the Wa/i Fagih, or supreme leader, represents
a synthesis between religious authority and economic control. According to Namazi
(2005), this figure possesses a legitimacy of divine origin that allows him to intervene
in all areas of economic life, giving the state a predominant and exclusive role in the
management of resources. This concentration of power can hinder the development
of competitive markets, innovation and economic autonomy, thus perpetuating a
structural dependence on the state apparatus.

Against this backdrop, the social sciences offer an alternative based on empirical
analysis, diversity of approaches and the exercise of rational criticism. Economics, as
a scientific discipline, cannot be reduced to religious morality or political ideology. Its
object of study is human action in contexts of scarcity, and its purpose is to understand
the mechanisms that allow for the efficient and equitable allocation of resources. As
Robbins (1932) points out, economics does not prescribe ends, but analyses the means
to achieve them. Confusing economics with ethics or religion implies ignoring its
specificity as a social science.

In this context, Sorush’s (2010) position takes on particular relevance. For this
author, the Islamisation of knowledge not only represents an epistemological
limitation, but also a threat to intellectual freedom. Science, he argues, requires
an environment where plurality of ideas and the possibility of dissent are not only
allowed, but encouraged. By avoiding dialogue with other schools of thought, Islamic
economics runs the risk of becoming a closed system, unreceptive to criticism and
interdisciplinary exchange.

This tension between a revealed epistemology, characteristic of political Islamism,
and an empirical epistemology, characteristic of modern social sciences, poses
significant challenges. As Weber (1905) warned, the rationalisation of social life
requires empirical methods and verifiable criteria, which are incompatible with an
exclusive dependence on religion. Polanyi (1957) complements this view by pointing
out that economics, as an institutionalised activity, must be analysed in its historical
and cultural context, which requires an epistemological openness that can hardly
coexist with dogmatic approaches. These tensions not only affect the theoretical
formulation of Islamic economics, but also have practical implications, as evidenced
by Iran’s economic experience since the 1979 revolution.

The following section will examine in greater detail the institutional and
macroeconomic effects of this approach in Iran, including the banking system,
patronage networks and public policies, with the aim of illustrating the empirical
consequences of the Islamisation of knowledge.

5 Economic practice in Iran

Based on the logic developed in section 3, we now propose to examine a series
of indicators and specific practices that allow us to evaluate the implementation of
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Islamic economics in Iran: macroeconomic performance, the structure of the financial
system, patronage networks, and regional comparisons.

The economy on which the Islamic Republic of Iran regime is based combines three
fundamental pillars: the traditional bazaar economy; the powerful economic groups
linked to the bonyads—some of them inherited from the Shah period, such as the
Reza Pahlevi Foundation—; and a strong dependence on revenues from hydrocarbon
exports. This hybrid economic structure reinforces the political control of the clergy
and conservative elites, while limiting the development of an autonomous and
competitive private sector.

The country’s economic experience under political Islam reveals significant tension
between the normative principles proclaimed by the Islamic Republic and the
operational dynamics observed in practice. Although the 1979 Iranian Constitution
establishes that the economy should serve as an instrument for the spiritual and social
development of human beings, in practice it has tended to play a functional role
in institutional consolidation, ideological alignment and the preservation of certain
structures of influence. This dissonance between the normative ideal and empirical
reality has been analysed by various authors, both nationally and internationally.

The Constitution of the Islamic Republic of Iran defines the economy as a means,
not an end. Its preamble states that “the economy is a means to achieve the spiritual
objectives of Islam, not an end in itself as in materialistic systems” (Islamic Republic
of Iran, 1979). This formulation seeks to distinguish the Islamic economic model from
contemporary systems, which, according to various Islamist ideologues, are based
on values such as greed, exploitation and materialism (Al-Sadr, 1961). However, this
idealised vision does not always translate into a coherent economic architecture or
effective public policies. According to World Bank data (2024), Iran’s GDP reached
USD 436.9 billion, with annual inflation at 32.5% and an unemployment rate of
9.2%. These indicators reflect an economy under significant strain, where growth is
insuflicient to offset the loss of purchasing power and the deterioration of the labour
market. For its part, the International Monetary Fund estimates economic growth of
3.3% for 2024, although it warns of persistent structural imbalances that could limit
the sustainability of such growth.

One of the most distinctive features of the Iranian economic system is the historic
alliance between the Shia religious authorities and the Bazaar. This relationship,
which dates back centuries, has intensified since the 1979 revolution, forming a
network of influence with significant economic and institutional implications. The
Bazaar, as a traditional commercial centre, has received preferential treatment from
the religious authorities, including tax benefits, priority access to foreign currency
and participation in public contracts. This configuration has contributed to slowing
down certain processes of economic modernisation, hindering the diversification of
the productive fabric and favouring the expansion of an informal economy with a
strong presence of actors linked to religious structures. Instead of expanding equitable
access to resources, the current economic model has tended to consolidate a clerical
elite with a significant presence in strategic sectors of the national economy.
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Among the most influential bonyads are the Foundation of the Disinherited
(Bonyad-e Mostazafan) and the Imam Khomeini Foundation, which, together with
the economic conglomerate controlled by the Pasdaran (Islamic Revolutionary
Guard), form a business network that enjoys extensive fiscal and regulatory privileges.
This privileged position, underpinned by the alliance between religious and military
power, hinders the competitiveness of the private sector and consolidates a clerical and
parastatal elite with a dominant presence in strategic sectors of the national economy.

Islamic banking, promoted as an ethical alternative to the excesses of the
conventional financial system, has generated significant debate in the Iranian context,
especially in relation to the consistency between its founding principles and their
practical application. Although the regulatory framework explicitly prohibits the
charging of interest (riba), various studies have pointed out that, in practice, Islamic
financial institutions resort to mechanisms such as commissions, profit margins and
penalties which, in certain cases, fulfil equivalent economic functions. According to
Sobhani (2013), professor of economics at the University of Tehran, effective interest
rates in Iran exceed 25%, which has raised questions about the banking system’s
fidelity to its proclaimed values. This situation is exacerbated by the fact that such
interest is exempt from taxation, which may encourage the accumulation of capital
without a direct link to productive investment.

More broadly, some analysts interpret the persistence of challenges such as the
financial crisis and unemployment as manifestations of unresolved structural problems
in the economic model inspired by political Islamism (Kia, 2016). Added to this is a
high rate of bank delinquency, which exceeds 15%, according to the Central Bank of
Iran (2023), attributed in part to the granting of loans to individuals or entities linked
to political power. This dynamic has hampered the recovery of funds and affected
confidence in the financial system.

Hossein-Zadeh (2016) points out that a considerable proportion of Irans gross
domestic product, more than 65%, is concentrated in speculative activities, while the
manufacturing sector faces significant restrictions in access to financing. This orientation
has favoured the channelling of resources towards assets such as foreign exchange, precious
metals and real estate, to the detriment of investment in productive sectors that could
contribute more directly to sustainable economic development. In this context, even
large manufacturing companies® have chosen to establish their own financial institutions.
This strategy has raised concerns among some analysts, who warn of a possible diversion
of resources from production to financial activities with less structural impact, which
could limit the country’s industrial dynamism and economic diversification.

This dynamic is accentuated by the Iranian economy’s almost exclusive dependence on
oil and gas, which constitute the state’s main source of income and a central component
of the trade balance. This sectoral concentration limits productive diversification, as
financial resources, investment and labour are concentrated in the extraction and export

2 As may be the case with Iran Khodro.
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of hydrocarbons, to the detriment of other sectors such as manufacturing, agriculture
and the service industry. As a result, the economy faces what is known as the ‘Dutch
disease’: the overabundance of liquidity generated by a single sector which, far from
strengthening the economy as a whole, causes inflation, makes domestic production
more expensive, weakens the competitiveness of other sectors and creates a structural
imbalance with regard to a multisectoral and sustainable economy.

This structural vulnerability is compounded by political and institutional tensions.
The Leader’s long-term orientations, geared towards stability and ideological strategic
objectives, often clash with the five-year plans of successive governments, which seek
to balance growth, employment and industrial development. These differences are
amplified by struggles between power groups—including bonyads, Pasdaran, bazaar
actors, and state-owned enterprises—that control key sectors of the economy and
defend their own interests. The interaction of these forces hinders the effective
implementation of coherent economic policies and limits the consolidation of
balanced industrial development, leaving the Iranian economy trapped in a pattern of
hydrocarbon dependence and low productive performance in non-oil sectors.

In contrast to the Iranian model, some Muslim-majority countries, such as Turkey
and Malaysia, have developed hybrid financial systems that combine Islamic principles
with market economy mechanisms. Turkey has promoted participatory banking under
state regulation, while Malaysia has implemented a dual financial system that allows for
the coexistence of Islamic and conventional banking, thus favouring greater institutional
flexibility. Recent studies, such as that by Durdn Herrera ez 4/. (2023), which analyses
a sample of sixteen conventional and sixteen Islamic banks, suggest that these models
contribute to balanced competition and more effective regulatory integration. In
the case of Turkey, where fifty-four banks operate, six of which are participatory, a
functional coexistence between the two systems has been observed, with positive results
in terms of attracting investment, promoting entrepreneurship and complying with
international transparency standards (Habib, 2021). In this comparative context, Kuran
(2008) offers a structural critique of the Iranian model, pointing out that, in certain
cases, Islamic banking has been used as a tool for ideological legitimisation rather than
as an instrument of economic development. This observation suggests that, rather than
orienting the economy towards collective well-being, some approaches have prioritised
political consolidation through religious references, which has limited the system’s
ability to respond to contemporary socio-economic challenges.

TABLE 1. IRAN’S MACROECONOMIC INDICATORS (2024-2025): RECENT DEVELOPMENTS

AND OFFICIAL ESTIMATES
Indicator Value 2024 Value 2025 (estimated) Source
GDP (USD) 436,900 million 437,000 million World Bank
Inflation (%) 32.5 42.4 World Bank / Trading Economics
Unemployment (%) 9.2 7.2 World Bank / Trading Economics
Interest rate (%) 22.0 23 FocusEconomics
Trade balance (USD) -934 million — Trading Economics

Source: author’s own elaboration.
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The explanations offered by various economic schools allow crises to be
approached from different analytical frameworks, which contrasts with the limited
presence of technical analysis in the economic discourse of political Islamism. The
Austrian school, for example, attributes crises to the artificial expansion of credit
and the distortion of relative prices, which generates inefficient investments and
speculative bubbles (Mises, 1949; Hayek, 1976). The Keynesian school, for its part,
identifies the fall in aggregate demand as the main cause of crises, proposing fiscal
stimulus policies and public works as corrective mechanisms (Keynes, 1936). From a
structural perspective, the Marxist school points to the fall in the rate of profit and
the accumulation of capital as central factors in the genesis of crises (Marx, 1867). All
these schools of thought offer conceptual tools for understanding economic cycles,
formulating public policies and evaluating their results.

In contrast, political Islam tends to interpret economic failures from a moral or
religious perspective, linking them to the loss of Islamic values. However, this view
does not exhaust Islamic economic thought. In fact, there are theoretical developments
within modern Islamic economics that address structural and technical issues, such as
redistribution through zakat, the prohibition of interest (7iba) and the promotion of
social justice as the cornerstone of economic development (Orozco, 2013; Carrazco,
2024). In addition, some authors have attempted to construct an Islamist school of
political economy of development, which interprets underdevelopment as the result
of historical, political and economic factors, including colonialism and structural
dependence, without renouncing a normative vision based on the Qur'an (Hidalgo-
Capitdn, 2011). Therefore, although political Islamism has instrumentalised religious
elements in its economic discourse, it cannot be said that there is a total absence of
analysis. Rather, there is a coexistence of doctrinal and structural approaches with
varying degrees of systematisation, which poses the challenge of integrating these
frameworks into a broader dialogue with contemporary social sciences.

The Islamisation of the economy has also had significant social implications. In
some contexts, the exclusion of non-Muslim citizens from the education system and
public employment has generated dynamics of inequality that have been interpreted
as the creation of a second-class citizenry. Likewise, the legitimisation of private
property based on religious faith rather than work or investment raises tensions with
the principles of equality and social justice (Dadgar and Najafi, 2001). On the other
hand, some studies have pointed out that the Islamist economic model has, in certain
contexts, favoured the concentration of resources in the hands of religious figures,
under the theological justification that these assets belong to the hidden Imam. This
conception has posed challenges for the implementation of democratic oversight
mechanisms by limiting transparency in the management of certain public assets
(Mahsuli, 2005). In this context, practices have been documented that tend to link
the allocation of privileges to criteria of ideological affinity rather than to principles of
merit or efficiency, raising concerns about the consolidation of institutional dynamics
that are not aligned with modern governance standards.

The notion of maximisation, understood as the rational pursuit of the best
results with the available means, has been questioned by political Islamism, which
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interprets it as a manifestation of human selfishness. However, some analysts point
out that, in practice, certain Islamist leaders have accumulated wealth and power,
reproducing dynamics similar to those they criticise in Western models. This apparent
contradiction has led to the suggestion that the Islamist economic approach is not
always based on universal ethical principles but, in certain contexts, may adopt an
instrumental morality aimed at consolidating political power. In this regard, Huerta
de Soto (2005) suggests that systems that restrict free interaction between individuals
and limit the exercise of entrepreneurial initiative may face risks associated with
inefficiency, concentration of power and lack of institutional transparency.

6 Structural impact of econo™ic Islamism

This section addresses four analytical axes interrelated with the structure of
economic Islamism: the denial of the principle of scarcity, the relationship between
property and inequality, the systematic exclusion of religious minorities, and the
legitimisation of the use of coercive mechanisms as an economic instrument. Although
each of these aspects poses specific challenges, their articulation reveals a common
ideological pattern: the subordination of economic rationality to a theocratic logic, in
which religious references are used as a normative framework for the consolidation of
political power.

The denial of scarcity, explained above, is directly connected to the logic of property.
In Iranian economic Islamism, property is not legitimised by work, investment or
merit, but by religious faith. According to Dadgar and Najafi (2001), ‘the real reason
for giving legitimacy to private property is being Muslim’. This assertion turns
property into an ideological privilege, excluding non-Muslims from access to goods,
services and economic rights. Scarcity, denied in theory, is reproduced in practice
through mechanisms of exclusion that fragment citizenship and reinforce structural
inequality.

The exclusion of religious minorities, such as Baha’is, Zoroastrians and Christians,
is not only a consequence of the logic of property, but also an expression of the
theocratic conception of power. Documents such as the Cairo Declaration (1990)
affirm that ‘all people are equal in terms of dignity and honour’, but add that ‘true
and solid belief is the only thing that ensures and guarantees the growth of this
integrity’. This clause makes faith a criterion for citizenship, legitimising the exclusion
of those who do not conform to the ofhicial interpretation of Islam. In this context,
the economy ceases to be a space for rational interaction and becomes a mechanism
of ideological control.

Finally, the legitimisation of coercive mechanisms as an economic tool closes
the circle of this ideological articulation. Various studies have pointed out that, in
certain contexts, political Islamism has historically resorted to forms of coercion to
implement its economic and social model. According to Khomeini (1970), ‘to apply
Islam to real life, blood must be shed’. The concept of jihad, understood as the
struggle for the expansion of Islam, legitimises the appropriation of the property of
conquered peoples.
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Taken together, these four axes—scarcity, property, exclusion, and coercive
action—should not be understood as isolated phenomena, but as components of
an articulated ideological structure. The denial of the principle of scarcity weakens
economic rationality; property is linked to religious criteria rather than investment
or work; exclusion fragments citizenship; and the use of coercive mechanisms
contributes to the non-consensual redistribution of resources. Below is a comparative
table between three economic models—Islamic, liberal, and centralised planning—
with the aim of summarising their ideological foundations, organisational principles,
and structural consequences. The comparison allows us to visualise the differences in
key aspects such as the conception of property, the role of the state, the inclusion of
minorities, the epistemology of economic knowledge, and the use of coercive action
as a mechanism of legitimation. This tool complements the analysis developed in
sections 2, 3, 4 and s of this study and offers a structured view that facilitates the
evaluation of economic Islamism in the Iranian context. The selection of comparative
axes was based on analytical criteria and a review of specialised literature. Structural
dimensions common to the main models of economic organisation were chosen:
conception of property, recognition or denial of scarcity, role of the state, inclusion
of minorities, epistemology of knowledge and use of coercive action as legitimisation.

TABLE 2. STRUCTURAL COMPARISON BETWEEN ECONOMIC MODELS: ISLAMIC,
LIBERAL AND CENTRALISED

Aspect

Islamic Economy

Liberal Economy

Centralised Planning
Economy

Main Foundation

Sharia (Islamic law), faith and
morality; subordination of the
economy to theology.

Free Market, Private Property,
Pursuit of Profit (Gain); based
on individualism.

Collective Ownership and
State Control of the Means of
Production; based on collectivism.

Conception of Property

Mixed (private, state, public) and
subject to ethical standards. Legitimised
by faith (religious privilege).

Predominantly private.
Legitimised by work,

investment and contract.

Predominantly State or
Collective. Private property is
limited or non-existent.

Principle of scarcity

Denial of scarcity; it is believed that
God provides sufficient resources

(Baraka/Rizq).

Recognition of scarcity as an
organising principle.

Recognition of scarcity;
centralised allocation of
resources by the state.

Motivation of the

Homo Islamicus guided by religious

Rational Homo Oeconomicus

Economic agent subordinate

theocratic models); the State
intervenes to guarantee social justice

(Zakat, etc.).

guarantees rights, regulates the
market and provides essential
public goods.

Economic Agent values; obedience to the Islamic State | who maximises individual to the state plan and collective
and pursuit of Falah (comprehensive | utility and profit. objectives.
well-being).

Role of the State Absolute interventionism (in Limited state (minimal); Total state; directs all

production, distribution and
consumption.

Resource allocation
mechanism

Market regulated by ethical principles
and state intervention to guarantee
social justice.

Market (supply and demand)
and the price system.

Central plan (established by the
state) that defines what, how
and for whom to produce.

Financial Instruments

Islamic banking; prohibition of riba
(interest); based on profit and loss
sharing (P&L sharing).

Interest-based banking system;
interest is the price of money;
financial regulation exists.

State banking system; total
control of credit and investment
by the government.

Epistemological
Pluralism

Rejection of pluralism; religious/
theological reasons, with the
imposition of a revealed vision.

Epistemological pluralism;
openness to debate, criticism

and diverse schools of thought.

Rejection of pluralism; political/
state reasons, where knowledge
is subordinate to the state plan
and not to religion.
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Aspect

Islamic Economy

Liberal Economy

Centralised Planning
Economy

Inclusion of minorities

Exclusion of religious minorities (in

strict models); hierarchical citizenship.

Inclusion based on universal
rights and equality before the

law.

Inclusion conditional on
ideological loyalty and
membership of the dominant
group.

Relationship with
modernisation

Rejection of Western modernism;
attempt to create an economic and
social ‘third way'.

Modernisation as a process
of innovation, technological
change and openness.

Modernisation directed and
controlled by the state to
achieve specific objectives (e.g.
industrialisation).

Use of coercive action
as legitimisation

Justified as a means of protecting
the Islamic State and Divine Law (in
certain radical regimes).

Rejection of coercive action
asa political instrument;
institutional and legal

Use of coercive action as a tool
for political control, repression
and enforcement of the Plan.

resolution of conflicts.

Source: auhor’s own elaboration.

7 Beyond the Iranian model: alternative approaches

7.1 Doctrinal comparison of normative economies

To enrich the analysis, it is useful to compare economic Islamism with other
models of moral economy developed in other religious traditions. The Catholic
social tradition, for example, proposes an economic model based on widely
distributed property, the principle of subsidiarity and social justice, as an alternative
to both capitalism and socialism. For its part, economic Buddhism, formulated by
Schumacher (1973), promotes simplicity, sustainability, and spiritual well-being as
guiding principles of economic activity. These models, although also normative,
are articulated with universal ethical principles and mechanisms of inclusion, which
contrasts with Iranian economic Islamism.

The Catholic model, inspired by the social encyclicals of Leo XIII and Pius XI,
approaches property as a natural right that should be widely distributed among
citizens. Unlike economic Islamism, which legitimises property through faith,
Catholicism promotes family and community property as the basis for social justice.
It also recognises scarcity as an organising principle, but proposes mechanisms of
subsidiarity to manage resources at the local level, avoiding the concentration of
economic power.

For its part, economic Buddhism, formulated by Schumacher (1973), starts
from a spiritual conception of scarcity: not as deprivation, but as an opportunity
for voluntary simplicity. This model promotes inclusion through the reduction of

3 The choice of Catholic social doctrine and economic Buddhism is due to the fact that both constitute
explicitly normative formulations of moral economies which, like economic Islamism, are presented
as ethical alternatives to capitalism and socialism. Unlike other religious approaches, such as liberal
Protestantism, the aim is not to pass moral judgement on their validity, but to establish a comparative
framework between traditions that articulate comprehensive religious responses to the problem of
economic justice.
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material desire, environmental sustainability and community cooperation. Property
is conceived as a means to collective well-being, not as an ideological privilege, and
coercive action is excluded as an economic mechanism, in line with the principles of
compassion and non-aggression.

In summary, the comparison between economic Islamism, the Catholic model
and the Buddhist approach reveals three normative proposals with divergent ethical
foundations. While Iranian economic Islamism has been interpreted by some authors
as a use of religious references to support exclusionary practices and concentrations of
power, the Catholic and Buddhist models tend to link the economy with principles
of social justice, sustainability and inclusion. This comparison highlights that not all
economies inspired by religious values adopt an authoritarian orientation, and that
there are spiritual traditions capable of engaging constructively with democratic
values and contemporary development challenges.

The following table summarises the structural differences between three religious
models of economic organisation: Iranian economic Islamism, the Catholic model
and economic Buddhism. Through the axes of property, scarcity, inclusion and
coercive action, it shows how each tradition articulates its vision of the economic
order. The selection of these comparative axes was based on analytical criteria and a
review of the literature. These axes allow us to observe not only doctrinal differences,
but also practical consequences in terms of social inclusion, economic rationality, and
modernisation. The comparison is conceived as a heuristic tool, not as an exhaustive
classification, with the aim of highlighting key tensions between economic Islamism
and other traditions.

TABLE 3. STRUCTURAL COMPARISON BETWEEN RELIGIOUS MODELS OF ECONOMICS:
ECONOMIC ISLAMISM, CATHOLIC MODEL AND ECONOMIC BUDDHISM

Model Property Scarcity Inclusion Coercive action
Economic | Legitimised by religious | Denied as a structural Exclusion of religious | Legitimised as a mechanism
Islamism faith; ideological privilege | principle; attributed to minorities; citizenship | of redistribution and conquest

human corruption conditional on faith | (jihad)
Catholic Widely distributed Recognised; managed Inclusion based on Rejected as an economic
model natural law; familyand | through subsidiarity and local | human dignity; social | means; emphasis on
community property structures justice cooperation
Economic | Means for collective Accepted as an opportunity | Inclusion through Excluded on grounds of
Buddhism | well-being; voluntary for sustainability and reduction of desire compassion and non-aggression
simplicity moderation and community
cooperation

Source: author’s own elaboration.

7.2 Favourable perspectives, international reception and internal diversity
of Islam

Although this study takes an analytical perspective on Iranian economic Islamism,
it is relevant to incorporate some voices that highlight certain positive aspects of
the model, with the aim of enriching the analysis and strengthening its scientific
character. In particular, Islamic banking has been presented by various authors as an
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ethical alternative to the conventional financial system. According to Chapra (2000),
the prohibition of usury (7iba) and the promotion of fairness in transactions are
principles that could contribute to a more just and stable economy. Along the same
lines, Siddiqi (2006) argues that Islamic banking, based on profit and loss sharing
schemes, fosters a more transparent relationship between lender and borrower, which
could reduce systemic risk. While these perspectives are subject to debate in terms
of their practical application, they offer normative arguments that deserve to be
considered and tested from an empirical perspective.

It is also relevant to briefly explore the international reception of the Iranian
economic model. Although economic Islamisation in Iran has been criticised in
various quarters, some Islamist movements in countries such as Pakistan, Sudan and
Nigeria have shown interest in adopting certain elements of the model, particularly
with regard to Islamic banking and redistribution mechanisms inspired by religious
principles. This trend responds, in part, to the perception that the economic models
promoted by colonialism and globalisation do not fully fit the realities and needs of
some Muslim societies, which has prompted the search for alternatives based on their
own values (Orozco, 2013).

However, these attempts have faced significant challenges in their implementation
due to factors such as lack of institutional infrastructure, doctrinal diversity and social
resistance. In contrast, countries such as Malaysia and Turkey have developed hybrid
models that combine Islamic principles with market mechanisms, achieving greater
international acceptance and more sustainable economic results (Carrazco, 2024).

Finally, it is essential to recognise the internal diversity of Islam in order to avoid
identifying the Iranian model with economic Islamism as a whole. Twelver Shi’a Islam
of the Jarifite sect, which predominates in Iran, has significant doctrinal differences
from Sunni Islam, which constitutes the majority in the Muslim world. However,
even within Shiism itself there is considerable theological and political diversity:
reformist, spiritualist and rationalist currents coexist, questioning the subordination
of the economy to religious power and proposing more pluralistic interpretations of
Sharia law. As Sorush (2010) points out, the Islamisation of knowledge should not
be confused with Islamic thought as a whole, as there are intellectual traditions that
promote pluralism, rationality and social justice. Recognising this diversity makes
it possible to avoid generalisations and open up the analysis to a more nuanced
understanding of economic Islamism.

Beyond the Iranian case, the Islamic world is home to a remarkable doctrinal
diversity that translates into different economic approaches. Sufism, for example, has
historically promoted a spiritual vision of the economy centred on self-sufficiency,
austerity and community solidarity, rejecting both capitalist materialism and
authoritarian forms of religious organisation. For its part, moderate Sunni Islam,
predominant in countries such as Indonesia, Malaysia and Jordan, has tended to
articulate mixed economic models that combine Islamic principles with market
mechanisms and democratic institutional frameworks (Hernando, 2017; El Radar,
2025). These currents, although less visible in the dominant political discourse, offer
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viable alternatives that integrate Islamic ethics with the contemporary challenges of
development, without resorting to exclusion or the political use of religious references.
Recognising this plurality makes it possible to avoid reductionism and understand
that Iranian economic Islamism represents a specific interpretation, not the entirety
of Islamic economic thought.

8 Conclusions

The Islamisation of the economy in Iran since the 1979 revolution poses significant
challenges in terms of viability and sustainability compared to contemporary economic
models. This study has shown that economic Islamism, rather than consolidating
itself as a scientific discipline or a structured technical proposal, presents itself as an
ideological construct that has contributed to the consolidation of political power
through reference to religious principles.

The analysis has identified four structural axes that allow us to understand the
limitations of the Iranian model: a reinterpretation of the principle of scarcity, a
conception of property linked to religious legitimacy, the exclusion of minorities
in the economic sphere, and the use of coercive action as a tool of control. These
elements are articulated within a theocratic logic that tends to subordinate economic
rationality to the interests of religious power. The denial of the principle of scarcity
hinders the application of rational choice criteria and limits the formulation of
effective public policies. Property, understood as an expression of faith, can restrict
equitable access and generate structural inequalities. The exclusion of minorities
contributes to social fragmentation and weakens civic cohesion, while the use of
coercive actions, legitimised as a defence of the religious order, becomes a mechanism
for forced redistribution and ideological consolidation.

This study invites reflection on the challenges facing Iran in its search for an
economic model that harmonises religious principles with criteria of efficiency, equity
and sustainability in an increasingly interdependent global context. The dimensions
analysed in this study suggest that economic Islamism, as it has developed in Iran since
1979, faces serious difficulties in establishing itself as a viable alternative to current
economic models. Instead of promoting inclusive and sustainable development, the
model has tended to reinforce authoritarian and exclusionary structures that limit
innovation, restrict epistemological pluralism and contribute to social fragmentation,
corruption and illicit practices. The subordination of the economy to religious
ideology has transformed the system into an instrument of control rather than a tool
geared towards collective well-being.

Given this situation, there is a need to move towards a reformulation of the economy
from an empirical and open perspective, recovering its scientific, empirical and
pluralistic dimension. This transformation does not imply renouncing Islamic identity,
but rather reformulating it in dialogue with modern social sciences. Modernisation
should not be understood as Westernisation, but rather as an epistemological opening
that allows cultural values to be integrated with universal principles of justice,
rationality and freedom. Islamic societies have a rich philosophical, legal and ethical
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tradition that can contribute to the development of their own economic models,
provided that they are articulated with empirical methods and verification criteria.

One way forward could be to promote a reformist Islamic economy, based on
Islamic ethics but articulated with modern analytical tools. This requires abandoning
the claim that all economic knowledge can be derived exclusively from religious
texts and adopting a critical and dialogical attitude. As Sorush (2010) points out,
the development of sound Islamic social sciences requires a thorough knowledge of
contemporary social sciences, promoting rigorous academic training, epistemological
openness and respect for intellectual pluralism.

At the same time, moving towards a more participatory economy, based on public
deliberation processes and accountability mechanisms, is a fundamental step towards
strengthening social cohesion and sustainable development. In this context, excessive
concentration of power, limited inclusion of minorities and the use of coercion as an
economic tool have proven to be obstacles to achieving these goals.

Economic democratisation is not limited to opening markets, but also involves
ensuring that all citizens, regardless of their faith or political afhliation, can actively
participate in decisions that affect their well-being. As Huerta de Soto (2005) warns,
systems that restrict free interaction between individuals tend to generate inefficient
dynamics, prone to mismanagement and institutional weakening.

It is equally important to recognise that modernisation is neither a homogeneous
nor a linear process. Each society must find its own path, articulating its cultural values
with universal principles. Islamic economics can play a constructive role in this process
if it renounces doctrinal exclusivity and opens itself to dialogue with other traditions.
Plurality of approaches, constructive criticism and a willingness to learn from experience
are necessary conditions for building a truly human economy. In this sense, cultural
identity should not be seen as an obstacle, but as a valuable resource. The Islamic
intellectual tradition can engage in dialogue with the modern economy, provided that
it is reinterpreted from an open and pluralistic perspective. As Warraq (2010) asserts,
overcoming fear of the West and recognising the values of democracy and liberalism
does not imply a renunciation of identity, but rather an invitation to build a modernity
of one’s own based on respect for diversity and the pursuit of the common good.

This analysis is supported by theoretical references such as Weber (2001), who
emphasised the importance of rationalisation in modern economic organisation, the
absence of which in Iran contributes to structural inefhciency. Polanyi’s notion of
‘embeddedness’ helps us understand how the subordination of the economy to social
and religious structures limits its institutional autonomy. From Robbins’ perspective,
the denial of the principle of scarcity contradicts the fundamentals of economic
science, while Huerta de Soto’s approaches to ideological interventionism help
explain the dysfunctions of the Iranian financial system. These references reinforce
the conclusion that economic Islamism, in its current formulation, fails to establish
itself as a viable alternative to existing models.

Finally, this study opens up relevant avenues for future research, such as
the formulation of a reformist Islamic economy compatible with democracy,
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epistemological pluralism and scientific methods. It is essential to explore which
elements of Islamic tradition can dialogue with principles of social justice and
economic rationality without falling into dogmatism, as well as the role of Islamic
universities as spaces for scientific research. Two aspects that could enrich the debate
are: on the one hand, internal reforms promoted by reformist currents that seek to
reinterpret religious texts in contemporary contexts; on the other, comparative studies
between Muslim countries with hybrid models (such as Turkey and Malaysia) and
those with more rigid theocratic structures. This perspective would make it possible
to identify the conditions necessary for building a reformist Islamic economy capable
of engaging with modernity without renouncing cultural identity.
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Appendix I. Glossary of the main Islamic terms used

Term Translation
Ayatollah Sign of Allah, the highest rank in the Shia hierarchy
Fatwa (pl. Fatawaa) | The legal opinion of specialists in Islamic law
Fagibh Jurist
Figh Jurisprudence
Mujtahid Jurist
Riba Usury or interest
Sharia Islamic law
Wali Fagih Jurisprudential guardian, spiritual leader, supreme leader
Velayat-e Faqih Guardianship of a jurist
Jihad Defending principles, or fighting for the explanation of the Muslim religion in general

Source: author’s own work.

Article received: 16 October 2025
Article accepted: 15 January 2026

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 491 to 520




f the Spanish Institute for Strategic Studies
: ISSN-e: 2255-3479

o

Luis Barragdn Mdrquez
Lieutenant of the Civil Guard and responsible for the area fight against
Jjihadist radicalization of the Jihadi Information Command of the Civil Guard

Information Command

Email: luisbarragan @guardiacivil.es

Salvador Berdun Carrion
PhD. In Criminology by the University of Granada

Email: salvadorberdunt @gmail.com

Jibadism in the prison system. The case of
Rida B

Abstract

The recent sentence imposed on inmate Rida B. for threatening
prison officers and glorifying terrorism has brought the issue of
jihadist radicalisation in prisons back into the spotlight. However, this
phenomenon has particular characteristics that differentiate it from
jihadist radicalisation and its criminal manifestations outside prisons.
The fact that convictions for jihadist activities in prisons have been
handed down to inmates classified as high risk raises questions about
the extent to which the prison system is able to prevent jihadist activity
in prisons.

Keywords

Terrorism, Prisons, DAESH, Radicalisation, Glorification.

Cite this article:

Barragin Mérquez, L. and Berdun Carrion, S. (2025). ‘Jihadism in the
prison system. The case of Rida B’. Journal of the Spanish Institute for
Strategic Studies. 26, pp. 521-546.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 521 to 546




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

1 Introduction

n a ruling dated 25 February 2025, the Fourth Chamber of the National High

Court sentenced Rida B., an individual imprisoned for common crimes (La

Vanguardia, 2025), to a total of six years for crimes of glorification of terrorism
and unconditional threats directed at a professional group, in this case prison officers.
This sentence is a departure from previous rulings in other cases of jihadist activity in
Spanish prisons. In 2004, Operation Nova' resulted in five convictions for membership
of a terrorist organisation. In the case of Operation Escribano (2020)* , two inmates
were convicted of collaborating with a terrorist organisation.

In most cases, the convicted individuals were classified as maximum security
prisoners and subject to the strictest regime, with restrictions on their movements and
interactions with other individuals. This raises the question of how jihadist activity
manages to develop in such a restricted environment.

As Marc Sageman (2004, 2008) pointed out, jihadist radicalisation is not
articulated solely through formal hierarchies, but through networks of affinity
and personal ties that reinforce ideological cohesion. This approach is particularly
useful for understanding how, even in highly restrictive environments, dynamics of
socialisation and ideological resistance can be maintained among inmates.

Under the hypothesis that jihadist activity itself is seen as a form of resistance
against the prison administration, and that the judicial and prison response to the
phenomenon reflects a regulatory adaptation aimed at containing radicalisation
in prison, a series of three key questions arise: What strategies do inmates linked
to jihadism use to maintain their activity within the prison? How does the prison
administration react to these strategies and what mechanisms does it use to detect
and contain them? To what extent does the case of Rida B. show a change in judicial
or prison practice with regard to the treatment of jihadist activity in prison?

To answer these questions, we will use a dual perspective: prison and legal. The
first will focus on explaining how individual resistance develops in maximum security

1 Operation Nova dismantled a group of around thirty prisoners who called themselves “Martyrs
for Morocco”. The group was formed in Topas prison between 2000 and 2002 under the leadership
of inmate Mohamed Achraf, and later spread to other prisons. The main leaders and organisers of
this network were convicted under the old Penal Code for membership of a terrorist organisation. It
should be noted that until the 2015 reform, there were no criminal offences adapted to the new forms
of terrorism adopted by jihadism in the West.

2 Operation Escribano is the largest investigation carried out in Europe in the field of jihadist
radicalisation in prisons in favour of the terrorist organisation DAESH. The investigation began in
2017 when grafhiti depicting DAESH flags was detected in a prison and was expanded to investigate a
large group of inmates who maintained an intense correspondence, both through regulated channels
and by circumventing the prison administration’s control measures. The investigation concluded at the
end of 2020, finding that the main suspects had planned to form a group to unite and reincorporate
prisoners convicted of terrorism offences into jihadist militancy and continue terrorist activity upon
their release from prison.
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prison regimes. The second will focus on the importance of prison regulations and
the reasons on which the National Court has based its decision. In terms of structure,
the paper is organised according to the three questions posed in the hypothesis.
First, we analyse the strategies employed by prisoners linked to jihadism to maintain
their activity within the prison environment, understood as a form of resistance to
institutional authority. Secondly, it examines the prison administration’s response to
these strategies, as well as the regulatory and operational mechanisms designed to
detect and contain them. Finally, it addresses the case of Rida B. as a representative
example of judicial and prison adaptation to jihadist activity in prison, assessing the
extent to which it reflects a change in institutional practice and in the application of
the current legal framework.

2 The Closed Regime and Challenges to Prison Security

This section aims to contextualise what the closed regime means in terms of
security. It also introduces the influence of prison subcultures and the idea that
authority and security in the prison environment are not absolute concepts, but are
challenged by the prison population with the means available to them.

2.1 Prison regulatory framework

The principle of re-education and reintegration forms the basis of the Spanish
prison system. This mandate is enshrined in Article 25.2 of the Spanish Constitution
of 1978, which establishes that “custodial sentences and security measures shall be
aimed at re-education and social reintegration and may not consist of forced labour”.

In compliance with this principle, the General Prison Law (Ley Orgdnica 1/1979,
de 26 de septiembre, General Penitenciaria, LOGP) was enacted, which sets out the
objectives and foundations of the system. Subsequently, Royal Decree 1201/1981 of 8
May approved the first Prison Regulations, later replaced by Royal Decree 190/1996
of 9 February, which adapted the regulations to the changes introduced by the 1995
Penal Code and to the sociological evolution of the prison population.

The closed regime represents the highest level of control within the Spanish prison
system and reflects the practical application of the principle of scientific individualisation
provided for in the LOGP. According to Article 72, this system is divided into three
levels of classification, the first being the most restrictive and intended for inmates who
are particularly dangerous or unsuited to the ordinary or open regime.

The guiding principle of Spanish prison policy—the re-education and social
reintegration of prisoners—does not, however, ignore the existence of inmates who
are disruptive and resistant to prison treatment. Some of them pose a danger that
compromises both the internal order of the establishments and the external security
of society, which justifies the existence of a particularly severe regime.

Article 10 of the LOGP specifies the conditions of the closed regime, characterised
by limited communal activities and greater control and surveillance of inmates. This
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regulation is complemented by Articles 100 and 101 of the Prison Regulations (RP),
which define the classification system and the regime applicable to each degree.

In this context, Article 102.5.c of the RP incorporates a criterion of particular
relevance to the analysis of the jihadist phenomenon: membership of criminal
organisations or armed gangs as an indication of particular dangerousness. This
provision is particularly significant in the prison treatment of inmates convicted
of jihadist terrorism offences, where institutional concern about proselytism and
radicalisation has led to the application of the closed regime and their inclusion in the
Special Monitoring File (FIES) as a means of containing radical ideologies.

In this way, Spanish prison regulations show an adaptive evolution in response
to new forms of organised crime and the phenomenon of jihadist radicalisation,
focusing on the prevention of ideological contagion within prisons.

2.2 Impact of the jibadist phenomenon on prison regulations

The treatment of jihadist terrorism in prison is one of the main security challenges
facing the Spanish prison system. As Reinares, Garcia-Calvo and Vicente (2018)
point out, Spanish prisons have been areas of jihadist radicalisation, although
to a lesser extent than other social or virtual spaces. However, at certain times
they have also served as places for jihadist groups to organise and plan criminal
activities. 'This assessment, based on judicial and police data, allows the Spanish
prison phenomenon to be placed in a comparative perspective and highlights the
need to maintain preventive measures and deradicalisation programmes within
prisons.

The Spanish prison system’s first contacts with individuals linked to Arab
international terrorism date back to the 1970s. During the 1980s, organisations such
as Hezbollah, AMAL’ , and others linked to Palestinian terrorism also operated in
Spain. During this period, a total of twelve individuals were imprisoned, which was
truly exceptional.

In the mid-1990s, the situation began to change with the establishment of Algerian
networks in Spain. In 1995, Ghebrid Massaoud (Sirvent and Duva, 1995) was arrested
in Barcelona, marking the beginning of a new cycle in which the number of jihadist
prisoners began to grow steadily (Berdun, 2023: pp. 413-414). Since then, jihadist
terrorism has brought a significant number of inmates to Spanish prisons. Most of
them have been classified as first-degree prisoners.

The closed regime usually involves the inclusion of first-degree inmates in the FIES
file. The regulation of the FIES underwent a final transformation with Royal Decree
419/2011 of 25 March, which addressed the problem arising from the annulment of
Instruction 21/1996. The reform covered the FIES in the 1996 Prison Regulations.

3 The Amal Movement (in Arabic, Jsl 48 s~ Harakat Amal; amal means ‘hope’) is a Lebanese Shia
organisation.
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In addition, the idea of the prison institution as another part of the state security
apparatus was reinforced.

Concerns about the rise of jihadist terrorism influenced the reform of the RD,
giving new functions to the prison administration in the fight against terrorism
(Berdin, 2023: p. 192). Concepts such as the importance of collaboration between
the prison system and the information and intelligence services were introduced, as
was the approval of organisational rules for surveillance, control and intervention in
response to attempts by prisoners to continue criminal activities in prisons. At this
point, it is worth highlighting the capacity for social mobilisation and cohesion of
imprisoned ETA militants grouped together in the so-called ‘Prison Front'.

The reform expressly regulated the existence of the FIES in Article 6.2 RP, and
Article 65.3 established the possibility of creating specialised groups of officials to
control prisoners involved in these forms of crime. With this regulation, the FIES
transcended the limits of prison security to become part of anti-terrorist policy in its
broadest sense.

Analysts from the Civil Guard Information Service in charge of the Rida B. case
have highlighted the importance of adapting regulations to the evolving terrorist
threat and, in particular, the daily work of prison officers to maintain adequate control
over inmates likely to become involved in proselytising networks within prisons, in
contrast to the situation in neighbouring countries, which is often described as close
to chaos.

However, the regulatory and organisational measures adopted have not succeeded
in eliminating the conflict inherent in first-degree regimes. In these contexts, prison
authorities continue to be challenged by resistance dynamics which, in some cases,
find symbolic legitimacy in jihadist ideology.

2.3 The challenge to authority in maximum security environments
2.3.1 Resistance and disobedience in restrictive environments

Authority is not an immutable concept. Even in maximum security environments,
there is room to evade institutional control and challenge established authority. Sykes
warns of the imperfection of prison power:

“The criminal in prison rarely denies the legitimacy of confinement. At the
same time, recognition of the legitimacy of society’s substitutes and its body of
rules is not accompanied by an obligation to obey, nor is it internalised, and
the prisoner thus accepts the fact of his captivity on one level and rejects it on
another. If; for one reason, the institution of custody is valuable to a theory of
human behaviour, it is because it makes us realise that men do not need to be
motivated to conform to a regime they define as legitimate’. (Sykes, 1958: p. 48).

Sykes, referring to the problem of maintaining order in prisons, suggests that only
in the case of total or almost total isolation of individuals can one speak of almost
absolute control:

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 521 to 546




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

‘I a prisoner confined in solitary confinement bangs his head against the
wall, it is individual madness; if he refuses to bathe or eat, his rebellion remains
within the confines of his cell. However, in a maximum security prison,
maintaining order is much more complex than moderating self-destructive
impulses or isolated gestures of protest’. (Sykes, 1958: p. 17)

From these words, it could be deduced that strict confinement prevents any kind
of dissent on the part of inmates. However, Foucault (1976) stated in his book 7he
History of Sexuality that ‘where there is power, there is resistance’. In any space of
authority, there is room for confrontation.

There are examples of defiance of authority and the prison regime in high-security
spaces. For example, Pelican Bay Prison in California was the scene of collective
challenges to authority by inmates housed in the so-called Security Housing Unit
(SHU). Reiter (2014: p. 579) defines this type of unit as the archetype of supermax
prisons. The protest spread throughout much of the Californian prison system and
was followed by hundreds of inmates. This was a success, considering that these were
individuals who had no prior connections and were not part of an organised group.

Recently, in Italy, there was a protest by an inmate linked to anarchism, Alfredo
Cospito, who went on hunger strike against the application of Article 41bis of the
Italian prison law regulating the application of the high security regime. He was linked
to the Informal Anarchist Federation, a decentralised and autonomous network with
characteristics typical of insurrectionary and diffuse resistance networks. According
to Marone (2023), Cospito had spread propaganda from prison, despite being in a
high security regime. The campaign had a profound public impact and led to attacks
claimed by anarchists in Italian and European cities. He also maintained contact with
inmates linked to the mafia and also subject to Article 41bis. Members of the Italian
mafia have repeatedly attempted to oppose both the 41bis regime and the ergastolo
ostativo, highlighting the legal controversies surrounding this regime. This highlights
the potential of prisons as hubs for individuals belonging to different types of criminal
networks.

These conflicts are not new. The challenge to established authority was constant
in the 1970s with the outbreak of social and racial conflicts in American and Western
prisons. Some of these conflicts arose from issues of ethnic and religious identity. On
other occasions, there are no political or social reasons to be found, but rather they
are simply the result of friction between prisoners and guards.

Prison power is susceptible to challenge, even in regimes where individuals face
greater limitations. It is possible to confront the system, sometimes through what
Garreaud (2014: p. 158) calls the political technologies of the total institution and
the ‘practices of the prisoners’ selves’. This dialectic can escalate, from prisoners’ self-
mutilation to escapes and riots, but it does not necessarily imply political content.

Sometimes, prisoners in the most restrictive prison regimes seek ideological
justifications for their maladjustment to the prison regime. To this end, they seek
outside support from anti-system movements. Examples of this narrative can be found
in numerous publications by prisoner support groups that focus on such behaviour
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as a social or political struggle”*. There are numerous cases of prisoners convicted of
common crimes who are linked to campaigns against maximum security regimes in
different countries: FIES in Spain, 41bis in Italy, and F-type prisons in Turkey.
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2.3.2 [Jibadist challenge to the prison administration, the Spanish case

Colouring activities in support of terrorism with a social or political struggle
became a constant feature of the imprisoned militancy of extreme left-wing ethno-
nationalist terrorist groups such as the IRA, ETA and GRAPO. One of the most
renowned jihadist leaders in the Spanish prison system, Mohamed Achraf, promoter
of the jihadist networks dismantled in the Nova and Escribano operations, was
inspired by this type of activity.

In early 2018, Achraf began demanding that the prison administration allow
jihadist prisoners to go out into the yard together, identifying them as ‘Islamist
political prisoners’, and gradually increased his demands for their regrouping in
the same prison and module. As a means of pressure, in the spring of that year, he
began a forty-five-day hunger strike, sending letters to other like-minded prisoners

4 Examples of these narratives can be found in the 7okata newsletter, which frequently devotes its
pages to criticising the closed regime in Spain and its equivalents in other countries.

s Graphic archive of the Sancho el Sabio Foundation. Poster with the text “Herriaren borrokarekin
gure askatasuna: expetxeak apurtu, amnistia osoa, errefuxiatuek Euskadin bizi behar dute” (With
the support of the people, our freedom: open prisons, full amnesty, refugees must live in the Basque
Country) produced by the organisation Gestoras Pro-Amnistia, which was banned for being part
of the ETA network. Available at: https://www.euskalmemoriadigitala.eus/handle/10357/54134

6 In March 2022, the fifth issue of the publication “O MUJAHIDEEN IN THE WEST”, an
English-language magazine produced by the Hurras Al-Tawheed (HAT) group, was published on
social media under the title “Jihad, the only path to glory”, in which two articles containing threats
against prisons were published. The first, entitled “Are we going to let them rot in prison?”, calls
on Muslims in the West to attack prisons and free Muslim prisoners, considering that they have
sacrificed their lives to defend true Islam. The second, entitled “Kill all the Guards!”, orders the
murder of prison officers, specifying that such attacks should be carried out when they arrive home
and by stabbing.
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proposing that they support his initiative, along with expressions typical of the
jihadist imagination’.

‘We are also on strike over the issue of the courtyard. All this until we achieve
victory or martyrdom. And until their injustice, aggression and war end. And until
they give in and put us together in one wing and allow us to go out into the courtyard
together’.

His influence on other inmates led them to reiterate the same request to the prison
administration and adopt the idea that they should fight for a ‘Prison Front’, putting
pressure on the authorities to concentrate jihadist prisoners in prisons close to their
places of residence, emulating the demands of prisoners belonging to the terrorist
organisation ETA. As part of this campaign, in June 2018 Achraf published an article
entitled ‘Situation of subjugation, control and extermination of prisoners under the
“Anti-Jihadist Protocol2 in State Prisons’ in the activist newsletter 7okata. Achraf had
previously published several letters in Zokata’.

Another case in which inmates linked to jihadism used this type of media as a
platform for their demands is M.E.H.E.Y., who appeared on websites linked to
this type of movement’. In all cases, this inmate vehemently declared himself to
be an individual linked to the resistance against the closed prison regime. This is a
widespread practice among the prison population classified as first degree.

3 Jihad in maximum security prison environments

This section describes the impact of radicalisation in prisons and the influence that
prison subculture, the ‘prisonisation’ of religious sentiment and the adoption of an
individual and collective identity conditioned by the jihadist narrative on prisons can
have on these processes.

7 The operation was prosecuted by Section 4 of the Criminal Chamber of the National Assembly. The
oral and public trial took place between 4 and 21 July 2022, with a total of five trial sessions.

8 On 7 December 2014, Achraf published a letter in 70kata entitled “The Prison Inquisition. Reflections
by Mohamed Achraf”. Available at: https://tokata.info/la-inquisicion-penitenciaria-reflexiones-de-
mohamed-achraf/. On 12 November, he also published a letter criticising the FIES regime entitled
“From the Isolation of Malaga II, Letter from a prisoner in struggle against state violence and racism”.
Available at: https://tokata.info/desde-el-aislamiento-de-malaga-ii-carta-de-un-preso-en-lucha-sobre-
la-violencia-y-el-racismo-de-estado/

9 This individual sent a letter published in the 7okata newsletter entitled: “Collective demand
for decent living conditions in the isolation of Villena prison (Alicante II)”. Available at: https://
tokata.info/reivindicacion-colectiva-de-unas-condiciones-de-vida-dignas-en-el-aislamiento-
de-la-carcel-de-villena-alicante-ii/. Another letter in which the same inmate sends greetings to
Achraf. Available at: https://www.federacionanarquista.net/companerismo-desde-el-departamento
-de-castigo-de-la-carcel-de-picassent-valencia/
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3.1 The risk of radicalisation and its impact on the prison environment

Concern about radicalisation and the spread of ideas based on a radical view of
Islam has become a priority for security and police authorities and prison services”.
Prisons can become breeding grounds for jihadist radicalisation. Prisoners may come
into contact with extremists and adopt radical views while serving their sentences, in
many cases attracted by the promise of redemption.

From an academic point of view, there is consensus that the phenomenon of
radicalisation must be addressed, but there is a need to avoid alarmism. Furthermore,
there is a significant gap in research that needs to be filled, as Veldhuis and Kessels
(2013: p. 3) point out that most studies are based on qualitative evidence, and access
to quantitative data is needed to understand the scale of the phenomenon.

3.2 Collective identity in the prison environment. A radical prison
subculture?

Political identity has been a fundamental tool in the construction of prison
collectives of terrorist organisations such as ETA, GRAPO, the IRA and the RAE For
example, with regard to ETA prisoners, Alcedo Moneo points out that:

‘Prison is the ETA space par excellence, where militants can express
themselves as such. There, they are recognised as ETA members by their fellow
villagers, the officials in charge of their custody, and the anonymous masses
who see their photos among many others on large posters calling for amnesty
for Basque prisoners. Prison, like the street before it, is a place of struggle and
resistance, but in prison it is passive. With the struggle, the characteristics
that accompany it reappear, for example, clandestinity, although they do have
some peculiar characteristics’. (1996: p. 285)

In these cases, we are talking about organised and hierarchical groups. On the
contrary, when considering the problem of proselytism and jihadist activity in prisons,
the issue presents a different perspective. Prisoners linked to jihadism or who may be
vulnerable to radicalisation processes do not constitute an organised and structured
group. Therefore, the possibility of creating structures in prisons will depend largely
on the interaction of individuals during their imprisonment.

It is interesting to understand how identity and individual awareness influence
the greater or lesser risk of radicalisation in maximum security prison environments.

10 Examples of this are the 2021 National Security Strategy (ESN) (p. 57) and the European Council
Conclusions on preventing and combating radicalisation in prisons adopted in June 2019. In this
regard, EUROPOL, through its Report on the Situation and Trends of Terrorism in the European
Union (TE-SAT), continues to highlight, year after year, the large number of terrorist attacks carried
out in Member States and perpetrated by individuals who have been totally or partially radicalised in
prison. It should be noted, for example, that in 2020 at least five jihadist attacks in Europe involved
prisoners or ex-prisoners at the time of the attack.
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Liebling and Straub (2012, pp. 15-21) point out that monotheistic religions are prone
to being misinterpreted or misused and are attractive in prison, while individuals
with communication skills are attractive to other subjects. Liebling and Straub cite
Hamm, who concludes that the behaviour and influence of Muslim prisoners vary
according to the characteristics and social conditions of the prison. Overcrowded
maximum security institutions provide conditions conducive to radicalisation.

In contrast, in prisons with appropriately designed regimes and activities, the
risk of radicalisation can be counteracted. The appeal of Islam lies in the fact that
it can serve as a justification for the acts that have led the inmate to prison by
blaming the “West’ or the ‘infidels’, allowing bonds of trust to be established or
even serving as a mechanism for channelling rebellion against the system. In many
cases, religious conversion serves to reinforce their own cultural identity and is
expressed as a form of individual and collective resistance against the West in a
restrictive environment.

On the other hand, certain charismatic individuals can take on special relevance in
a context where individuals experience a deep sense of insecurity. For Marranci (2012:
pp- 23-24), Islam in prison is defined on the basis of individual emotions, although
that faith may be ‘performative’ (i.c., expressed more as an external performance or
manifestation than as a deep internal conviction).

Misinterpretations of religious concepts that operate in the processes of
radicalisation and recruitment in prison are conditioned by the way in which
individuals experience their imprisonment and by institutional control. There is a
third factor, the prison subculture, which conditions the way in which individuals
adapt to the prison environment. It is worth asking whether we can speak of a
prison subculture shaped and based on a radical interpretation of Islam. A jihadist
subculture in prison that would differentiate its members from the general prison
subculture. In this way, they play with the Salafist concept of ‘takfirism’, classifying
as ‘good Muslims’ those who subscribe to their understanding of Islam and are loyal
to their group within the prison wing, while labelling as ‘bad Muslims™ or apostates
those who do not submit to the discipline of their group and do not interpret Islam
in those terms.

In prison, many inmates classified as first degree consider this classification a sign
of individual status vis-a-vis the rest of the prison population. Often, these types of
inmates define themselves as ‘warriors’ who defy the system". In the case of individuals
convicted of jihadism or classified as radicalised for recruitment and leadership
activities, Civil Guard investigators point out that inmates with this profile often
boast about their classification as a symbol of prestige within the prison. However,
their expressions of opposition to the prison regime are very limited thanks to the
special supervision given to this type of inmate.

11 Interestingly, until recently, inmates with this profile often had Sun Tzu’s 7he Art of War in their
cells as a reference book.
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For terrorist organisations, maintaining the identity and militancy of their members
within prisons is essential to maintaining the cohesion of their organisations. GRAPO
member Bittor Dieguez described the group’s philosophy in prison as follows:

‘We are communist prisoners, we have a concept of life and we take it
everywhere. We cannot conceive of life in prison without doing anything,
with our hands tied, lying around in the courtyards as they have managed to
do with common prisoners. It would be unacceptable for us to be subjected
to such conditions. Always and in any prison, also depending on the strength
we have had, we have tried to maintain these minimum standards, to be
able to study collectively, to be able to improve ourselves, to be able to train
ourselves better so that tomorrow we can contribute more to the cause’
(Dieguez, 1989).

With regard to jihadism, it is necessary to determine the ideological basis of this
phenomenon in prison. Above all, because jihadist militancy sometimes arises in
prison, unlike what happened with other terrorist groups. Marranci (2020) points out
that religion can become a way of reafirming their personality by confronting their
religious identity against an institutional authority they consider unjust or illegitimate.
Based on this perception of unjust imprisonment and illegitimate authority, tawhid,
the principle of the oneness of God, evolves from a theological principle to a survival
mechanism that allows prisoners to reinforce their own personality in the face of a
system they perceive as hostile.

Officials often report how radical inmates interrupt scheduled activities such as
roll calls with prayer. This is a mechanism of identity reaffirmation and resistance,
but also a violation of prison regulations masked by the practice of religion to avoid
disciplinary sanctions.

Hamm (2009: p. 144) reports the existence of small influential groups of
individuals capable of spreading a ‘prison’ version of Islam (Prison Islam). They thus
take advantage of the traditional prison dynamics of coercion and the use of pressure
groups. In this way, a simplified version of Islam is spread, adapted to respond to the
perceptions of incarcerated individuals. With regard to this concept of ‘prison Islan’,
the approach to this unorthodox version of religion is often based on motivations to
seek protection and integration into a group that facilitates the stay in prison.

Sometimes, the approach to religion is based on utilitarian reasons such as access
to greater social interaction or group protection, even in the most restrictive prison
environments. The group dynamics typical of the prison environment facilitate
this practical approach, which can precede a recruitment process and is carried out
discreetly through direct interaction.

Garcia Martinez (2008: pp. 188-189) mentions this prison religious subculture that
defines models of behaviour and can lead to the adoption of attitudes of ‘resistance’ to
the system. Sometimes, prisoners adopt a ‘ritualistic’ approach to religion focused on
their own identity, in which religious expressions are subject to ‘prison ritualisation’.
In other cases, the ‘rebellious’ approach serves to justify the behaviour of individuals
linked to violent crime.
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The propaganda approach of Al Qaeda and DAESH is oriented towards mere
religious and ideological conversion through learning, building a prison jihadist
subculture in which individuals are told how to be cool This explanation, derived
from cultural criminology, allows us to go beyond the traditional justifications of
conversion or rebirth to understand certain behaviours (Sunde and Sandberg, 2021:
p. 282). Applied to the prison environment, this form of attraction to the individual
can take the form of an invitation to challenge the rules. These subcultures constitute
an added difficulty in maintaining orderly coexistence and the resocialising aims of
punishment.

The fear of radicalisation has contributed to a feeling among incarcerated
individuals that the experience of deprivation of liberty has worsened (Liebling,
Williams and Lieber, 2020: p. 1664). Maximum security environments provoke
greater feelings of aversion to the system and its rules. When collecting testimony
from an inmate regarding the risk of radicalisation, he stated: ‘T don't need to radicalise
anyone here—they’re all already anti-authority!” (Williams and Liebling, 2023: p. 98).

Contrary to the perception that these subcultures may contribute to violent
radicalisation processes in prisons, other authors believe that they may play a role
in counteracting the emergence of radicalisation processes in prisons (Bucerius,
Shultz and Haggerty, 2022). Linge, Sandberg and Tutenges (2023: p. 1384) consider
that radicalisation processes among criminals are complex and unpredictable, and
that exposure to jihadism fuels both radicalisation and resistance to it. It is therefore
important to understand that prison can be both a favourable and an unfavourable
environment for radicalisation.

The experience accumulated by the Civil Guard in prison investigations also points
in this direction. There are many inmates, Muslim or otherwise, who reject jihadist
radicalisation and terrorist violence and who, with due caution and confidentiality,
denounce jihadists who pressure other inmates for not being ‘good Muslims’, either
because of their sexual orientation or because they do not practise the religion in
Salafist terms.

3.3 Prison in the jibadist narrative

Prison is a fundamental pillar of the jihadist narrative. A large part of the
ideological developments of political Islam have taken place in prison. Ibn Taymiyyah
is a paradigmatic example, very influential in contemporary Islam. A scholar of the
Hanbali school of law, characterised as the most rigorous of all, with a literal, inflexible
and uncompromising interpretation of the Quran and Sunnah, his thinking was
based on the belief that Islam was perfect and complete in the time of the companions
of the Prophet Muhammad (a/-salaf al-salib). This led him to reject other variants of
Islam, such as Sufism and Shiism, among others, calling for their persecution and
declaring their followers kdifir (unbelievers). He was imprisoned for seven years for his
legal rulings and confrontations with scholars from other schools of jurisprudence.
Taymiyyah is a key figure in the jihadist imagination, defining imprisonment as a
‘divine’ blessing.
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More recently, names such as Hassan Al Banna and Sayyid Qutb have become
references in the jihadist imagination of martyrdom in prisons. Sayyid Qutb
conceived his main work in prison. After the attempted assassination of Nasser,
numerous members of the Muslim Brotherhood were imprisoned. During this
period, Qutb wrote Maalim fi-| Tariqg (Milestones), which summarises his political
thinking, centred on the need to apply Sharia law in all areas of society and human
relations.

Qutb’s work was decisive in the evolution of later references. This was the
case of Shukri Mustafali, a jihadist leader and follower of Qutb and the Muslim
Brotherhood. He participated in the assassination of the Egyptian Minister of
Religious Affairs and was convicted and executed in 1978. During his time in prison,
he radicalised his views, considering the whole of society to be apostate and infidel.
He was the main founder of the group or sect Takfir Wal Hijra (Anathema and
Exile), a radical organisation that gained followers over time, especially after Shukri’s
execution. The same can be said of other individuals who were prominent in the
rise of jihad. Muhammad abd-al-Salam Faraj, one of the ideologues of the Tanzim
al-Jihad organisation, was executed in 1982 after being imprisoned. His political
thinking was captured in a pamphlet entitled Al-Farida al-gha’iba (The Forgotten
Duty). Ayman al-Zawahiri, one of the leaders of Al Qaeda, was imprisoned in
Egypt. His stay in prison during the 1980s and the torture he suffered sharpened his
radicalism and made him a leader among the other inmates.

Zaynab Al-Ghazali deserves special mention. It is important to highlight her role
as a woman, given the significance of her story. Al Ghazali recounted her experience
in prison in the first person under the title Ayyam min Hayati (Days of My Life) and is
a symbol in that she extends to women the narrative of resistance against ‘tyrants’ in
prisons.

The most recent manifestations of this phenomenon have found an ideal
environment in crime and prisons to spread their narrative and attract followers.
This is the case with DAESH, whose very origins can be traced back to a prison,
as acknowledged by David Petraeus, the general who led the US operation in Iraq,
when he admitted that: ‘these extremists were basically running a university to train
terrorists on our own premises (BBC, 2015). His statements give us an idea of the
important role played by prisons such as Camp Bucca and Abu Ghraib, where the
leader of DAESH, Abu Bakr al-Baghdadi, self-proclaimed Caliph and ‘leader of all

Muslims’, was interned, along with a dozen members of his leadership.

The link between crime and terror has been a growing concern in recent years.
Basra and Neumann (2017: pp. 1-6) believe that DAESH has skilfully used its narrative
to recruit members in these environments. The organisation’s magazine, Rumiyah,
has praised jihadists with criminal pasts and justified the commission of crimes as a
means of waging jihad, saying that it is not behaviour that needs to be changed but
motivation, which provides moral justification for individuals who feel the need to
legitimise their behaviour. DAESH is well aware that people with criminal records
have skills and resources that make them very effective in carrying out terrorist plans.
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According to Civil Guard investigators, this form of redeeming sins or crimes,
which modern DAESH jihadism defends in its propaganda, is attractive to young
Muslims in Western prisons because it labels institutions as apostates and the jihadist
imagination forgives them for their crimes if they join the jihadist cause. It should be
remembered that in the early years of the jihadist group’s growth, in order to swell its
ranks, it adopted the strategy of the “Breaking the Walls” campaign®, which succeeded
in freeing hundreds of militants from Iraqi prisons between 2012 and 2013. This
operation had a profound symbolic impact, presenting prisons as spaces of resistance
and redemption. The resulting narrative reinforced the idea that imprisonment does
not interrupt jihad, but is part of it, legitimising violence against prison institutions.

Berduin (2024: p. 205) cites several cases in which the jihadist propaganda apparatus
has placed special emphasis on directing a promise of redemption to common
criminals. For example, a group of British jihadists in Syria, calling themselves Rayar
al-Tawheed, coined the apt slogan ‘sometimes people with the worst pasts create the
best futures’. Al Qaeda’s magazine, Inspire, referred to the prisons of the infidels in
2016 and asked Allah to ‘accept the exploits of our mujahideen brothers in the West,
double their rewards, and for those who have been imprisoned, make their prison
a garden among the gardens of paradise’ (Bayliss, 2016). In 2016, in a video on the
administrative structure of the caliphate, DAESH announced the existence of the
‘Committee for Prisoners and Martyrs’, whose mission was to monitor prisoners,
rescue them, and help their families. In its magazine Dabig, it mentioned prisons
as a place to continue the struggle”. In its eighth issue, it interviewed Boubaker
al-Hakim', who described his seven years in prison”.

For DAESH, imprisoned members of the organisation are still considered ‘soldiers
or mujahideen” and important assets to the organisation. They must continue to wage
jihad wherever they are and with the means at their disposal, even inside prisons
and with the constraints of confinement. Thus, DAESH’s strategy in prisons includes
threats and attacks on prison officers, both security guards and other staff, as it
considers this to be a legitimate and necessary struggle, which is why there are calls to
attack prison staff inside and outside prisons.

12 The “Breaking Down the Walls” campaign was announced by the leader of Islamic State of Iraq,
Abu Bakr al-Baghdadi, in a speech on 21 July 2012:

“And we bring you good news of the beginning of a new phase in our struggle. We are starting it with
a plan we have named ‘Breaking Down the Walls’ and we remind you of your main priority: to free
Muslim captives wherever they may be and to make it your primary goal to prosecute and kill their
butchers (judges, investigators and guards).”

Excerpt from Abu Bakr al-Baghdadi’s speech: ‘And God wants nothing but to perfect His light' 21
July 2012.

13 See: Inspire Magazine. Autumn 2016. 1438. Issue 2016.

14 Boubaker Al Hakim had been arrested in Syria. Upon his return to France, he devoted himself to
recruiting fighters to send to Iraq. Arrested for these acts, he spent seven years in prison.

15 Interview with Aba Mugqatil At-Tanusi. Dabig Magazine. Issue 8.
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3.4 Recruitment of new members

Recruiting members within prisons is one of the fundamental elements of jihadist
narrative. This discourse was initially used by Al Qaeda and later by DAESH in a
more refined way. Authors such as Yaacoub (2018) highlight the importance of prisons
as spaces for radicalisation. Warnes and Hannah (2008: p. 408) also find similarities
with the prison structures of terrorist groups such as the IRA and ETA, considering
that much of the behaviour of jihadists in European prisons was a ‘replica’ of the
way IRA and ETA prisoners behaved during their incarceration. The passage of time
has nuanced this discourse, and although it is true that the problem of radicalisation
exists, jihadist structures in prisons have not managed to replicate those of previous,
more organised groups.

In France, Khosrokhavar (2013) considers that radicalisation processes in prisons
occur between two individuals or small groups. The case of Italy is similar. According to
Rhazzali (2017: pp. 261-286), the presence of organised groups that can be conventionally
defined as radical Islamists does not seem to be a characteristic of the Italian prison
system. In Spain, the phenomenon of radicalisation is described very clearly by Carou
Garcia (2019) in his study on jihadist recruitment in prison when he states:

‘Prison, as a total institution, places the individual in an existential situation
of extreme complexity, in which he is forced to develop social relationships —
not of his own choosing —and to adapt to a markedly restrictive organisational
and architectural structure. In such an environment, radical Islamic ideology,
conveniently manipulated and adapted to the personal circumstances of each
case, acts at different levels. Faced with the loneliness and uprooting caused by
imprisonment, adherence to a fanatical Salafist ideology acts as an element of
socialisation, thus preventing the individual from becoming isolated. Jihadist
cells surround the individual with a false perception of respect and recognition
within the group, so that he perceives a kind of community protection, an
aspect that is particularly relevant in a hostile environment such as prison’
(Carou-Garcia, 2019: p. 55).

Although the experience accumulated in recent years allows the prison institution
to mitigate the phenomenon described by Carou Garcia, the truth is that entering
prison is a personal crisis. The impact of a new hostile reality forces the individual
first into shock (loss of freedom, truncated projects and dreams, social shame) and
then into reflection on the events that have led them to this situation.

Inmates who have additional vulnerabilities, such as the absence of a family
support network, not speaking the language, lack of financial resources, or a solid
religious upbringing, find themselves in the dichotomy of either advancing alone on
their prison journey towards resocialisation or taking refuge in the protection offered

by their peer group.

Case studies carried out by the Civil Guard in its investigations highlight that it is
within this framework that radicalising agents operate, offering the group protection
typical of prison subculture. In this case, under the cultural pretext of joining their
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peers, the communal and tribal nature of the wmma, being a ‘good Muslim’, and
seeking redemption in the practice of the Salafist version of their religion, they are
gradually initiated into jihadist indoctrination.

It should be borne in mind that we are dealing with a model of approach, recruitment
and radicalisation in a closed and highly exposed environment in which victim and
perpetrator coexist, despite the efforts of prison institutions to keep radicalising agents

“. As a result, vulnerable prisoners

isolated and offer inmates leisure or work options
are easily integrated into peer groups that offer them a certain degree of protection and

social comfort in exchange for following the self-appointed leader of the group.

In the case of young people from non-Western cultures, a profile that is becoming
increasingly common in the Spanish prison system and which combines multiple
vulnerabilities, other elements typical of youth come into play, such as defiance
of authority, adventure, belonging to a subversive group that feeds the feeling of
being victims of an unjust system, resentment and hostility. In this environment,
individuals gradually shape their perception, justifying any affront or ‘stressor’ under
the argument of ‘you vs us’ (the West vs the umma). Under this mindset, prison
is illegitimate, while being united in hatred of the West or the infidels is not only
legitimate but also a religious duty and a defence of one’s own community that allows
one to regain the honour lost in the commission of crimes. It is a path of manipulation
that leads new followers towards utopian and destructive thoughts, in which jihad is
seen as a redemptive renewal and martyrdom as liberation.

4 'The case of Rida B. Threats and glorification of terrorism within the
prison system

The importance of this case lies in the novelty of the legal classification of the acts
committed by Rida B. (threats and glorification of terrorism) and the lengthy sentence
imposed. It is also noteworthy that Rida B’s actions must be interpreted in a specific
context that has conditioned his activity. The prison environment limited the way in
which the protagonist of this case carried out his pro-jihadist activity. It should be
noted that his radicalisation process was a long one. According to the investigation,
it lasted just over a year (from the first signs to when he swore allegiance to his leader
and jihadist role model). This highlights the importance of monitoring by prison
institutions, both in detecting his radicalisation process and in following up on it.

4.1 Context and background of the case

As we have seen in previous sections, there is a prison subculture that establishes
customary rules outside the institutional framework and a religious subculture shaped

16 Instruction 17/2011, of 8 November, sets out the “protocol for intervention and rules in closed
regimes”, as Royal Decree 419/2011 of 25 March modified certain regulatory aspects and established
the obligation to intervene in closed regimes, as well as the creation of a stable technical team and the
implementation of a treatment programme.
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by the fact of imprisonment that can condition the behaviour of the individuals who
are part of them. Both factors can lead a sector of the prison population, influenced
by certain narratives, to seek their own space for protest and confrontation with the
administration. This confrontation presents a series of particularities due to the limits
that the prison environment, especially in closed regimes, places on disruptive and
risky behaviour that threatens the orderly coexistence of a prison establishment. In
this context, we can situate the case of Rida B.

In this section, we will describe his process of radicalisation over the years and
the difficulties that investigators from the Civil Guard’s Information Headquarters
encountered in reconstructing his life. We will also analyse the way in which Rida
B. carried out his jihadist activity. It is necessary to dwell on the importance of
radicalising agents in prison. In addition, attention must be paid to the importance of
the glorification of terrorism and the threats made by Rida B. on behalf of DAESH,
as well as the operational and legal response by the Prison Service, the Civil Guard
and the National Court.

This case study provides us with a profile of prisoners who are vulnerable to
radicalisation and who, once they have embraced this ideology, develop their own
proselytising activities. Rida B. carried out his activities within the confines of closed
prison wings, which greatly limited the resources available to him for carrying out his
jihadist activities. Through the study of the radicalisation process, his links with other
jihadists and his activity in favour of DAESH, a reality is revealed that often goes more
unnoticed than that of those convicted of terrorism, but which does not therefore
pose a lesser risk. Rida B. carried out at least two types of activities in support of
DAESH, as documented in his sentence: on the one hand, painting flags of the jihadist
organisation; on the other hand, threatening prison officials with explicit statements
such as ”: ‘you are all going to die under the flag of the Islamic State’; ‘I am going to
kill you and your families [...] to kill in the name of Allah and the flag of the Islamic
State’. In addition, Rida B. also showed signs of behaviour typical of prison life, such as
boasting about his dangerousness and anti-establishment character. In many cases, this
took the form of uncontrolled outbursts of anger stemming from his own character.

4.2 Limits on jihadist activity in the prison environment

Despite posing a risk to the life and physical integrity of prison staff and inmates,
jihadist activity can be encouraged by the physical environment of a closed prison
regime. These limits prevent actions carried out in a controlled environment such as
a prison from being comparable in terms of means and execution to those that may
occur outside. The Civil Guard analysts responsible for the investigation that led to

17 The investigation into Rida B. was conducted by the Sixth Central Investigating Court of the
National High Court and tried by the Fourth Section of the Criminal Chamber of the National High
Court. The oral and public trial took place on 3 and 4 February 2025. “Moroccan prisoner sentenced
to another six years in prison for grafhiti in support of Islamic State and threats.” (El Debate, 2025)

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 521 to 546




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

the conviction of Rida B. emphasise this point. Even this type of activity is confused
with events typical of prison dynamics. For example, threats to prison staft or the
possession of homemade weapons by inmates may be considered normal in certain
environments, despite the extreme danger they pose. An analysis of the operations
carried out by the FCSE in prisons leads to the conclusion that the means used to
recruit and radicalise other inmates are the same as those traditionally used in prisons:
coercion, threats, the use of force, as opposed to the self-serving use of solidarity,
group protection or favours.

Control by the administration is circumvented through mechanisms that are
nothing new, except for the purpose of jihadist radicalisation. The main tools used for
this purpose are intermediaries and chains of ‘favours’ and friendship that allow news
to be passed between individuals. Officials working in closed prisons point out that
it is common for inmates classified as first degree, due to rotations between centres,
to know each other directly or indirectly. It is also common for this type of practice
to be carried out individually or with the participation of two or three people®. It
should be borne in mind that recruitment or glorification activities in prisons are
extremely difficult and persistent. In addition, DAESH uses a series of symbols that
can be expressed through gestures or through oral or written forms. Examples include
the tawhid gesture (extending the arm with the index finger pointing to the sky to
express the oneness of God) or the repetition of certain Islamic quotations.

These activities are perfectly suited to the confines of the prison system. As
researchers from the Civil Guard point out, prison jihad and the radicalisation
of third parties in this closed environment have particular characteristics. The
dissemination of ideas is not based on physical media such as books or videos via the
Internet. Everything is based on oral transmission through the recitation of certain
suras from the Koran or nasheeds, messages sent through correspondence which,
despite institutional control, flow through parallel channels, especially through what
researchers have called “messenger pigeons”, i.e. inmates whose correspondence was
not subject to any kind of intervention. These letters convey greetings, support, loyalty
and radical ideology, accompanied by feelings of opposition to the prison system. The
vast majority of these letters include prayers and other religious texts from the Salafist
creed and are accompanied by DAESH flags and even slogans used by the terrorist
organisation, such as bagiyah, tatamaddad, takbir, and Allahu Akbar.

4-3 Rida B’s radicalisation process

In its ruling 4/25, the National Court considered that Rida B.’s actions were part
of the promotion and praise of DAESH. The Civil Guard’s investigation has made it
possible to reconstruct his radicalisation process, from before he even entered prison

18 Some examples of this type of activity reported in the press (El Mundo, 2015a, 2015b, 2026; El
Independiente, 2020; El Pais, 2021a, 2021b; El Faro de Vigo, 2021; El Correo Gallego, 2021; Europa
Press, 2021)
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to the moment when he formalised his commitment to DAESH’s ideology and
objectives while in prison. The court ruling also describes him as a dangerous and
disruptive inmate, which is why he was included in the FIES file.

Based on the Civil Guard’s investigation, the National Court considered that Rida
B.s activity in prison was motivated by the designs of DAESH, which considers
prison to be a suitable place for recruiting militants and spreading its radical ideas,
inciting violent attacks against prisons and their staff”” .

The reconstruction of this process has been meticulous and has been based on
the investigation carried out by the Information Headquarters, as well as on reports
from the General Secretariat of Penitentiary Institutions, technical eyewitness reports
from various Judicial Police units, handwriting expert reports from the Civil Guard’s
Criminalistics Service, witness statements and other proceedings. All of these refer
not only to the period of the criminal investigation, but also to the period prior to
Rida B.’s imprisonment.

Sources close to the investigation warn that the convicted man had shown signs
of radicalisation during his stay in a juvenile detention centre. At that time, Rida
B. had photos of Osama Bin Laden and armed young people in conflict zones
in his possession. Later, after entering prison and reaching the age of majority,
he began to show signs of increasing radicalisation under the influence of a first
radicalising agent. His behaviour became more violent and confrontational, with
threats and attacks on prison staff as he continued his radicalisation process. The
prison administration detected this incipient radicalisation process, which led to his
classification as a FIES.

Gradually, his conflictiveness increased, and he began to maintain contact
with inmates linked to jihadist terrorist cells and networks. Among these
individuals, he contacted two inmates investigated in Operation Escribano for
their high capacity for recruitment and radicalisation, one of whom was linked
to two previous jihadist networks. As a result of these contacts, Rida B. declared
in a letter his adherence to the ideology of DAESH and his loyalty to one of
those investigated for terrorist recruitment and indoctrination in the network
dismantled by the Civil Guard in Operation Escribano. It should be noted that
Rida B. was investigated in that operation, detecting his level of radicalism and
his oath of allegiance to one of the leaders under investigation, even going so far
as to paint the DAESH flag in a prison courtyard, but his activity at that time did
not result in criminal charges.

His radicalisation process continued with new incidents until he began to be
investigated for the activities for which he has been convicted. Over a period of one
year, between 2022 and 2023, he engaged in a series of behaviours with the clear
aim of glorifying DAESH terrorism and intimidating prison staff in the name of the
‘Islamic State’.

19 SAN 955/2025 - ECLLI:ES:AN:2025:955. P, 4.
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4.4 Graffiti and threats in prison

Rida B.’s activity focused mainly on graffiti and threats to the prison officers
responsible for his custody.

As for the graffiti, the ruling considers that it constituted representations of the
DAESH flag and its most characteristic slogans. Such grafliti was made with the
purpose of spreading this doctrine among other inmates and anyone connected with
the prisons™.

The investigators, and subsequently the ruling, consider that the painted images
were a representation of the shahada (“There is no God but Allah’), with a shape and
distribution that has been adopted as a distinctive sign by the terrorist organisation
DAESH, which defines it as the flag of ‘unicity or monotheism’ and serves to vindicate
its actions and propagate its activities™.

The graffiti was painted using the means and opportunities available to Rida B. in
a controlled environment. This meant that the flags and slogans could not be exactly
the same as the original or, as the Civil Guard officers explained at the trial, the

background of the flag could not be black.

The investigation into Rida B.’s activity of disseminating DAESH symbols has
made it possible to attribute the authorship of fourteen DAESH flag grafhiti*, ten of
them in public areas such as dining rooms or courtyards where other inmates who are
at risk and vulnerable to jihadist recruitment enjoy their leisure time.

Figure 4

Detail of grafhiti painted by Rida B. of the DAESH flag on a wall in the common

areas of a prison.

According to the ruling, these graffiti created a risky situation in which the display
of the DAESH flag was not only a call for ideological affinity with the terrorist

20 SAN 955/2025 - ECLLI:ES:AN:2025:955. P. 3.
21 SAN 955/2025 - ECLLI:ES:AN:2025:955. P. 4.

22 Some graffiti was up to 3.5 metres high, making it highly visible.
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group, but also an explicit call to wage jihad, a call that every person who considers
themselves a “good Muslim” must practise jihad to the best of their ability. These
were carried out in different prisons. Alongside the DAESH flag, Rida B. painted
other slogans such as: ‘Always smile, soldier’; ‘Resist until you cease to exist’; ‘Allahu
akbar’ (‘Allah is the greatest’) and ‘Religion has never led us to do anything illegal’.

At the hearing, Rida B. stated that the grafhti did not represent a flag and that
it was ‘a wake-up call, in the sense of saying: gentlemen of the prison system, do
something’”. In contrast to what happened in the past in the cases of ETA and
GRAPO militants, it should be noted that it is common practice during criminal
proceedings related to jihadism for individuals to deny their militancy.

As for the threats, these were directed both at prison officers as a group and at
some of them in particular: ‘[...]You will find out because the flag of the Islamic State
will soon be spread throughout the world and you will die as infidels’; ‘Cowards,
torturers, come and get me. I will kill you as commanded by the flag of the Islamic
State present throughout the world’; [...] “You will embrace Islam or die’; ‘Allah is the
only God, Muhammad his prophet and no one above God’; ‘Soon the Islamic State
will rule the world’. All of these statements were made for the purpose of making
demands and appealing to the ‘Islamic State’ to reinforce their intimidating effect.

This intimidating effect was evident in the statements made by officials during the
trial. The statements made by prison officials and the social worker who wrote the
report in which Rida B. expressed his plans to kidnap and murder a prison official
were decisive™.

Rida B.s aggressive state and his willingness to commit a violent act were
demonstrated by the convicted man on numerous occasions with expressions such
as ‘being willing to do anything’ or statements that if he carried out his violent
intentions, people from the terrorist milieu would contact his family, as is often the
case in suicide attacks.

The theft of razor blades from closed-regime departments is one of the few
occasions on which a prison weapon or ‘spike’ can be made”. For investigators,
the concealment of the blades constitutes a preparatory act in the context of
violent actions that Rida claims to have planned and causes fear and alarm among
officials. According to sources close to the investigation, this situation is based on
the convergence of five elements: collective and individual threats to certain prison
officials; the jihadist ideology embraced by Rida B.; the campaigns against prisons
and prison staff promoted by DAESH; the plans to murder expressed by Rida B. in
an interview with a social worker; and Rida’s intention to obtain a sharp object. The

23 SAN 955/2025 - ECLLI:ES:AN:2025:955. P 9.
24 SAN 955/2025 - ECLI:ES:AN:2025:955. P 16.

25 Other options include using window panes or trying to get hold of pieces of window hinges or
bed fixing screws. Sometimes windows are torn out with the intention of using them as blunt objects
against the officers who have to intervene to subdue the inmate.
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investigation found that Rida B. managed to obtain blades on three occasions. This
means that, considering himself a ‘soldier of the Islamic State’, he had taken steps
to carry out his threats by stealing blades with which he could carry out his plans to
attack.

4.5 Conviction and legal basis

Rida B. was convicted of glorifying terrorism and sentenced to three years in
prison. He was also convicted of making unconditional threats against a professional
group and sentenced to three years in prison. In the case of glorification, the Fourth
Section of the Criminal Chamber of the National High Court considered that Rida
B.’s conduct was serious enough to pose a risk that his activity could lead to the
commission of terrorist acts in the future:

“The defendant’s acts of public promotion, glorification and justification of
the terrorist organisation DAESH, which, with his continuous and insistent
acts of propaganda among the prison population of the centres where he
painted images of DAESH flags, with their characteristic slogans unified in
the shahada, created a risk of future acts of a terrorist nature among those
who saw and read them, as these were not mere personal acts that did not
transcend the confines of the cells in which the accused lived, but rather
graffiti painted in common areas that were also used by the prison population
not subject to the strict isolation regime applied to the accused. Furthermore,
it is implausible and hardly coherent to deny, as the defendant’s defence does,
that the drawing was the DAESH flag because it lacked the characteristic
black colour. Applying the rules of logic, the defendant lacked black paint
with which to perfect his grafhti; instead, he drew the square outlines, the
phrase about Allah, drew the seal of the prophet and alluded to his status,
as depicted on the DAESH flag, which he did to the best of his ability and
in accordance with the temporary conditions and availability of materials he
had, as the accused himself has maintained, supported by the prison officer
witnesses™.

The court ruling is also forceful with regard to the existence of the crime of threats
under Article 170.1 of the Criminal Code. The ruling considers that the threats are
directed at prison officers as a group and are serious enough to have a frightening
effect on their recipients”. In a context where threats are frequent, the ruling is
innovative, arguing as follows for the conviction:

‘In the present case, the intimidation referred to in Article 170.1 of the
Criminal Code was directed by the accused, first at a prison officer, but
later at other members of the prison service, affecting the group as a whole,

26 SAN 955/2025 - ECLI:ES:AN:2025:955 P. 7.
27 SAN 955/2025 - ECLI:ES:AN:2025:955 P. 8.
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not only because of the expressions used by the accused, but also because
of the circumstances in which they were uttered, creating a state of fear
and intimidation among the victims, since the accused made generalised
statements and referred to the families of those who were listening to him,
lending credibility to his statements, not only because of the literal meaning
of what he said, but also because he implicated the terrorist organisation itself,
for which he was promoting among potential new followers through his
graffiti. Therefore, we maintain that the content and forcefulness of the terms
used constitute serious threats capable of intimidating that group. Threats
that do not require the actual instilling of fear in the passive subjects in order
to be consummated, as it is sufficient that they come to the knowledge of
the recipients, without considering them to be mere individual threats to
the four people who are initially considered to be the passive subjects of the
crime of threats that they witnessed, since their scope transcends them and
encompasses the community of civil servants affected’.

s Conclusions

The evolution of jihadism in the Spanish prison system shows a progressive
institutional adaptation to a changing threat. From the first isolated cases in the
1970s and 1980s to the consolidation of networks linked to international terrorism
in the 1990s, the prison administration has redefined its control mechanisms and
collaboration with the intelligence services. The creation and subsequent consolidation
of the Special Monitoring File (FIES) and the reform of the Prison Regulations in
2011 reflect this evolution, in which prisons have gone from being a marginal space
in the phenomenon to occupying a central place in strategies for the prevention and
detection of violent radicalisation.

From a prison perspective, the ruling highlights the limits, but also the capabilities,
of the system to detect and contain processes of violent radicalisation. Despite the
restrictions of the closed regime, the case shows how some individuals maintain
significant proselytising activity. It also underlines the value of the prevention and
investigation work carried out by prison institutions and the security forces, which are
capable of reconstructing the radicalisation process and proving the terrorist intent of
the convicted person.

The ruling constitutes an important development in the prevention and
prosecution of jihadist activity in Spain. While previous convictions in the prison
system had been for membership of a terrorist organisation or for recruitment and
indoctrination, this ruling is a milestone in recognising the potential seriousness of
certain acts laden with symbolism in a sensitive environment such as a prison.

Furthermore, the ruling considers that glorification poses a risk of radicalisation
and polarisation of other inmates exposed to the influence of Rida B. and punishes
behaviour, namely threats, that is common in interactions between the prison
population and prison staff, considering that the behaviour is serious enough to
warrant criminal punishment.
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This case demonstrates the importance of consolidating early detection mechanisms
and inter-institutional cooperation. The development of these policies will continue
to be key to preventing the formation of jihadist groups in prisons.
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Abstract

The ability to make decisions is not only innate, it can be trained, but
how to do so has never been a trivial matter: Can a firm and solid
decision theory be constructed? Are the skills that make a good decision-
maker transferable? Wargames have historically been an effective tool
for exploring these questions.

The latest advances in artificial intelligence have given wargames a new
lease of life and have substantially facilitated game support functions.
However, their application in agents and assistants for choosing a course
of action raises difficult questions. Can automatic agents solve some
of the problems afflicting current methods of training and evaluating
decision-makers—and specifically, wargames?

At the same time, the growing community of civilian players—whether
in the field of e-sports or board games—offers collective intelligence
and a massive and diverse testing ground, whose dynamics can be
exploited. A diversified source of cognitive profiles relevant to the
analysis of decision-making performance.

The analysis shows that at the intersection between wargames, artificial
intelligence and civilian players, an unprecedented opportunity
arises: to rethink how we train, evaluate and expand decision-making
capabilities. Likewise, three lines of operational action are proposed:
the establishment of comparable metrics between different types
of decision-makers, the gradual integration of automatic agents and
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the structured incorporation of the civilian community through
collaboration mechanisms.
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1 Introduction

he RAND Corporation defines wargames as analytical games that simulate

military aspects at the tactical, operational or strategic level (RAND, n. d.).

Their purpose is to examine the effectiveness of doctrines, train military
commanders and analysts, explore scenarios, evaluate plans and possible courses of
action (CoA), as well as their impact and consequences.

The use of wargaming is as old as war itself, with roots dating back to playful
and ritualistic practices in various ancient and classical civilisations. However, its
widespread use and formalisation as a systematic tool for training and strategic analysis
originated in the military command centres of Prussia in the early 19th century, with
the popularisation of Kriegsspiel (Caffrey, 2000).

Since then, wargaming has gone through cycles of boom and innovation—
associated with volatile, uncertain, ambiguous and complex environments—and
relative neglect — associated with periods of perceived stability. An illustrative
example is the use, during the Cold War, of wargames as an essential element in
planning nuclear scenarios, assessing deterrence doctrines and escalation processes
in the context of a mutually assured destruction environment. In contrast, after
the collapse of the Soviet bloc, its use declined in many military structures,
displaced by a complete reliance on linear predictive models and established
doctrine.

For obvious reasons, the 21st century, and especially the last decade (Work,
2015), has brought them back to the forefront. The growing complexity of today’s
conflicts—characterised by hybrid domains, asymmetric threats and accelerating
change—highlights the need for tools that enable our decision-makers to explore the
uncertain, anticipate the improbable and train adaptability. Their return is not simply
a revival of past methods, but an adaptive reconfiguration in response to the demands
of the present. Wargaming has evolved from an instrument reserved for military use
to a versatile tool for navigating the complexity faced by organisations of all kinds,
including civilian ones.

2 Methodology and scope

This essay is an analytical-conceptual narrative documentary review aimed at
examining the current limitations of wargaming and its interaction with two variables:
(i) automatic agents and (ii) civilian gaming communities.

Although not systematic, the selection of sources was made according to criteria
of thematic relevance, authority and topicality. It should be noted that, although
criteria of institutional diversity were applied, most of the contributions included
are of Anglo-Saxon origin. This concentration responds to the objective dominance
of research centres, military organisations and universities in the contemporary
production of prospective literature on wargaming, and not to a deliberate restriction
of the framework of analysis.
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This is a flexible process that does not aim to be exhaustive, but rather to identify
recurring patterns, structural limitations and opportunities for integrating variables
that are in principle external to the world of wargaming. This approach provides an
explicit and appropriate methodological framework for achieving the stated objective
of the manuscript: to offer a structured synthesis and carry out a prospective exercise
together with an action plan for the future.

3 Types of wargames and associated advantages

In 1962, the United States Army Strategy and Tactics Analysis Group (STAG,
currently part of the Centre for Army Analysis) proposed a taxonomy of wargames
according to their purpose (Roberts, 1962), which remains fundamentally valid today.
They highlighted the following non-exclusive categories:

— Operational or analytical wargames: designed to test both the decision-maker (their
skills, problem-solving abilities, analytical thinking, among others) and current
doctrines. They are usually modelled on current elements and contexts that can be
easily recognised by the player (organisations, equipment, tactics, etc.).

— Training or educational wargames: the objective is to facilitate learning in the
decision-making process, understanding of a specific topic, historical event or
doctrinal concept. They tend to simplify complex systems to focus on the desired
lessons.

— Research or experimental wargames: these aim to analyse or evaluate new concepts,
doctrines, alternative courses of action, etc., and are less factual and more speculative
in nature.

In this context, as Perla and McGrady (Perla and McGrady, 2011) postulate, the
practice of wargames offers multiple advantages. Although the category of wargame
will determine the degree to which each of the stated objectives is achieved, the
analytical exploration of new courses of action, the identification of opportunities for
improvement and deficiencies in current doctrines, the modelling of new processes,
and the anticipation of the consequences of certain decisions in safe environments are
particularly noteworthy.

However, probably the most controversial aspect is the advantages that wargaming
brings to the participants or players themselves. Improving the ability to understand
and generate situational awareness, increasing critical and adaptive thinking, and
superior decision-making skills are some of the proposed benefits. Unfortunately,
these aspects are difficult to verify without a comprehensive and solid theory of
decision-making.

Although the academic consensus (Sabin, 2014) suggests that wargaming is far from
being a mature theoretical discipline, much has already been written on the subject, as
well as on the use of technology and, in particular, Artificial Intelligence (hereinafter
Al) in this type of process. This article, however, aims to focus on something more
specific: (i) with regard to wargames, on the effects on the decision-maker, (ii) with

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 547 to 568




Ivdn Soto Macia Wargames and the future of decision making

regard to the use of Al, exclusively on the role of automatic agents, and (iii) in the
prospective field, on the impact that the contrast with the civilian player community
would have on both types of players (military and automatic agents).

4 Limitations and problems of wargames

Before exploring how automatic agents and the civilian player community can help
overcome some of the main limitations of wargames, it is worth first explaining what
set of problems we are referring to. Without attempting to provide an exhaustive list,
the main limitations and problems that wargames present today are (Grossman, 2023;
Curry, 2020):

— 'The problem of modelling reality: this can be summarised by the statement that reality
is too complex to be modelled and systematised in the form of a game. The process
of designing a game abstracts characteristics of reality—like any model—which can
result, at best, in an ineffective wargame and, at worst, in a pernicious wargame.

It could be argued, however, that all decision-makers interpret reality through
mental models, which are also subjective and simplified abstractions. The problem,
therefore, is not that wargames are simplifications, but how and by what criteria
these models are constructed'.

On the opposite side of the same problem, a high level of detail and realism
reduces the repetitiveness of the game and limits it to a specific context and theatre
of operations. This makes it difficult to generalise lessons learned and synthesise
conclusions that can be extrapolated to other situations and codified in the form of
new doctrines.

— 'The problem of input quality: as in any other information processing system, the
quality of the output depends on the quality of the input. In the case of wargames,
this translates into the relevance, diversity and richness of thought of the participants.

When exercises are restricted to homogeneous player environments—primarily
military—the game’s ability to generate disruptive ideas, challenge established
doctrine, or open up spaces for strategic innovation is also limited. The lack of
cognitive diversity impoverishes the results and reproduces biases already present in
the organisational structure.

In this sense, wargaming must take all precautions associated not so much with
simulation tools as with deliberative forums, where different perspectives can be
confronted and generate novel solutions or creative disruptions.

— The problem of immersion: another fundamental limitation lies in the emotional
disconnect between the decision-maker and the consequences of their decisions

1 At this point, it is necessary to consider whether, in the event of misalignment, it is desirable to push
the wargame to adequately contain the player’s decision-making framework, or to push the player’s
mental models towards the reality that the wargame aims to reflect.
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on the field of action during the practice of a wargame. By transferring decision-
making to a simulated environment, the impact of incidental emotions, which
play a fundamental and recognised role, as described in various studies on general
decision-making models (Lerner ez al., 2015), is reduced. Numerous authors, such
as Rubia (Rubia, 2000) and Damasio (Damasio, 2011), argue that reason, far from
being independent, is deeply mediated by emotional processes that systematically
influence the assessment of risks and rewards. The rational weighing of alternatives
cannot be understood independently of affective processing.

This emotional disconnect does not imply that decisions made in a wargame are
qualitatively worse or less rational—one could argue just the opposite—but it does
force us to recognise that they can never completely emulate the psychological
conditions surrounding real decision-making. This problem profoundly qualifies
the usefulness of wargames as educational and learning tools, while it does not
significantly impact their use in improving and creating new courses of action.

— 'The problem of evaluation and feedback on results: a critical and often
underestimated limitation is the difficulty of rigorously evaluating the results
of a wargame and extracting systematic lessons. Wargames, unlike simulations,
are essentially narrative and qualitative in nature, which differentiates them from
systematic and purely quantitative tools. Many exercises lack robust ex-post analysis
mechanisms to identify what has been learned about the doctrines and courses of
action employed by the players or to what extent doctrinal hypotheses have been
tested.

Without clear structures for observation, conclusion and incorporation of lessons
learned, wargames can become aesthetically appealing but epistemically sterile
events. The lack of objective evaluation criteria makes it difficult to distinguish
between valuable insights and mere lucky improvisations by the player. This limits
their usefulness for designing new doctrines or improving procedures in operational
environments. If we wish to support the legitimacy of wargames as an analytical
tool, it will therefore be necessary to provide them with these observation structures,
as well as mechanisms for the traceability and replicability of players’ actions and
their results, without compromising the social elements that make them distinctive

and useful.

— The problem of the lack of a decision theory: finally, we must mention a structural
deficiency which, although not exclusive to wargames, profoundly conditions our
ability to evaluate their effectiveness and impact on the player: the absence of a solid,

empirically validated theory of decision-making.

Today, there is no established standard or scale that allows for the objective
measurement of a decision-maker’s ability, beyond the subsequent analysis of the
consequences of their actions within the narrow framework of #he wargame played.
Without a robust theory, the assessment of the effectiveness of a wargame—and the
improvement in the skills of its participants—is subject to informal criteria. Only
intuition justifies some of the advantages we highlighted and which are perceived by
those who practise the activity.
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We refer to a model similar to those used for assessing IQ, for example, the Wechsler
scale (Coalson, Raiford, Saklofske and Weiss, 2010). Different scales have been
developed to assess specific cognitive elements that are fundamental to the gaming
process, such as fluid intelligence, working memory, verbal working memory, social
performance, mental flexibility and attention span. However, we do not have any
similar element that integrates these abilities into a theory for decision-making in
real contexts.

This gap has been pointed out by various experts (Banks, 2024) and represents an
active line of research, especially in leading centres dedicated to the study of security
or socio-economic decision-making’. Some pioneering projects, such as those
developed by Carnegie Mellon University’, have begun to exploit the role of Al
in social decision-making (AI-SDM, short for Artificial Intelligence Social Decision
Making). The growing number of publications and citations in this area in 2024
demonstrates the interest and expansion of this field.

These limitations do not invalidate the value of wargames as an analytical,
educational or experimental tool—the three dimensions mentioned above—but they
do highlight the need to rethink their design and, in particular, to determine the role
that Al or civilian players can play in addressing some of these problems in a novel
and effective way.

s The role of Artificial Intelligence
s.I Beyond automatic agents: simulations and use cases

One of the most common misconceptions when discussing Al in the context of
wargames is its identification with simulation or data modelling systems. Although
they share certain structural elements—scenario representation, rules of action,
complex variable processing, attribution, etc.—these are tools with essentially
different purposes and foundations (see table 1).

Simulations (e.g., those used for logistics prediction, operational planning, or
conflict evolution) seek to replicate, with the greatest possible degree of accuracy,
the behaviour of real systems: there is no problem with modelling reality; they seek
to capture and reproduce it with the highest level of detail. Their logic is that of
mathematical approximation, calibrating models with historical data, refining
algorithms and equations, and offering probabilistic outputs. They do not aspire
to explore decision spaces; the focus is on the result and not on the process, on
prediction and not on deliberation, improvement of doctrine or learning by the
decision-maker.

2 See: https://www.mors.org/ Communities/ Communities-of-Practice/ Wargaming and https://idm.
uni.edu/about-us/overview

3 See: https://www.cmu.edu/ai-sdm/
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Compared to the openness and unpredictability of a wargame, simulations are
deterministic. Integrating simulations into specific functions of a wargame, such as
award processes, can enrich the game, but implementing them in decision-making
processes jeopardises the very essence of the wargame (Compton ez al., 2025).

In the field of Al the range of use cases it offers for wargames is very broad (Knack
and Powell, 2023). In this regard, we can highlight:

Tabla 1: Comparacion entre wargames y simulaciones

Caracteristica Wargames Simulaciones

Entendimiento de la complejidad y de la toma

Propésito .
P de decisiones humanas

Generacion de datos, prediccion de resultados

Explora la interaccion sistémica y el

Competencia .
mecanismo causal

Proporciona probabilidades y simula condiciones

Centrada en el humano, iterativa y con un foco

Aproximacién Basada en datos, algoritmico y con foco cuantitativo

cualitativo
Nivel de abstraccion Alto, estratégico o operacional Bajo, tactico
Foco Entender el "por qué" Predecir el "qué"

Compleja, requiere juicio experto y disefio de  Complicada, pero susceptible de verificacion

Validacion - o
escenarios cuantitativa

Figure 1. Source: author’s own elaboration, based on Compton et al. (2025)

Applications in wargame design: content generation, scenario generation, etc.

Applications in game execution: opponent simulation (red cell), adjudication
process, assistants for choosing a course of action, etc.

Applications in game analysis: identification of key interactions, behaviour
modelling, assessment of the decision-maker’s accuracy, etc.

Logistical applications: real-time translation, transcription of player dialogues, etc.

Particularly interesting—and therefore the focus of this article—are advances
in agent modelling for game resolution and decision-making. This is what the
Alan Turing Institute (Knack and Powell, 2023) describes as high-risk, high-reward
applications, or what Davis and Bracken (Davis and Bracken, 2022) call long-term
ambitions for Al-enhanced decision-making: assistants for choosing courses of action
and simulating opponents*.

4 We therefore focus on the application of assistants in wargames, but it should be noted at this point
that it is not necessary to move around a board (and face the problem of modelling reality) in order
to take advantage of Al in the decision-making process. In the field that deals with reality without
abstraction, indeterminate or of unknown determination, it is called decision-making under deep
uncertainty (DMDU). The objective, in this case, is not to optimise our CoA, but to find strategies
with good results in the wide range of circumstances that an uncertain future represents.
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5.2 Automatic agents: what are they and why are they important?

Regarding the first question, what are automatic agents, it should be noted that
we are referring primarily to optimisation agents: systems capable of deciding and
making inferences with the particularity that they learn from their observations of
their environment.

Unlike traditional expert systems’, which are based on pre-parameterised rules such as
‘If A occurs, do Y’ or ‘If (A and B) occur, do Z’, automatic agents do not rely exclusively
on their a priori knowledge. Their strength lies in their ability to evaluate the different
options available to them and choose a strategy or action not only because the inference
rule indicates it, but because they can estimate, using a function (usually called a value
or utility function), the degree of proximity of each option to the objectives pursued.

In the case of expert systems, the world is a state machine that is as simple or
complex as the number of rules you have been able to parameterise. If the system
encounters a situation for which it has no defined rule, it will be unable to decide.
Automatic agents, however, do not need to capture reality through a set of rules. On
the contrary, the utility function allows us to assess any situation, the possible actions
to be taken and the possible states to be transitioned to, without the need to know
them exhaustively in advance.

The relevance of utility functions is that they work well with uncertainty, and we
can load most of the decision-making process into the state we know for sure, the
current state. But how do we know which future states to apply these utility functions
to? That is precisely what Markov decision processes do°.

If we add machine learning engines to reweight our decision-making process, we
have achieved a concrete description of a simple system: a reinforcement learning
model. And if the learning engine is based on deep learning techniques, the term
applied is deep reinforcement learning (see figure 1), one of the most promising fields
of research in the world of Al

Gréfico 1: Modelo esquematico de un sistema Deep Reinforcement Learning

1 Reward I

Agent

State Take Environment

action

parameter 6

Observe state I

Figure 2. Source: Mao et al. 2016

s An expert system is a system that aims to simulate human reasoning, in the same way that an expert
in a field of specialisation would. They are fundamentally divided into rule-based systems, case-based
systems and Bayesian network-based systems.

6 A Markov Decision Process is a procedure that occurs in non-deterministic environments or
environments with a certain degree of uncertainty, using a state transition function to calculate the
probability of reaching a new state when performing an action on the current state.
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The paradigm is simple in its formulation but powerful in its implications: an agent
faced with an infinite number of states that make up its environment anticipates the
usefulness of the different states it can transition to (reward) based on the available
actions, makes decisions (take action) and then adjusts its decision parameters using
machine learning mechanisms. Through this continuous cycle of action and feedback,
the agent progressively refines its performance.

Regarding the importance of automatic agents in game theory—and, by extension,
in wargames—it is relevant to note that the scientific community’s efforts to ‘solve’”
games using these agents is not arbitrary, nor is it based solely on a certain competitive
component of performing tasks previously considered human using computers. Huge
amounts of money are rarely invested for reasons not based on operational objectives
and, as shown by Stanford’s Artificial Intelligence Index Report (Nestor et al., 2024),
investment is growing in the private sector and skyrocketing in the public sector,
particularly in defence departments. The application of optimisation agents to games
is clearly more than just a passing fad.

“Transferability’ is the key word. A paradigmatic example is Alphafold, DeepMind’s
deep reinforcement learning-based Al capable of predicting the protein folding
process—with revolutionary implications for biology—which would not have been
possible without AlphaGo. Agents that solve games are agents that can be applied
to solving other problems, and depending on the characteristics of the games solved
(e.g., Go, with a very complex field of action), the range of problems to be addressed
will be more or less broad. This is known as the transferability and generalisation
property of deep reinforcement learning.

Returning to the nature of games, we highlight three characteristics that will largely
determine how simple or complex it will be to produce automatic agents that play at
a superhuman level: (i) complexity of the field of action, (ii) real-time play, and (iii)
complete/incomplete information play.

In games with complete information and differentiated turns, regardless of
the complexity of the field of action, such as chess or Go, agents have long since
surpassed the best human players. In real-time environments with high complexity of
the field of action and incomplete information, characteristic of many video games
such as Starcraft II, automatic agents are already at a level similar to that of the best
humans. AlphaStar, also from DeepMind’s Alpha series, reached the ‘Grand Master’
level in 2019. OpenAl, for its part, achieved comparable performance in Dozaz. These
achievements show that, under the right conditions, automatic agents not only reach
but exceed the human level in strategic decision-making games.

How would an agent specifically designed to play wargames behave? As we have
seen, achieving superhuman agents is not a technical issue; we can do it regardless of
the characteristics of the game. It is a question of the business case being profitable,

7 When we talk about ‘solving’, we are really referring to tackling the problem at a superhuman level,
not what is technically understood as a ‘solved game’ in game theory.
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which brings us to the contingency of wargames and the absence of a firm decision
theory, a clear benchmark for comparing the capacity of decision-makers and,
particularly in this case, the usefulness of wargames as a training and competition
tool. A search for the aforementioned transferability of capabilities with the aim of
closing the gap between the decision-maker in the wargame and the decision-maker
in a real theatre of operations. Is it possible to generate automatic agents capable of
choosing superior courses of action, outside of traditional doctrine, and with greater
speed and consistency?

Kofford, from DARPA, summarises the rationale behind research in this line of
work (Freedberg, 2023):

‘Tm a chess player, and there’s a lot to learn from chess AI. Modern chess
engines can not only beat human players, but they can also help them by
analysing their games, commenting, and advising on better moves. Similar
Al tools for warfare help commanders and their staffs to plan a military
operation’.

In short, automatic agents can be understood as adaptive decision-making
systems, capable of learning from their environment, anticipating consequences,
and optimising their actions based on defined objectives. Their value lies not only
in outperforming humans in certain games, but in their ability to transfer that
performance to broader and more complex domains: from wargames to the theatre
of operations. Without forgetting that this is the ultimate goal, these agents are
also ideal for addressing several of the limitations and problems of wargames that
we have outlined above, from the problem of modelling and diversity of thought to
the difficulties of evaluation and the absence of a consolidated theoretical framework
for decision-making. Below, we will explore how automatic agents can contribute
to mitigating these problems and enhancing wargaming as a tool for learning and
strategic analysis.

5.3 Contribution of automatic agents to mitigating the problems of
wargames

Based on the limitations and problems of wargames, which we discussed earlier,
we propose the following areas for improvement, derived from different ways of
integrating automatic agents into the process:

— Support for modelling reality: the use of automatic agents allows the design of
wargames with multiple actors/players without proportionally increasing the
number of human participants, which makes wargames with more dimensions
(economic, social, cybernetic, etc.) viable, reflecting a more complex and richer
reality and chain of interdependent decision-making processes. In addition, agents
can help mitigate some of the cognitive or institutional biases that contaminate
design proposals, such as overconfidence or the tendency towards the status guo and
a preference for ‘acceptable’ rather than optimal outcomes in the definition of the
rewards associated with each action.
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— Generation of cognitive diversity: one of the main limitations of wargames is
the homogeneity of participants. Agents can be trained with different heuristics,
strategic styles or deliberate biases (e.g., aggressive, conservative, exploratory, etc.),
thus simulating a plurality of decision profiles that enriches scenarios and broadens
the spectrum of outcomes.

— Design of adaptive and non-deterministic opponents: compared to the predictability
of human opponents in simple environments, or doctrine-based scripts, automatic
agents introduce dynamic adversaries that learn, adapt and explore new strategies.
Unconstrained by cultural, hierarchical or doctrinal inertia, agents can identify and
test unconventional strategies, contributing innovative ideas and thus broadening
the spectrum of options available for strategic reflection and potential improvement
of the decision-making process. Additionally, this increases the uncertainty of
the game, enhances the sense of immersion and forces decision-makers to face
unexpected dilemmas.

— Exhaustive and transparent tracking of the decision-making process: agents allow
each step of their reasoning to be recorded and analysed—actions considered, utility
assessments, discards and final choices. This level of traceability provides extremely
valuable material for comparing processes, identifying biases and feeding structured
feedback, traditionally one of the weaknesses of wargames.

— Unfortunately, when we talk about deep learning as a learning engine, we
incorporate into the equation the well-worn problems of explainability, replicability
and reliability that affect, in general terms, most Al solutions. The foreseeable rise of
‘Causal AI’ over the next few years may prove crucial in this regard.

— Comparative evaluation of human performance: agents can serve as a benchmark
against which to evaluate the decisions of human participants. This comparison
makes it easier to distinguish effective decision-making styles from ineffective ones,
identify recurring error patterns and provide more objective feedback, overcoming
the reliance on subjective or narrative judgements.

— Contribution to the construction of metrics and decision theory: the use of agents
generates large volumes of structured data on decision-making in simulated
environments. This data can be used to develop comparable metrics and, potentially,
to cement a more robust theory of decision-making, thus filling the current gaps in

the field.

Apart from the general problems associated with Al (we have already mentioned
some, such as the difficulties posed by the problem of explainability in tracing
the decision-making process), there are also specific pitfalls on the horizon for its
application to wargames, notably:

— 'The problem of trust in the agent: overvaluing the courses of action proposed by the
agent can cause the human decision-maker to assume as their own decisions that
are the product of a hallucination or a poorly modelled situation. In general, the
level of scrutiny of automatic decisions may be lower than that of human decisions,
particularly if the causal chain is not understood.
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— The problem of decision ethics: by definition, automatic agents are utilitarian, as are
their utdility functions. It is impossible to imbue them with categorical imperatives.
Accepting the courses of action proposed by these agents can lead to ethical and
moral dilemmas.

— The problem of attribution of responsibility: related to the previous problem, an
automatic agent cannot be held responsible for the courses of action it proposes,
so these decisions and their consequences are entirely attributable to the human in
charge of the process (human-in-the-loop). This problem becomes more apparent
when we leave the sandbox of our wargame and try to transfer the doctrine to the
real world. To what extent would the decision-maker be willing to take these courses
of action if they are unable to fully understand them?

— The problem of behavioural differences between automated and human agents: the
learning of human decision-makers—it should be remembered that the effects on
the decision-maker are the focus of our analysis—in wargames may not be entirely
useful, given that the automated agent may exhibit clear behavioural differences.
In the words of Parasuraman and Riley (1997), using automated systems can
distort learning: humans are good at interpreting the intentions and patterns of
other humans, but we have difficulty anticipating or understanding the behaviour
of automated systems (giving rise to what the authors end up calling automation
surprises). There is a risk that, instead of acquiring generalisable learning, the
human decision-maker will over-adapt to playing against automated agents.

— 'The training set problem: training these types of agents is very intensive in terms
of the need for data and games. Synthetic training sets—generated by the agents
themselves—reduce variability and affect the quality of learning,.

6 The role of board games and e-sports
6.1 Untapped potential

If automated agents represent the technological side of the effort to overcome the
limitations of wargames, there is a second, equally promising dimension: the civilian
community. Parallel to advances in artificial intelligence, the growth of the civilian
gaming community—from board game enthusiasts to e-sports professionals—has
created an ecosystem with as yet largely unexplored potential for research and decision-
making training. These environments offer not only a massive and diverse testing
ground, but also a living laboratory of playing styles, creativity and coordination in
highly competitive contexts. In this sense, analysing the role of board games and e-sports
allows us to understand how the collective intelligence and distributed talent of civilian
players can complement and enhance what automatic agents bring to wargames.

Any proposal for a comprehensive decision-making theory considers a set of
cognitive components that form part of wargaming practice: fluid intelligence,
working memory, verbal working memory, social performance, mental flexibility, and
attention span, among others. These are exactly the same components involved in
board games and e-sports.
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With the growth in the practice of these games, interest in knowing what effects
they have on cognitive abilities has also increased, and what was intuitively assumed
is beginning to be proven: the improvement is real, in the same cognitive components
that mediate in wargames. Furthermore, the benefits seem to be more pronounced
the more demanding the difficulty factors already described for automatic agents are:
real time, complexity of the field of action, and incomplete information. Based on
these criteria, e-sports lead the way in cognitive gains (Martinez et al., 2023):

[...] the findings demonstrate that play time predicts players’ cognitive
performance. It seems that video games affect cognitive performance more
than board games do, which has never been demonstrated in previous
studies. The unique features of this main game type surely explain its specific
relationship with cognitive functions. Video games seem to have a greater
potential for overall cognitive enhancement because they involve processing
various types of information and adapting strategies dynamically and in real
time’.

In the same way that speed training strengthens the lower body and in turn partly
determines the athlete’s overall performance, it is very likely that these cognitive
components are not only impacted and improved, but also determine the ultimate
quality of the human decision-maker. In short, these are transferable skills: what
improves performance in a complex game also has an impact on other decision-
making domains.

From this perspective, it is reasonable to expect that a competitive civilian player—
whether a professional e-sports player or a board game expert—will perform well as
a decision-maker in wargames. The transferability of the skills that make a human
decision-maker brilliant remains a field of enormous potential, still largely unexplored
and even less exploited.

6.2 Contribution of civilian players to mitigating the problems of
wargames

Many of the limitations of the two domains mentioned above (wargaming and
the contribution of automated agents to them) seem potentially solvable or, at least,
mitigable with other approaches that incorporate civilian players:

— Support for wargame design and modification: tabletop and e-sports players bring
practical experience in complex rule environments, emergent dynamics, and
interaction systems that is extremely valuable for designing more robust games.
They can help identify imbalances, introduce innovative dynamics and improve
gameplay without sacrificing realism, thus helping to reduce the problem of static,
oversimplified or biased modelling in accordance with current doctrine.

— Contribution to a comprehensive theory of decision-making: the widespread
practice of strategic games provides empirical evidence on how the cognitive abilities
involved in decision-making are developed and transferred. This wealth of data
and experience offers fertile ground for advancing towards a more robust theory of
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decision-making, overcoming the current lack of comparable metrics in wargames.
Civilian players function as a natural field of experimentation.

— Diversity of thought and playing styles: we have already highlighted the cognitive
diversity generated by agents, but in the case of civilian players, we have a human
community that is diverse in age, gender, education and cultural background. This
heterogeneity introduces variability in strategic styles, risk appetite and sensitivity
to different dilemmas. In practice, this enriches wargames, reducing group bias and
bringing creativity to decision-making processes, something difficult to replicate
with automated agents without large amounts of training.

As the literature on military innovation points out, many of the most significant
doctrinal advances have emerged thanks to perspectives introduced by external actors
who question established assumptions, revealing conceptual gaps and opening up
new lines of tactical-operational adaptation (Millet y Murray, 1996; Biddle, 2006).
Therefore, when civilian players participate in wargames—and often outperform
professional military personnel—a very useful creative tension is generated between
the old rules and the new tactics, prompting officers to constantly question and
refine what they think they know.

— Generation of large volumes of non-synthetic data: both competitive board games
and e-sports naturally produce massive databases, full of human decisions in
highly competitive contexts. This material is an extraordinarily valuable resource
for training, validating and stressing automatic agents, which normally depend on
artificial data. In contrast, this data presents the real cognitive variability of human
decision-makers, providing behavioural patterns that cannot be reproduced using
synthetic data, which allows the behaviour of agents to be brought closer to the real
complexity of the decision.

— Bridge between human decision-makers and automatic agents: civilian players, due
to their utilitarian and competitive approach, occupy a middle ground. They lack
the emotional immersion of military decision-makers, but they introduce human
creativity and adaptability that automatic agents do not yet possess (it is impossible
not to think of Enders Game here). In this way, they act as a kind of ‘missing link’
that facilitates both the understanding of how agents learn and the validation of
their performance.

— Element of comparison and competition: civilian players allow metrics to be established
for comparison with military decision-makers by introducing human rivals with high
strategic capacity in controlled game conditions. Competition, as has been demonstrated
in other sporting and cognitive fields, acts as a powerful driver of continuous
improvement. For wargames, this means providing an environment in which both
humans and agents can be measured objectively, stimulating constant improvement.

Institutions such as the Modern War Institute at West Point (Moran and David,
2022) have long studied the need to improve military decision-making and the
potential benefits of contrast and competition with civilian players (gamers), such as
improved speed, the incorporation of aseptic or dispassionate approaches, and the
prevalence of informed intuition:
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‘Military officers realised that “their speed of decision-making was lacking
compared to gamers with greater intuition and skill”. This connects to real
military concepts such as the OODA loop (Observe, Orient, Decide, Act),
where faster decisions give you a huge advantage’.

7 An action plan for the future

Once both the problems and the potential solutions that automatic agents and
civilian players can bring to the state of the art have been outlined, it is easy to sketch
out a development roadmap for the future. The goal is to fit the pieces of this ‘puzzle’
into a roadmap that allows for orderly progress.

Grafico 2: Hoja de ruta para la incorporacion del jugador civil y del agente automatico
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In view of the above:

1. Development of a decision theory: the first step is to consolidate the foundations on
which wargaming is based. The absence of a solid decision theory currently limits
the ability of human decision-makers to evaluate and compare. Without attempting
to resolve this structural deficiency, it is possible, in the field of wargames, to:

— Isolate the cognitive abilities that are part of the decision-making process.

— Weigh their relative importance according to different contexts and levels of
uncertainty.

— Develop comprehensive assessment scales that allow us to measure not only
isolated capabilities, but also the overall performance of the human decision-
maker as a complex cognitive system.

This step involves laying the foundations of the intended cathedral, providing
wargaming with a more solid conceptual and methodological basis.
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2. Participation of civilian designers: at the same time, it is advisable to open the
field to designers with experience in board games and e-sporss. Their expertise
in balance, game dynamics and user experience can:

— Increase the production capacity of wargames, expanding the design pipeline.

— Improve the quality, appeal, and challenge that these games pose for human
decision-makers.

— Introduce mechanical innovations that help overcome the problem of overly

rigid modelling.

3. Civilian player participation: Civilian players—particularly competitive or
professional ones—can gradually become part of the wargaming ecosystem,
contributing in three key areas:

— Generation of high-quality training data for automated agents, based on
thousands of conveniently recorded human decisions.

— Comparison and direct competition with military decision-makers, establishing
objective metrics that promote continuous improvement.

— Assistance in choosing courses of action and exploring alternative doctrines.

4. Civilian community participation: in a final stage, the active involvement of the
wider community of players can be sought in order to harness their collective
intelligence. Some examples are:

— Open and collaborative challenges: if decision theory remains unconsolidated
and wargames remain specific and contingent products, specific challenges
open to the community can be designed, following ‘Capture the Flag’
models.

— Gamification and professionalisation: if sufficiently abstract and generalisable
wargames can be designed, they can be gamified and distributed, creating
a competitive scene with ranking systems (dynamic Elo) through prizes and
incentives. This would make it possible to identify civilian decision-makers with
exceptional talent, amplifying the impact of the third point.

It is easy to draw up highly disruptive scenarios when the three driving forces—(i)
decision theory, (ii) Al applied to wargaming, and (iii) the incorporation of civilian
gaming—advance in a joint and coordinated manner. At that point, wargaming
would cease to be solely a military training tool and become a global decision-making
laboratory, where human creativity, the power of Al and the diversity of the civilian
community would mutually reinforce each other.

8 Atlantic, European and Spanish doctrinal context
As part of NATO, Spain participates in an alliance that is very active in strategic

innovation, where wargaming is a central formative and forward-looking element.
Of particular note are the contributions of Allied Command Transformation (ACT),
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which leads the Audacious Wargaming initiative’, whose objective is to develop
its own capacity within the framework of wargaming to explore strategic futures,
stimulate critical thinking and experiment in controlled risk environments. As its
name suggests, it is the organisational structure responsible for the most daring aspect
of wargaming, which has a long tradition in the alliance and is currently very active’,

also through the Allied Command Operations (ACO).

At the European level, the European Defence Agency (EDA) was a pioneer in
organising joint wargames in its field, although its efforts now seem to be focused on
promoting simulation and modelling programmes such as the Integrated European

Joint Training and Simulation Centre (EUROSIM).

In the Spanish context, although there is no visible or structured official doctrine
like that of other European countries (UK Ministry of Defence, 2017; Bundeswehr,
2024), we do have a recently created reference point in the EMAD wargaming centre,
both in terms of developing the activity and promoting it (for example, with the
holding in 2024 and 2025 of wargaming conferences aimed at personnel from the
Army, Navy and EMAD agencies). Particularly noteworthy is the involvement of the
academic community in the centre’s initiatives (Faculty of Education and Psychology
of the University of Navarra), which facilitates the alignment of efforts not only
towards the design of more effective wargames, but also towards the comparative
metrics we propose in this essay.

On the analytical side, CESEDEN actively works on research into both wargames
and the integration of emerging and disruptive technologies (EDT), particularly
Al, and the convergence of these two lines of research is also frequently referenced
in the centre’s publications (Garat, 2024). In terms of integrating the academic and
civil communities, CESEDEN’s activities are channelled through collaboration
agreements involving the university world, such as the Almirante Juan de Borbén

Chair”.

9 Conclusion

The incorporation of civilian players and the development of automatic agents
applied to wargames should not be understood as alternative approaches, but as
complementary dimensions of the same problem. While agents provide adversary
simulation capabilities, adaptability and systemicity in the exploration of courses of
action, civilian players introduce cognitive diversity, creativity and empirical data
that enrich the training and validation of models. The convergence between the two
approaches opens up the possibility of designing more rigorous and useful wargames
and training decision-makers more effectively. An ecosystem where artificial

8 See https://www.act.nato.int/wargaming/ for more information.
9 See https://www.act.nato.int/activities/win24/ for more information.

10 See https://www.ucm.es/catedra_juan_de_borbon/ for more information.
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intelligence and collective intelligence—civil and military—mutually reinforce each
other, shaping a new horizon for research and practice in decision-making in complex
environments.

Throughout this essay, a progressive action plan has been proposed that begins
with the consolidation of a decision theory applicable to wargaming, continues with
the integration of civilian designers and players, and culminates in the creation of
a new strategic learning ecosystem. This roadmap must be translated into concrete
operational lines that allow progress towards its implementation, beginning with:

1. Developing a system of metrics to compare decision-makers: regardless
of whether they are military, civilian or automated agents. The usefulness
of wargaming will increase significantly when it is possible to evaluate the
performance of the decision-maker objectively and consistently. To this
end, it is necessary to move towards a cross-cutting metric architecture that
allows decisions and decision-makers to be compared. These metrics should
evaluate aspects such as consistency under uncertainty, exploratory capacity,
risk management, adaptation to demanding time frames, pressure situations or
different scenarios (games).

Given that this architecture is the operational dimension of decision theory
yet to be developed, it will require institutional collaboration: agreements with
universities specialising in cognitive psychology or other related fields such as
data science applied to decision-making, as well as joint research programmes.

2. Progressive and controlled integration of automatic agents in wargames: they
must be incorporated following a phased roadmap, defined in advance, until
opponents are simulated. In the first phase, their role in support functions
should be explored in depth: allocation and estimation of consequences, logistics
or traceability of the decision-making process to improve ex post analysis. From
there, agents should be trained in simplified wargames that allow parameters to
be adjusted without the cost of operating in a complete environment. The next
step could be their gradual introduction as assisted adversaries.

This may require the creation of an institutional ‘sandbox’, where collaboration
with applied research centres, in this case Al and computational game theory,
can take place. Outside the academic world and unlike the operational front
line, the technology industry, which has been working with Al for years in
the development of adversarial agents for video games, would also have an
important role to play here.

3. Structured integration of the civilian community: the incorporation of the
civilian community—tabletop gamers, independent designers, wargaming
communities, competitive e-sports players—can be articulated through
concrete steps and mechanisms designed to generate operational, analytical and
training value from the outset.

First, it would be necessary to map talent, a preliminary ‘cognitive catalogue’ to
guide calls for proposals and pilot programmes. This does not seem a complicated
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task, as these groups are identified, segmented and highly motivated to
collaborate if we are able to define the incentives appropriately. From this starting
point, agreements should be established with clubs and associations to form
stable groups that participate in iterative cycles of wargaming and specialised
tournaments, with the aim of both collecting training data and identifying
high-cognitive-performance players. Some ideas for these tournaments will
include not only the confrontation of different types of decision-makers, but
also wargames with mixed teams to analyse the tension between innovation
and doctrine; or alternative doctrine days led by civilians.

In parallel, it would be desirable to establish a collaboration programme with
independent publishers and designers, focusing on mixed design workshops,
early validation of game mechanics and the transfer of design methodology
from civilian to military.

Many of the skills involved in decision-making are transferable. Recognising this
reality means abandoning prejudices and accepting that new generations of players
possess, in certain cognitive aspects, a remarkable level of skill. It would be a missed
opportunity to ignore this potential; integrating it, on the other hand, opens the door
to a future where wargaming becomes a meeting place for technological innovation,
human talent and methodological rigour.
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1 Introduction

ar has never been limited to the physical and crude realm; historically, it

has also been shaped by informational, symbolic and visual dimensions

in which actors construct their own narratives of combat (Huizinga,
2000). This process has evolved over time and, today, a point has been reached where
state and non-state actors resort to elements characteristic of video game design and
interactive digital culture—such as the assignment of scores, levels, symbols, rewards
or missions—to encourage behaviour, reinforce cohesion or maximise communicative
impact (Lakhani ez 4/., 2022). This phenomenon is known as ‘gamification’ and should
not be understood as the simple use of games for training, but rather as the systematic
adoption of game rules and incentive systems in contexts outside of leisure; in this
case, armed conflict. In this article, we take this definition in an operational sense
and develop it in greater detail in the theoretical framework, where we reconstruct
the academic genealogy of the concept and its transfer from video game design and
reinforcement psychology to strategic communication and security studies.

The last two decades have seen exponential growth in the use of globally connected
technologies such as smartphones, social media, audiovisual platforms and online
video games. Various armed actors have taken advantage of these digital environments
to create interactive, visually appealing, easily shareable content structured according
to the logic of video game design: rankings of enemies killed, virtual rewards, and
narrative episodes organised by levels, among other elements (Hassan and Hamari,
2020; Lakhani er al., 2022; NATO StratCom COE, 2021). This ‘gamification’ of
conflict has enhanced propaganda dissemination capabilities, facilitated recruitment,
and boosted combatant morale, enabling competition for digital attention in the
context of contemporary hybrid conflicts (Bachmann and Gunneriusson, 20r15).

With its advantages and disadvantages, gamification substantially alters the social
perception of armed conflict, transforming it into a visual and interactive experience
that can contribute to the conversion of violence into spectacle and its trivialisation
(Winkler and Dauber, 2014; Potzsch, 2015). It thus becomes a tool that allows
combatants to mobilise emotional support, construct heroic narratives, reinforce
collective identities and generate dynamics of involvement similar to those of video
games, especially among young people accustomed to such logic (Lakhani ez 4/., 2022;
Hassan and Hamari, 2020).

At the same time, its strategic use poses ethical risks related to the glorification and
aestheticisation of violence, as well as the possible desensitisation of audiences, whose
production mechanisms are analysed in depth in the methodological section and fall
within the ethical limitations of this study.

In this sense, ‘gamification’ is analysed here as a genuine strategic multiplier within
the cybernetic and media dimensions of contemporary hybrid conflicts.

The application of video game logic to everyday life—and also to the realm of
conflict—has been gradually incorporated, without the world having yet paused
to reflect on its implications. Thus, fundamental questions such as what forms
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‘gamification’ takes in contemporary armed conflicts, what strategic objectives armed
actors implement it for, or what effects it may have on combatants and civilian
audiences, remain largely unaddressed in strategic and security studies.

Addressing the above questions, this article aims to analyse how different armed
actors apply gamification logic in the development of current and recent armed
conflicts. To this end, the forms, functions and strategic objectives of these practices
are identified and an operational rubric of ‘gamification’ indicators is applied to three
case studies—the Russian-Ukrainian war, jihadist extremism and Latin American
organised crime—assessing their operational, psychological and communicative
effects on combatants and civilian audiences.

The article is structured in five distinct sections. First, a theoretical framework is
presented that defines and distinguishes the main concepts of interest in the security
context. Next, the methodological approach of the study is outlined. Subsequently,
the three case studies are analysed in succession and a systematic comparison is
presented. A discussion section links the findings to the specialised literature and
public policy implications. Finally, the conclusions of the study are presented and
possible lines of future research are proposed.

2 Theoretical Framework

2.1 Conceptual framework on ‘gamification’

‘Gamification’ can be defined as the incorporation of elements of video game
design into non-playful contexts in order to induce behaviour, generate engagement
or alter the perception of reality. It should not be confused with the simple use of
video games for training or simulation, as it involves introducing game structures
into a real, non-recreational context, in this case, armed conflict.

The genealogy of the concept of ‘gamification” dates back to its initial adoption
in the business world in the late 2000s, when it began to be applied in marketing
and human resources strategies to boost motivation through game mechanics. From
then on, the playful approach quickly spread to sectors such as education, health and
experience design, consolidating around 2010 as a wide-ranging strategy. Pioneering
authors such as Werbach and Hunter (2012), Deterding ez a/. (2011) and Huotari and
Hamari (2012) laid the conceptual foundations for ‘gamification’, demonstrating its
usefulness in increasing participation in non-playful contexts and emphasising that it
is not just a matter of adding superficial ‘layers” of play, but of designing experiences
that take advantage of the motivational potential of play in a structured way.

It is also necessary to distinguish ‘gamification’ from related concepts such as
playification and serious games, as they are often used interchangeably despite referring
to different phenomena. Playfulness refers to an attitude or disposition towards reality,
usually for expressive, creative or recreational purposes, but without the intention
of inducing specific behaviours or the presence of structured rules (Sicart, 2014).
In contrast, ‘gamification’ involves the deliberate and structured adoption of game
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mechanics—points, rewards, levels, missions, immediate feedback—within a real-
world environment that is not a game, with the explicit purpose of motivating or
directing the behaviour of participants (Deterding e# /., 2011). Thus, while a drone pilot
who plays basketball for entertainment between missions would simply be introducing
play into his routine, the score he is assigned for neutralising an enemy tank and which
is recorded on a scoreboard is an example of ‘gamification’ of his warfare, by converting
operational effectiveness into a quantified and comparable achievement.

Similarly, a serious game differs from ‘gamification’ in that it is a complete
game created for educational, training or simulation purposes, rather than purely
recreational objectives (Michael and Chen, 2006). In a serious game, the playful
experience is at the core of the activity (e.g., a military video game designed to train
recruits), while ‘gamification’ consists of inserting fragments or dynamics of play into
an existing real activity. A mobile application that awards virtual medals for reporting
enemy movements, or that ranks users in tables according to their contributions,
constitutes gamification applied to conflict, insofar as it adds a layer of play to a real
military practice, without becoming an independent game.

From a methodological perspective, it is important to define which practices
will be considered ‘gamification’ in this study and which will not. Many traditional
elements of military culture—insignia, ranks, rituals, honour systems—have existed
for centuries and serve organisational, disciplinary, or symbolic functions, but they
do not constitute a game in themselves (Frasca, 2007). Therefore, they are not
interpreted here as ‘gamification’ unless there is a structured reinterpretation under
a clearly designed game logic; that is, unless these elements are deliberately reused
within a ‘gamified’ dynamic that turns them into components of a ‘game system’ with
defined rules, objectives and rewards. Only under this condition of intentional design
is ‘gamification’ considered to exist. Consequently, conventional military practices,
such as awarding real medals for acts of bravery or using rank hierarchies, will not be
classified as ‘gamification’ in our analysis unless they have been explicitly reconfigured
as part of a system of ‘gamified’ points, levels or rewards.

Firstly, from the perspective of motivational psychology, ‘gamification’ relies
heavily on extrinsic incentives that reinforce specific behaviours: points, rewards,
rankings and other stimuli that act as ‘prizes’ for desired behaviour (Skinner, 1953). In
this framework, scoring systems, medals, or rankings operate primarily as short-term
reinforcements: they increase the likelihood that certain actions will be repeated as
long as the incentive remains available and visible to participants. Self-determination
theory suggests, however, that for gamification to have more lasting effects, it must
also connect with intrinsic motivations, addressing individuals’ needs for autonomy;,
competence, and social belonging (Deci and Ryan, 2000). When this occurs, game
mechanics not only ‘push’ specific behaviours, but also contribute to consolidating a
more stable sense of efficacy and belonging.

Secondly, from the perspective of the aesthetics of violence in the media, it should
be noted that presenting war in a playful way can trivialise the seriousness of the
conflict. Winkler and Dauber (2014) point out that video game-like aesthetics applied
to war tend to trivialise violence and turn it into spectacle, diluting the moral barriers
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that normally contain it. Pétzsch (2015) adds that interactive media transform combat
into a visual product similar to a game, blurring the distinction between reality
and playful fiction. Consequently, the ‘gamification’ of war can contribute to the
conversion of violence into spectacle and its trivialisation, both for combatants and
spectators, by reframing acts of real violence as if they were surmountable ‘challenges’
or achievements within a playful progression.

Thirdly, in the field of strategic communication and digital recruitment,
gamification is emerging as a contemporary tool for attracting and retaining
audiences. Hassan and Hamari (2020) have shown that gamified dynamics can
reinforce civic participation in situations of political crisis, suggesting a similar
potential for mobilising supporters in extremist contexts. Recent security reports
(Dauber et al., 2019; Lakhani ef al., 2022) warn that both jihadist organisations and
right-wing extremist movements are incorporating gamified elements into their
propaganda and online radicalisation activities. The Islamic State, for example, has
imitated video game aesthetics and mechanics in some of its materials, presenting
missions and symbolic rewards in a narrative reminiscent of franchises such as Call of
Duty, in order to recruit young people familiar with video game culture and mitigate
the perception of cruelty of such actions. In this way, ‘gamification’ acts as a strategic
multiplier for propaganda and recruitment in the digital sphere (NATO StratCom
COE, 2021), broadening the reach of war narratives and facilitating the recruitment
of new generations of sympathisers and potential combatants.

Finally, the conceptualisation developed here is aligned with the analysis criteria
that will be used later in the comparative section of the article. These criteria will make
it possible to evaluate the presence and degree of ‘gamification’ in each case study,
systematically distinguishing between fully structured manifestations, predominantly
symbolic uses and informal applications of game logic. In this way, the concepts
defined in this section establish a common framework that ensures consistency
between the theoretical basis and the empirical evaluation of ‘gamification’ in the
conflicts analysed.

MECANICAS Y ESTIMULOS ~ MECANISMOS
LUDICOS  PSICOLOGICOS
(Elementos de disefio) (Medi e
Sistemas de Puntos: Motivacion Extrinseca: _ < Operativos: Aumento
@ Rankings y métricas I Refuerzo conductual. | deletalidad y
de desempefio. eficiencia.
Recompensas: (Generan) | 72~ Competitividad: Deseo | (Producen) - Propaganda: Viralidad,
Incentivos materiales - de estatus. atraccion de jovenes.
o simbdlicos. i
Lo i @ ;'UJO y ibilizacién: @ Reclutamiento:
(0] Estética de Videojuego: coensivilizacioiree @ Captacion de perfiles
Interfaz de usuariO' InmerSIon, trIVIa|IZaCIOH. de jugadOI‘
vision FPV.
5 Progresién: Niveles, /@\ Pertenencia: dentidad Cohesion: Moral altay
misiones y logros. de grupo. COMPromiso.

Figure 1. Model of the strategic cycle of gamification in armed conflict. Source: Own elaboration. Shows the relationship
between mechanics, psychological mechanisms and effects
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2.2 Common components

The elements that commonly make up a ‘gamified” system —as defined in the
previous section— include the assignment of scores as reinforcement of behaviour (e.g.
counting enemies killed) (Skinner, 1953), passing levels (which reflect progression and
hierarchy), achieving accomplishments or badges (which remain linked to a profile
forever), inclusion in leaderboards (which promote competition between participants,
even from opposing sides), receiving immediate feedback (made possible today by
the hyperconnectivity of the battlefield), completing missions with clear objectives—
individual or collective—and, in some cases, the use of avatars or symbolic profiles
(Werbach and Hunter, 2012; Deterding et a/., 2011; Huotari and Hamari, 2012).

It should be noted that many of these elements—such as hierarchies, badges,
missions, or personal emblems—have been present in the military sphere for
centuries, fulfilling organisational, identity, or symbolic functions (Frasca, 2007).
However, in this paper, they will only be considered indicators of ‘gamification’ when
these components are integrated into an explicitly designed game system with clearly
defined rules, objectives and rewards, and not when they function solely as traditional
symbols of status or belonging. In this sense, their transposition into the language of
video games and their subsequent reimportation into the contemporary battlefield—
for example, through scoreboards, digital rewards, or public leaderboards—has given
them a new strategic and aesthetic dimension, which will be discussed later in the
comparative section applied to the case studies.

2.3 State of the literature and positioning of the article

Based on the conceptual framework outlined in section 2.1, this subsection reviews
the existing literature on ‘gamification’ to situate the specific contribution of the
article at the intersection of security studies, strategic communication and armed
conflict analysis.

The concept of ‘gamification’ is neither new nor exclusive to the military sphere.
In the first instance, authors such as Werbach and Hunter (2012) have explored it
in business, educational and healthcare contexts, highlighting how game mechanics
facilitate motivation and participation in non-playful environments (Werbach
and Hunter, 2012). Deterding ez al. (2011) approached it from the user experience,
analysing how its elements generate playability (Deterding ez a/., 2011). Huotari and
Hamari (2012) have placed it from a user value creation perspective, highlighting
the importance of understanding gamification not only as the addition of superficial
elements, but as a design process that produces meaningful experiences (Huotari and
Hamari, 2012).

Moving into the political and communication arena, Hassan and Hamari (2020)
study how gamification reinforces civic participation during political crises; Lakhani
et al. (2022) analyse it as a form of narrative weapon used by extremist movements
online; and the NATO StratCom COE report (2021), while not offering an in-depth

analysis, describes the use of video games as an instrument of digital influence and
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strategic propaganda. Specialised security reports, such as those published by Dauber
et al. (2019) and Lakhani ez al. (2022), have warned about the use of gamified
dynamics in recruitment and radicalisation processes, consolidating gamification as
an emerging issue in policies for the prevention of violent extremism.

In the purely military sphere, Potzsch (2015) argues that the media transform war
into a visual product with an interactive structure, while Allenby and Garreau (2017)
propose conceiving ‘digital warfare’ itself as a ‘gamified’ experience. Added to this are
works that examine the ‘gamified” aestheticisation of violence in jihadist propaganda
(Dauber et al., 2019) or in state strategic communication campaigns, as well as
journalistic and technical analyses of the ‘gamification” of rewards in the Russian-
Ukrainian war—for example, point systems associated with the destruction of targets
or platforms that advertise rankings of units and operators.

Despite this growing interest, the literature still has several gaps from the perspective
of strategic studies. First, most studies focus on a single area (civic participation,
online extremism, or video game culture), without developing systematic comparisons
between armed actors of different natures. Secondly, studies addressing the
‘gamification’ of war tend to focus on isolated examples or qualitative descriptions,
but rarely operationalise the concept using explicit analytical criteria that allow for
case comparisons. Thirdly, the aesthetic and symbolic dimension of ‘gamification’
has been examined in greater detail than its operational and organisational effects on
combatants and military structures.

This article seeks to partially fill these gaps through two main contributions: on the
one hand, it proposes a comparative typology that distinguishes between formalised,
symbolic and informal ‘gamification’, applied to three substantially different cases—a
modern conventional conflict (the Russian-Ukrainian war), a transnational jihadist
actor and Latin American organised crime—which allows patterns and variations
in different strategic contexts to be identified; and, on the other, it operationalises
‘gamification’ through an analytical framework that translates the conceptual
framework into concrete indicators (components, functions and strategic objectives),
facilitating systematic comparison between cases and dialogue with previous literature
on hybrid warfare, propaganda and radicalisation.

3 Methodology

3.1 Type of study and methodological design

This article investigates the phenomenon of ‘gamification’ in conflicts from
a qualitative and exploratory perspective; it does not seek to validate a specific
hypothesis, but rather to understand and systematise this emerging phenomenon by
developing an analytical typology of ‘gamification’ and its comparative application
to several cases. To this end, a comparative design based on multiple case studies has
been chosen, selecting conflicts in which ‘gamification’ manifests itself in different
ways: a modern conventional war such as the Russian-Ukrainian war, the conflict
waged by a transnational ideological and irregular actor such as the jihadist, and also
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conflicts originated by non-state criminal actors such as Latin American organised
crime. This selection responds to the intention to cover a broad spectrum of strategic
and operational scenarios. The aim is to analyse how gamification adapts to different
strategic, technological and narrative frameworks, identifying both common
patterns and relevant variations between them, which are then systematised using a
comparative rubric of indicators (table 1) that allows cases to be classified according
to a typology of gamification (formalised, symbolic or informal).

3.2 Sources and analysis techniques

This work is based on a combination of academic literature and materials from open
sources produced by the armed actors themselves. Although it starts from an analysis
of existing academic work on gamification, hybrid warfare, visual propaganda and
digital media—such as the work of Allenby and Garreau (2017), who examine digital
warfare as a gamified narrative; Lakhani ez al. (2022), who analyse the use of playful
dynamics in the online extremist ecosystem for recruitment and cohesion; Potzsch
(2015), who explores how the media turns war into an interactive visual experience
with video game aesthetics; or Werbach and Hunter (2012), who systematise the key
elements of ‘gamification’ and its application outside of gaming—this article seeks to
go beyond what has been covered in the academic literature and apply these insights
to the systematic comparison of armed actors of different natures.

From an empirical point of view, a distinction is made between primary and
secondary sources. Primary sources are considered to be content generated or
disseminated directly by armed actors or their support environments (propaganda
videos, clips edited with video game aesthetics, social media posts, bots and channels
on messaging platforms, mobile applications and other technological resources used
in the field). Secondary sources include reports from research centres and specialised
agencies, analyses from verification organisations, academic works, and press articles
that document, contextualise, or analyse these practices. Where possible, statements
based on primary material are cross-checked with at least one independent secondary
source in order to mitigate the bias inherent in overtly propagandistic content.

To this end, audiovisual and narrative material disseminated directly by armed
actors will be studied, such as propaganda videos, clips edited with video game
aesthetics, and content shared on social networks and platforms such as Telegram,
YouTube, and TikTok. Mobile applications and technological resources used in the
field will also be analysed, such as those designed to report enemy positions in Ukraine
or automated jihadist bots and channels. The selection of these materials is based on
criteria of theoretical relevance (clear presence of ‘gamified’ elements), accessibility in
open sources and ability to illustrate recurring patterns in each case study.

The thematic content analysis, carried out manually, will identify patterns,
structures and recurring elements in these communication products, while a narrative
and symbolic analysis will help reveal the origin, intention and projection of the
phenomenon of ‘gamification’. Both types of analysis are guided by the typology and
components defined in the theoretical framework, so that each piece of material can
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be classified according to the predominant type of ‘gamification’ and the strategic
functions it fulfils. In particular, the following are coded: (i) the ‘gamified’ components
present (scores, levels, achievements, leaderboards, challenges, avatars, etc.); (ii) the
functions they perform (motivational, promotional, organisational, recruitment or
cohesion); and (iii) the degree of structuring of the system (formalised, symbolic or
informal ‘gamification’), which allows the degree and forms of ‘gamification’ observed
to be evaluated in each case study.

To systematise the analysis, an evaluation rubric was designed comprising seven
observable indicators corresponding to the main components of gamification
(scoring systems, rewards, hierarchies, visual aesthetics, terminology, digital feedback
and rankings). Each unit of analysis or fragment of the corpus was evaluated using
these indicators on an ordinal scale (o: absence; 1: occasional/symbolic presence; 2:
systematic/formalised presence).

This procedure made it possible to determine the degree of structuring of the
system in each case (formalised, symbolic or informal) and to qualitatively identify
the strategic functions performed by these elements (motivation, propaganda,
recruitment or cohesion), the aggregate results of which are summarised in table 1.

Given that the corpus was coded by a single researcher, no inter-coder reliability
tests were applied. Instead, to ensure internal consistency and validity of the analysis,
an iterative process of category review and systematic triangulation of primary data
with secondary sources was used.

3.3 Sampling procedure and delimitation of the corpus

The empirical corpus has been constructed through intentional sampling of
materials that, according to previous literature and monitoring of open sources, are
particularly relevant for illustrating the use of gamified dynamics in each case study
(see the complete inventory in Annex 1). The aim is not to compile an exhaustive
list of all the communications produced by the actors analysed, but rather to select a
limited but significant set of pieces that clearly concentrate the analytical elements of
interest.

In the case of the Russian-Ukrainian conflict, the sampling has focused on
examples of platforms and campaigns that introduce scoring systems, rewards or
leaderboards applied to military units, volunteers or citizens; as well as audiovisual
pieces that present the destruction of enemy targets or participation in certain
actions under an aesthetic typical of a video game. For jihadist actors, propaganda
products and digital tools (videos, bots, social media channels, instant messaging
applications and apps) have been selected that have been documented by specialised
organisations and that explicitly incorporate mechanics or references typical of video
game design. With regard to Latin American organised crime, the corpus includes
videos, social media posts and viral challenges in which criminal organisations
showcase their activities or their armed aesthetic in a particularly eye-catching and
competitive way.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 569 to 596




Journal of the Spanish Institute for Strategic Studies No. 26 / 2025

The selection of materials follows three main criteria: (i) clear presence of
‘gamified” elements or playful aestheticisation applied to real conflict practices; (ii)
observable relevance in terms of dissemination, repetition, or centrality in each actor’s
communication campaigns; and (iii) ability to be coded using the analytical framework
described in section 3.2 (components, functions, and degree of structuring). Sampling
continued until a point of conceptual saturation was reached, at which point new
examples added minimal variations to the patterns already identified. Thus, without
aspiring to exhaustiveness, the corpus is sufficiently varied and dense to support the
comparative analysis presented in the following sections.

3.4 Ethical considerations and limitations of the study

The analysis is based exclusively on material publicly available through open sources
(audiovisual platforms, social networks, public reports and academic literature). No
closed channels or private communications have been accessed, nor has there been
any interaction with online communities linked to the armed or extremist actors
under consideration. Likewise, the study has avoided reproducing excessively detailed
descriptions of physical violence, focusing instead on gamified structures and their
strategic implications.

Given that part of the corpus consists of propaganda material, the study adopts an
explicitly critical and contextualising approach. The biases inherent in these pieces are
highlighted, and emphasis is placed on the instrumental use of ‘gamified” dynamics
as a tool for influence, recruitment or legitimisation of violence. The purpose of
the article is analytical and preventive: it aims to offer a conceptual framework and
observation tools that allow these practices to be recognised and understood, not to
provide models that can be replicated or perfected by the armed actors themselves.

As this is a qualitative study based on open sources and the interpretation of a single
researcher, the study has clear limitations in terms of exhaustiveness and generalisation.
The corpus does not claim to be representative of all the communication produced
by the actors analysed, but rather illustrative of certain ‘gamified’ logics. The results
should therefore be understood as typological and analytical proposals that need to
be verified and refined, and which may be expanded upon in future research, ideally
combining other methods and additional sources.

4 Case studies

Based on the conceptual framework and methodology outlined in the previous
sections, this section applies the typology of ‘gamification” developed in the article to
the comparative analysis of three areas: the Russian-Ukrainian conflict, transnational
jihadist actors, and Latin American organised crime. In each case, manifestations of
‘gamified’ dynamics are identified, distinguishing between more formalised forms
(structured systems of scores, rewards and levels), predominantly symbolic expressions
(aesthetics and narratives inspired by video games) and partial or unsystematic
uses of playful elements, in which some game-specific resources are incorporated

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 569 to 596




Roberto Espinosa Valdés Wiar as a game: strategic ‘gamification” in contemporary...

without forming a fully coherent system of rules and rewards. This structure allows
for systematic observation of both the specific components of ‘gamification’ and the
strategic functions they fulfil in very different operational and organisational contexts.

4.1 Russian-Ukrainian conflict: gamification in a modern conventional
conflict

One case that deserves detailed analysis is the Russian-Ukrainian war, where the
Ukrainian Armed Forces have deployed unprecedented strategic digital sophistication.
They have integrated various digital platforms, chatbots and FPV (First Person View)
drones, incorporating elements typical of video game logic in the midst of a war zone.
This technological synergy has made it possible to verify actions on the front line in
real time and motivate troops in new ways (Braver, 2025; Kabachynskyi, 2025).

4.1.1 Promoting competitiveness between units

One of the most innovative mechanisms has been the implementation of a scoring
and reward system for drone units. Since August 2025, the ‘Army of Drones: Bonus’
programme has been awarding e-points for each confirmed enemy kill, emulating the
mechanics of a video game (Braver, 2025; Kabachynskyi, 2025; Shevko, 2025). For
example, shooting down a target awards points based on its tactical value: six points
for eliminating a Russian soldier, twenty points for damaging a tank or armoured
vehicle, forty points for destroying a tank or armoured vehicle, and up to fifty points
for neutralising a large-calibre mobile rocket system.

Each point accumulated can then be redeemed on the Braver Market platform for
military equipment: FPV drones, electronic warfare systems, ammunition, and even
autonomous kits' (Braver, 2025). This ‘store’ integrates its orders with the DOT-Chain
Defence logistics network and, crucially, with the Delta situational awareness system. The
latter acts as the game’s verification engine: by integrating data from drones, satellites and
sensors into a digital map, Delta dispels the “fog of war” and allows for real-time validation
of destroyed targets (Bondar, 2024). Thanks to this integration, high-performing units
have their scores audited instantly and receive new equipment within days.

This points system has encouraged internal competition between units. For
example, the Magyar’s Birds drone brigade accumulated more than 16,000 points
in a few weeks, leading the Braver Market leaderboard (Braver, 2025). That figure is
equivalent to redeeming hundreds of additional drones for the unit, demonstrating
the effectiveness of the model as a tool for motivation and resource distribution.

As for the use of FPV drones, Ukraine has employed them with an aesthetic
clearly typical of video games. Many of its pilots come from the world of video

1 This refers to modules such as Auterion’s Skynode, which equip commercial drones with autonomous
flight capabilities and electronic warfare resistance through artificial intelligence. See Pokotylo (2025).
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games, operating suicide drones equipped with GoPro or Insta36o cameras as if they
were playing Call of Duty. The documentary Lethal Crysis (2025) shows how these
operators use video game terms such as ‘headshot’ or ‘kill streak’ to refer to headshots
and consecutive enemy eliminations. They even compete to hit difficult targets,
creating a competitive gaming atmosphere that boosts both morale and emotional
commitment (Lovett and Hinshaw, 2024; The Economist, 2025).

The specific details of how it works and the rewards are reconstructed from public
documentation on the Braver platform and reports in the specialised press, so they
should be understood as approximations based on sources available until mid-202s.

4.1.2 Citizen collaboration

Another key component of this war ‘gamification’ has been citizen participation
through playful dynamics. The government app Diia incorporated the chatbot e-Vorog
(literally ‘e-enemy’) so that any citizen can report Russian troop movements. Each
civilian report is integrated into collaborative maps of the intelligence system and,
as a symbolic reward, the application rewards each report with a flexed arm icon (an
emoji symbolising strength) or other emblems (O’Carroll, 2023). This simple gesture
has reinforced the sense of civilian involvement in the war effort, turning citizens into
‘players’ who compete to provide intelligence from their phones (O’Carroll, 2023).

Taken together, the practices described above allow us to characterise the
‘gamification’ of the Ukrainian case as predominantly formalised, without excluding
symbolic components and specific uses of playful elements. The points system applied
to the destruction of targets, the associated material rewards, and the existence of
specific platforms that record and display the results of units and remote operators are
a clear example of formalised ‘gamification’: the rules, scoring criteria, and incentives
are defined in advance and integrated into the operational logic of war. At the same
time, the visual aesthetics associated with drone videos, montages reminiscent
of a video game interface, and certain heroic narratives built around specific units
reinforce a layer of symbolic ‘gamification’, which translates real violence into a
playful and competitive language. Finally, there are also occasional and unstructured
uses of playful elements—references to ‘kill streaks’, inside jokes, or challenge formats
on social media—which do not in themselves constitute a coherent game system,
but which contribute to reinforcing the perception of war as a partially ‘gamified’
experience for combatants and observers.

4.2 Jibadist actors: individualised transnational ‘gamification’

Global jihadism reached its peak of notoriety when the self-proclaimed Islamic
State (ISIS or Daesh) managed to seize sufficient material resources and territory
to combine classic state control with a model of decentralised insurgency. During
its heyday between 2014 and 2019, Daesh controlled territories in Syria and Iraq,
managed state institutions and, simultaneously, promoted scattered actions by lone
wolves and autonomous cells on multiple continents (Winter, 2015).
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The persistence of these groups demonstrates that contemporary jihadist warfare
transcends physical borders and focuses on ideological conquest, strategically
leveraging digital tools to recruit and retain followers. Audiovisual rhetoric plays
a crucial role in this dynamic, using highly symbolic terms such as ‘soldier of the
caliphate’, ‘hero of the umma’, ‘sacred mission’, or ‘martyr level'—which equates
death in combat with completing the final stage of a video game—carefully designed
to generate aspirations of belonging, prestige, and symbolic status within the
organisation (Lakhani ez /., 2022).

4.2.1 The narrative of jihad as a process of progression

The journey of the jihadist militant is structured as a path of personal
improvement and reward, articulated in phases that are presented as achievable levels
or achievements. The process begins with digital recruitment, followed by remote
indoctrination, and culminates in various operational outcomes: joining local cells to
carry out attacks; travelling to conflict zones to fight; martyrdom (suicide operations);
or logistical or cyber defence activities (Lakhani ez a/., 2022; Winter, 2015).

In all these itineraries, the narrative promotes the idea of overcoming stages
until the maximum achievement is reached: personal sacrifice and eternal reward
in paradise. Daesh has managed to systematise this journey with symbols, internal
hierarchies and posthumous decorations that function as equivalents of achievements
or insignia (Winter, 2015).

4.2.2 Audiovisual production with a ‘gamified’ aesthetic

The rise of Daesh coincided with unprecedented sophistication in its audiovisual
propaganda, adopting visual and narrative techniques clearly inspired by video
games, particularly those of the genre known as First Person Shooter (FPS, in which
the weapon is seen in first person). Various academic studies have documented that
ISIS propaganda videos reproduce elements such as superimposed scores, subjective
perspectives similar to video game viewfinders, replays of highlights, and the use of
dramatic music, creating a visual experience for the viewer comparable to that of a
realistic combat video game (Dauber ez 4/., 2019).

These audiovisual resources are not merely aesthetic, but serve a crucial strategic
function: they represent violence as a playful challenge, reduce empathy towards
victims, exalt individual performance, and enhance feelings associated with
competition and control (Andrews, 2023).

Jihadist actors have also developed specific digital tools that integrate gamified
features to recruit, indoctrinate and retain followers. These include mobile
applications and bots that use mechanisms typical of playful logic to encourage
constant interaction and ideological adherence.

A clear example is the mobile application Salil al-Sawarim (Clash of Swords).
Although not strictly a video game, it is an interactive propaganda product designed
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with typical video game elements that seek to ideologically train future combatants
and sympathisers (Hunt, 2016; Weimann, 2015).

In addition, jihadist groups have created numerous bots on Telegram that promote
interaction through simple religious question-and-answer games, theological
knowledge challenges, and virtual rewards that encourage regular participation
(Prucha, 2016).

4.2.4 Strategic objectives of gamification in contemporary jihadism

The use of gamified elements by jihadist actors is a strategy designed to achieve
specific objectives that strengthen their operational, ideological and communicative
capacity:

Firstly, it encourages the recruitment of new followers, especially young people
familiar with the dynamics of video games and digital platforms (Lakhani ez al,
2022). Secondly, it allows for effective desensitisation to violence, trivialising it by
turning it into virtual achievements or challenges, which facilitates the transition to
extreme acts (Potzsch, 2015; Dauber ez 4l., 2019). A third objective is to strengthen
internal cohesion by generating friendly competition that boosts morale, ideological
adherence and commitment to the organisation (Winter, 2015; Prucha, 2016). Finally,
it significantly enhances propaganda effectiveness, achieving greater virality and
impact on social networks and audiovisual media, thus expanding its symbolic impact
(Winkler and Dauber, 2014; Lakhani ez al., 2022).

Gamification is thus consolidating its position as a key multifunctional tool for
maintaining the relevance and strategic operability of contemporary Islamist extremism.

Based on the typology proposed in this article, the ‘gamified’ practices of
jihadism combine these strategic objectives with three levels of structuring: At the
most formalised end of the spectrum are the applications, bots and platforms that
assign ‘missions’, rewards and scores to sympathisers and combatants, configuring
relatively coherent and persistent game systems over time. On a symbolic level,
audiovisual production with video game aesthetics and the glorification of ‘heroes’ or
martyrs functions as a ‘gamification’ of the narrative, turning jihad into a journey of
progression and visible achievements. Finally, in a more specific and less structured
way, the circulation of memes, inside jokes and playful references in informal channels
reinforces the perception of violence as a challenge, without constituting a complete
game system, but echoing the formalised and symbolic dynamics described above.

4.3 Latin American criminal violence: ‘gamification’ and violence as
spectacle in illegal economies

4.3.1 Gamer aesthetics and the visual narrative of organised crime

Criminal gangs and groups in Latin America, with particular emphasis on Mexican
cartels (Sinaloa, CJNG) and Colombian paramilitary structures (Autodefensas
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Gaitanistas de Colombia, Autodefensas Conquistadores de la Sierra Nevada), use
visual references and narratives typical of video games to construct their narrative
and thus capture the attention of young audiences. These strategies are mainly
disseminated on social networks popular among young people (TikTok, Instagram,
YouTube, and Telegram). Unlike formalised gamification models with points or
reward systems—such as those used in conventional military contexts or in jihadist
propaganda—ILatin American criminal groups opt for purely aesthetic gamification.
There is no explicit scoring system or closed gaming environment; instead, they
incorporate visual elements from the world of video games to embellish their messages
and displays of power.

This visual approach is particularly effective among young audiences, who crave
power, status and social recognition. As Carrillo, the 14-25 age group is particularly
susceptible to these narratives, as they offer immediate access to prestige and notoriety
that are normally unattainable in their native environment (Carrillo, 2021).

Among the aesthetic resources characteristic of this strategy are: fast-paced electronic
music or remixed narco-corridos as the soundtrack to violent clips, graphic overlays in
the style of video games such as Grand Theft Auto or Call of Duty, with superimposed
texts such as ‘mission accomplished’ or ‘target eliminated’, rapid video cuts that
eliminate pauses and focus solely on confrontations and displays of weaponry (this
causes continuous cortisol generation in the viewer), and the use of visual symbols
(emojis, video game iconography, or violent films such as Scarface or The Inferno).

In Mexico, the trend known as ‘Narco-TikTok shows young cartel members
displaying weapons, armoured vehicles, luxury items and status symbols using
filters and aesthetics inspired by video games (Carrillo, 2021; Bonello, 2022). Videos
attributed to the Jalisco New Generation Cartel (CING) on TikTok show how this
audiovisual style makes violence go viral (Bonello, 2022). Meanwhile, in Colombia,
videos edited after attacks by the Clan del Golfo circulate on Telegram channels to
flaunt their power with video game symbolism (Quevedo Delgado, 2025). These clips
transcend the group’s immediate circles and reach much wider audiences, normalising
violence even among sectors of the population unrelated to crime.

The adoption of ‘gamer’ aesthetics not only embellishes the criminal narrative,
but also trivialises violence, presents membership of the armed group as an attractive
and aspirational experience, and projects an image of immediate success with easy
recognition. This is a particularly seductive combination for young people with few
socio-economic alternatives, as it presents criminal life as a fast track to prestige and
gratification.

4.3.2 Symbolic rewards, viral challenges and digital validation

Although these groups do not develop formal ‘gamified” applications or systems,
they reproduce dynamics typical of video games both in their internal practices and
in their online propaganda. These dynamics include public challenges, symbolic
rewards and informal competition between members, all aimed at generating
status and recognition within the organisation. Unlike traditional military rewards,
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contemporary criminal ‘prizes’ are linked to the digital logic of instant validation,
where the public display of achievements and their viralisation on social media are
equivalent to ‘levels’ or ‘unlocked achievements” in a game.

One of the most notable practices is the creation of personalised corridos for
hitmen and leaders (Carrillo, 2021). Songs have been composed dedicated to figures
such as ‘El Chino Antrax, ‘La Chapiza’ and another dedicated to Alias ‘Nain’ of the
Autodefensas Conquistadores de la Sierra Nevada, broadcast on platforms such as

Spotify and YouTube.

Viral challenges on TikTok or Telegram that encourage competition between criminal
cells are also proliferating. Challenges to show off the largest convoy or to record oneself
dancing with heavy weapons have become popular, generating content that reinforces
the culture of violence and its symbolic appeal (Carrillo, 2021; Bonello, 2022).

In this context, violence is not the only way to climb the criminal hierarchy; digital
success—measured in views, likes, and other reactions—becomes an additional
indicator of status. Fame on social media reinforces criminal identity and fuels
internal rivalry, as each member seeks to surpass the viral exploits of others.

4.3.3 Aspirational effects and state weakening

The dissemination of ‘gamified” content on social media acts as an aspirational
gateway for many young people by promising them quick access to status, luxury
and recognition. This effect is particularly powerful among those facing severe socio-
economic deprivation, for whom such forms of success were previously unattainable.
The viralisation of these messages thus turns criminal activity into a viable and
attractive path to social advancement.

The appeal of this playful-criminal narrative transcends the merely economic:
criminal networks offer their recruits immediate social prestige, access to material
goods and the opportunity to forge a respected identity in the community: the
most outstanding members are rewarded with luxury vehicles, exclusive jewellery or
ornate weapons, tangible rewards that consolidate individual prestige and highlight
their progression in the criminal hierarchy. This encourages other members of the
organisation to imitate such behaviour. This symbolic promise of ‘being someone’
is particularly seductive in environments where the state lacks legitimacy or effective
presence (Carrillo, 2021; Marchini, 2023).

Another disturbing effect is the trivialisation of violence: brutal acts are transformed
into mass-consumed digital content, which reduces the perceived seriousness of
these events and raises the threshold of social tolerance. Constant exposure ends up
normalising even the worst atrocities.

Ultimately, this criminal ‘gamification’ contributes to weakening the legitimacy of
the state and poses new challenges for public safety and youth prevention policies,
especially in communities exposed to institutional neglect and a lack of socio-
economic alternatives.
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Based on the typology proposed in this article, manifestations of ‘gamification’
associated with Latin American organised crime are generally less formalised than
in the Ukrainian case, but this does not make them any less relevant. Firstly, forms
of symbolic ‘gamification’ can be identified, in which the display of weapons,
vehicles, territories and lifestyles is presented in a competitive aesthetic that invites
comparison of the exploits, status and ‘brands’ of each organisation, bringing their
image closer to the world of action video games. Secondly, there are specific and
unstructured uses of playful elements, visible in certain viral challenges, internal jokes
or informal recognition dynamics (who has participated in more confrontations,
who has accumulated more ‘feats’), which reinforce the perception of violence as a
challenge or personal achievement without crystallising into a coherent game system.
Although the degree of formalised ‘gamification’ observed in other contexts is rarely
achieved here, these practices contribute to normalising violence, reinforcing internal
hierarchies and maintaining group cohesion, especially among younger members
who are familiar with video game culture.

s Discussion
s.I ‘Gamification’ as a multiplier in modern warfare

The cases studied show that gamification acts as a multiplier of effectiveness in
modern armed conflicts, generating cumulative effects on combatant morale,
recruitment capacity, and propaganda, which ultimately has a cross-cutting impact
on the different dimensions of the conflict.

Firstly, focusing on the effects on combatant morale, gamification can transform
the area of operations into a motivational scenario, where each action becomes a
challenge and an achievement if overcome. This increases individuals’ psychological
resilience and prolongs their commitment to the organisation. A clear example is
the case of the Ukrainian conflict, where scores and real material rewards are used to
incentivise drone operators; in the case of jihadist terrorism, progression follows an
upward logic towards martyr status; and, finally, in Latin American organised crime,
immediate recognition is sought, both within the group and in the wider social
sphere, especially through social media.

Secondly, gamification builds strong collective identities, fuelled by internal
symbols and recognition. Individual action is stimulated not only by the aim of living
up to the group’s standards, but also by informal competition between members,
seeking to stand out or outperform other colleagues. The perceived ease of progressing
within these structures also acts as a powerful incentive for recruiting new members.

Finally, ‘gamification’ helps to turn violence into attractive content for a digital
audience. The posts are adapted to the patterns of short, fast-paced videos, similar
to those used by social media influencers: vertical clips, less than a minute long, full
of visual effects, fast-paced music and fragmented information to maximise their
emotional impact. Thus, the target audience is less reluctant to consume this content,
normalises it and, in some cases, perceives it as acceptable or even entertaining.
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5.2 Differences in gamification models

It has been observed that each case studied presents a very different level of
formalisation of gamification. The Ukrainian case is the most formalised, with
scoring systems, real material rewards, official government applications and direct
interaction between the state and combatants. The jihadist case follows a symbolic
model, based on spiritual progression and the narrative of a transcendental mission,
without the use of applications or tangible rewards. For its part, gamification in
Latin American organised crime is presented as an informal model, geared towards
receiving immediate rewards and social status, without a formalised structure or
institutionalised systems.

These contrasts are supported by the systematic codification of several observable
indicators of ‘gamification’. Table 1 summarises the values assigned (o: absence; 1:
occasional or symbolic presence; 2: systematic or formalised presence) to each
indicator in the three cases analysed.

TABLE I. CODIFICATION OF ‘GAMIFICATION’ INDICATORS IN THE THREE CASES ANALYSED

Observable indicator

Russian-Ukrainian conflict

Transnational jihadist actors

Latin American organised crime

1. Verifiable scoring
system

2 - There is a relatively systematic
count of destroyed targets and
‘successes’ (e.g., panels/statistics
in programmes such as Army of
Drones, count of targets hit by
certain operators or units).

1 - Operations, attacks and feats’
are mentioned in a quantified
manner in propaganda, but
without a stable points system or a
scoring interface as such.

0 - There is no explicit scoring
system: violence or ‘reputation’
is boasted about, but it is

not articulated in the form

of points, streaks or visible
statistics.

2. Material or
redeemable
rewards linked to
performance

2 — Equipment, drones, financial
incentives and other resources are
offered to particularly effective
operators, in some cases linked

to ‘bonus’ schemes or funding
campaigns aimed at rewarding the
most successful.

o-1 — Although salaries, loot or
material compensation exist, these
are not presented as ‘gamified’
rewards associated with points

or achievements (when they

do appear, they do so in a very
indirect or generic way).

0 - The display of wealth (cars,
weapons, parties) is not linked
to an explicit ‘if you do X, you
get Y’ system; rather, these are
status symbols, not rewards
within a structured game.

3. Ranks, levels
and cumulative
achievements

1 - There are forms of recognition
(‘star’ operators, ‘elite’ units), but no
open and formal system of levels or
cumulative achievements equivalent
to a video game progression tree.

2 - The militant path is presented
as a trajectory of progress (from
sympathiser to combatant to
martyr), with clear symbolic
achievements (status, prestige,
promise of transcendent reward)

]

that function as cumulative ‘levels

1 - There are traditional
hierarchies (leaders, hitmen,
‘rookies’), and the accumulation
of feats’ reinforces status, but
without an explicit ‘gamified’
level design.

4. Video game-like
interface and
aesthetics (overlays)

2 — Systematic use of FPV drone
videos with GoPro/Insta360 cameras,
peepholes, game video clip-style
editing; the action clearly resembles
a first-person combat video game
session.

2 - Extensive use of video game-
style editing: subjective cameras,
visual effects, edited sequences as
‘best moments’, often with music
and rhythm similar to those of a
video game recording,

1 - Some content on social
media emulates the aesthetics
of video games or series (music,
editing, visual references), but
in a more scattered and less
systematic way.

5. Explicit gamer
terminology
(‘headshot’, ‘kill’,

level up), etc.)

1 — Occasional use of terms such as
‘kill’, frag’, ‘clip’, and comparisons
with video games is documented, but
they do not constitute the core of the
official discourse.

2 - Beyond religious vocabulary,
playful expressions and gaming
metaphors (missions, challenges,
‘levels’, rewards) are incorporated
to structure the appeal to followers,
sometimes even using expressions

such as ‘headshot’ or kil streaks’.

1 - Isolated references to video
games, ‘Call of Duty mode’,
challenges or trials appear,

but as rhetorical nods on
social media, not as systematic
language for mobilisation.
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Observable indicator

Russian-Ukrainian conflict

Transnational jihadist actors

Latin American organised crime

6. Apps, bots or
platforms with

feedback

2 - Tools such as the state app

Diia and the chatbot eVorog allow
users to send information, receive
confirmations and, in some cases,
messages of recognition or reward,
structuring citizen participation as a
series of ‘missions” with feedback.

1 — Use of channels, bots and
groups (e.g. on Telegram) to
disseminate tasks and content;
they can assign simple missions or
give automated responses, but the
playful logic is not as developed or

visible as in the Ukrainian case.

0 — No apps or bots with
‘mission’ logic and ‘gamified’
feedback are identified;
coordination is done through
messaging channels without
their own playful interface.

7. Public rankings
and comparison
between
participants

2 — There are explicit comparisons
between units and operators (more
drones shot down, more targets
destroyed, etc.), sometimes with lists
and public recognition that function
as de facto rankings.

1 — There are lists of martyrs,
exemplary combatants or ‘most
successful’ attacks, but no
quantified and updated rankings
such as competitive tables.

1 - Symbolic rivalry (‘the
most feared cartel’, ‘the most
famous hitman’), but based
on narratives and reputation,
not formal rankings; it can be
coded as a rhetorical presence

of comparison, without a

structured system.

Note. o: absence; 1: occasional/symbolic presence; 2: systematic/formalised presence.

As can be seen in table 1, the Ukrainian case accumulates most of the indicators at
level 2, which justifies talking about formalised ‘gamification’; jihadist actors combine
indicators at levels 1 and 2, forming a predominantly symbolic model with some
semi-formalised elements; while Latin American organised crime is mainly at levels
o-1, associated with informal and unstructured uses of playful repertoires.

Likewise, the ultimate goal of each model also differs considerably: gamification in
Ukraine seeks to increase effectiveness on the battlefield, strengthen social resilience
and encourage civilian participation; in the case of jihadism, the aim is total surrender
through ideological-religious conviction; while in the case of Latin American
organised crime, the aim is to improve the recruitment of new members and increase
symbolic power at both the territorial and transnational levels.

Finally, the main effects observed in each model are different: in Ukraine,
gamification enhances national cohesion and resilience; in jihadism, it encourages the
fanaticisation of combatants and a predisposition to total sacrifice; and in organised
crime, it promotes an increase in personal status and the glorification of criminal life.

5.3 Transnational projection and global dissemination of gamification

Each model derives specific benefits from the transnationalisation of its narratives.
In the Ukrainian case, it generates international sympathy and solidarity, extending
the gamer aesthetic to global audiences through social media. The jihadist case is the
most pronounced, with effective radicalisation of young people around the world,
combining ‘gamified’ elements that are attractive to this segment and a logic of
legitimisation superior to any state or international authority. In the case of Latin
American organised crime, the narco-aesthetic has been replicated in Europe and
Africa, and not always within migrant communities, demonstrating its growing
capacity for cultural penetration.

One of the most visible goals—if not the main one—is to improve recruitment
capabilities for each cause. The Ukrainian case favours the targeted recruitment of
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young foreigners but, above all, it boosts donations and the generation of logistical
support from global sympathisers. The jihadist case encourages the creation of ‘lone
wolves’, radicalised individuals capable of acting even within their local communities
or in territories to which they have easy access. For its part, Latin American organised
crime mainly targets young people in contexts of exclusion, becoming a model of
status and social validation. It should be noted that gamification alone does not
explain the dynamics of these conflicts, but interacts with broader social, economic
and ideological factors.

s-4 Trivialisation and normalisation of violence

The use of elements from the world of video games turns violent acts into
audiovisual content that is entertaining or even motivational. When this content
becomes repetitive and banal, it ends up reducing the psychological barriers that have
traditionally protected societies. The viralisation of violent content not only facilitates
its normalisation through visual repetition, but also reaffirms its social acceptance
by perceiving that it enjoys widespread following and digital legitimacy. This effect
not only nullifies moral barriers, but also contributes to turning these practices into
replicable models for other causes or armed groups.

In certain contexts, this trivialisation is exacerbated by structural impunity.
Criminal groups can publish and disseminate violent content without legal
consequences, reinforcing their image of power and dominance and projecting the
impression that not even the state can impose itself on their informal authority.

The use of ‘gamification’ and digital aesthetics also contributes to the aesthetic
idealisation of violent or aggressive lifestyles. In the case of Latin American organised
crime, it is associated with wealth, social status and territorial control; in jihadism,
it is linked to religious purity and spiritual transcendence; while in Ukraine it is
articulated around a narrative of heroism and collective resistance, where achieving
the status of decorated hero or national martyr represents a desirable goal.

Opverall, violence is no longer hidden: it is displayed, legitimised and becomes a
means of gaining social recognition, aided by interfaces and audiovisual formats that
have already been internalised by younger generations.

s.s Strategic and public policy implications

It is a mistake to consider ‘gamification’ solely as a narrative or symbolic resource. It
should be approached as a tool of power, with tangible effects on recruitment, cohesion
and ideological dissemination. Ignoring its potential is therefore a strategic error.

It is essential that defence ministries and national security agencies understand
the phenomenon and learn to anticipate its use by hostile actors. In turn, they must
develop effective ‘gamified’ counter-narratives capable of capturing the attention of
the same audiences and competing in the digital spaces where battles for perception
and social support are fought.
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Among the proactive measures, the need to use automated bots capable of
amplifying preventive and delegitimising narratives stands out, as well as reinforcing
positive content through controlled mass interactions that counteract the bias of
viralisation algorithms. Similarly, states could encourage the development of themed
video games, apparently neutral or linked to topics of general interest—such as social
resilience, cooperation, or national history—with the aim of channelling young
people’s interest towards narratives aligned with democratic values and respect for
human rights. Collaboration with content creators and influencers is another tool
that can be used to integrate messages rejecting violence and demystifying crime into
the playful and viral formats most consumed by young people, normalising normality
in digital spaces.

Given that gamification clearly facilitates the recruitment of younger audiences, it
is essential to counteract its effect through public policies aimed at offering attractive
alternatives, such as employment, training and social integration options. It is also
essential to implement extremism prevention programmes from an early age and to
actively combat the social normalisation of violence on social media and in digital
environments.

Furthermore, intelligence aimed at preventing radicalisation is becoming a mass
phenomenon, supported by digital data analysis and the use of artificial intelligence,
which forces states to pay attention not only to external threats, but also to possible
recruitment processes within their own societies.

Taken together, a comparison of the three cases allows us to draw some general
conclusions about ‘gamification’ as an emerging way of waging war and narrating it.
Firstly, it shows that this is not a marginal phenomenon limited to specific cultural
contexts, but rather an adaptable repertoire that cuts across conventional conflicts,
jihadist violence and organised crime, with different combinations of formalised,
symbolic gamification and specific uses of playful elements. Secondly, it highlights
that gamification not only stylises violence, but also introduces incentives and metrics
that can influence the behaviour of combatants and sympathisers, affecting target
selection, risk appetite and the way ‘success’ is understood on the battlefield. Thirdly,
it suggests that these dynamics open up a new front for security and prevention
policies: both the regulation of tools that facilitate the gamification of violence and
the development of counter-narratives and communicative responses capable of
deactivating the logic of the game around the conflict.

These implications should be interpreted taking into account the methodological
limitations outlined in section 3.4, especially the dependence on open sources and the
difhiculty of measuring the real psychological impact without ethnographic fieldwork.

6 Conclusions

Gamification has established itself as a strategic dimension in contemporary armed
conflicts, acting as a multiplier of combatants’ morale, recruitment capacity, internal
cohesion and propaganda projection. Its flexibility allows it to adapt to contexts as
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diverse as those analysed in this study: from a conventional modern warfare scenario
such as Ukraine, to transnational and diffuse environments such as jihadism, to Latin
American criminal violence, where staging a digital spectacle predominates.

Each model responds to specific needs and objectives: in Ukraine, gamification helps
to maximise operational effectiveness and strengthen social resilience; in jihadism,
gamification facilitates indoctrination, ideological cohesion and the total dedication
of combatants, to the point of encouraging suicidal actions; while in organised crime,
it becomes a tool for recruiting young people in contexts of exclusion, offering them
immediate prestige and status through the digital display of violence.

The phenomenon is not limited to the local level, but transcends physical and
digital borders. The transnational circulation of gamified narratives encourages the
imitation of practices and the reinforcement of violent ideologies in distant contexts,
thereby increasing the global threat posed by heterogeneous armed actors.

Furthermore, ‘gamification’ contributes to trivialising violence and idealising
criminal or extremist lifestyles, reducing the moral barriers of societies and increasing
the risk that young people will normalise violence or even embrace it as a means of
prestige and social recognition.

From an analytical point of view, the article has shown that the typology of
formalised, symbolic and specific uses of playful elements, together with the
comparative rubric applied to the three cases, constitutes a useful tool for organising
a phenomenon that, until now, had been described in a fragmentary manner. This
proposal makes it possible, on the one hand, to distinguish more precisely between
the superficial aestheticisation of conflict and the introduction of structured incentives
that affect the behaviour of combatants and sympathisers and, on the other hand,
facilitates systematic comparison between armed actors of different natures.

Finally, this study opens up a future research agenda that should address the
limitations identified here. It is a priority to extend the analysis to the defensive
‘gamification’ employed by the Russian Federation, which is absent from this work,
in order to contrast authoritarian state models with the Ukrainian model. Likewise,
future research should apply quantitative designs that measure the reception of these
narratives among young audiences, going beyond the purely sender-based approach
of this analysis.

Given this scenario, it is essential that states and international organisations
integrate an understanding of gamification into their defence and security strategies,
adopting preventive and counter-narrative measures. Anticipating the phenomenon
requires not only digital surveillance and artificial intelligence mechanisms capable of
detecting patterns of radicalisation, but also cultural, educational and communicative
initiatives that challenge armed actors in the field of perceptions.

In short, the gamification of armed conflicts is a strategic challenge that goes
beyond the symbolic and requires coordinated, multidimensional responses adapted
to the digital reality of the new generations. Only through a comprehensive approach
will it be possible to mitigate the effects of this phenomenon and guarantee security
in an increasingly interconnected global environment mediated by playful dynamics.
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Appendix 1: Document corpus analysis matrix

Representative inventory (/N=50) of the digital artefacts analysed. The selection
is based on criteria of relevance, virality and platform diversity, ensuring data
triangulation in all three cases.

TABLE A1. CORPUS ANALYSIS MATRIX

ID | Platform/Medium Description of the artefact | Identified Game Mechanics Source / Year
U-or | Government app e-Vorog (e-Enemy): Official | Crowdsourcing / Rewards: Use of civic | Ministry of Digital
(Diia) chatbot for reporting Russian | gamification; immediate feedback Transformation
troop movements. and digital validation of the userasa | (2022-2025)
Yvirtual defender’.

U-02 | Website (Braver) Army of Drones: Fundraising | Points System: Assignment of e-points | United24 / Braver (2024)
and training platform. and rankings for the most effective

donors and drone operators.

U-03 | YouTube / Telegram | Clips from ‘Magyar Birds’: Interface (HUD): Video game Telegram Channels
videos of drone units with crosshairs overlay, health bars, and (2023-2025)
pointers and comical editing. | Mario Bros sound effects upon impact.

U-04 | Social Network NAFO (Fellas): Decentralised | Avatars/Customisation: Creation of Direct observation

(Twitter/X) ‘trolling’ movement against customisable characters (Shiba Inu (2022-2025)
Russian propaganda. dogs); memetic warfare structured as
clan ‘raids’.

U-o5 | Simulators Civilian FPV training; Immersive simulation: Use of console | The Economist report
Homemade software for controllers (Xbox/PS) to control real | (2025)
practising kamikaze piloting. | weapons; blurring of the line between

game and war.

U-06 | Video game CS:GO Maps: Maps created | Virtual Environment: Use of digital | Helsingin Sanomar
in Counter-Strike to inform | leisure spaces as channels for subversive | (2023)

Russians about the war. information (‘War in the lobby’).

Y-or | Video Propaganda Flames of War series: High- | FPS aesthetics: Subjective camera Al-Hayat Media
production documentaries (GoPro on the barrel), slow motion (Archived)
by ISIS. during casualties, ‘hero vs. horde’

narrative.

Y-02 | Mobile App Huroof (Alphabet): App for | Edutainment: Teaching the alphabet | Long War Journal report

children of the ‘Caliphate’. using weapons (“T” for Tank, ‘B’ for (2016)
Bomb); gamified pedagogy of violence.

Y-03 | Telegram Bot Theological Quiz: Automatic | Trivia/Ranking: Questions and answers | MEMRI (2017-2020)
bots on encrypted channels. | about Sharia law with scoring systems

and status within the chat group.

Y-04 | Video game (Mod) ARMA 3/ GTA Mods: Game | Roleplay: Simulation of military Forum observation
modifications to recreate ISIS | victories in virtual environments to (2018-2022)
battles. compensate for real territorial losses.

Y-o5 | Social media Infographics of Stats/Metrics: Presentation of enemy | Amaq News Agency
‘Achievements: Visual posters | casualties and destroyed vehicles with
of battle statistics. ‘end-of-game scoreboard” aesthetics.

C-or | TikTok #Cartel TikTok: Viral trend Loot: Display of golden weapons TikTok (2021-2025)
of hitmen showing off their (skins) and ‘unlockables (cars, felines)
luxurious lifestyles. as level trophies.

C-02 | Video game (GTA'V) | Grand Theft Auto Online: Virtual Recruitment: Real recruiters Forbes | Insight Crime
Roleplay servers controlled by | contact skilled players within the game | (2023)
cartels. to offer real ‘work’ (lookouts/mules).
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ID | Platform/Medium Description of the artefact | Identified Game Mechanics Source / Year
C-03 | Instagram/FB Convoy Challenges: Videos of | Clan Competition: Demonstration of | Open Networks
rows of armoured trucks. comparative strength (who has the best | (2020-2024)
‘guild’); paramilitary military parade
aesthetic.
C-04 | YouTube Music Corridos Tumbados / Bélicos: | Hero Narrative: Lyrics that narrate the | Peso Pluma / Natanael
Music videos. rise of a ‘character’ from poverty to Cano (2023-2024)
power (leveling up) through violence.
C-05 | Messaging Narco-Culture Emojis and Insignia: Use of the ‘pizza’ (Chapitos) | Direct observation
Stickers: Sticker packs on or the ‘man in the hat' (Mayo) as (2024)
WhatsApp. badges of belonging to a faction.
C-06 | Twitch Narco-Streamers: Hitmen Streaming: Real-time interaction with | Local press reports
broadcasting patrols or parties | the audience, donations and requests | (2023)
live. for greetings, trivialising criminal
activity.

Note. U = Russian-Ukrainian conflict; Y = Jihadism; C = Organised crime.

Source: author’s own elaboration based on data collection from open sources and triangulation with reports from security
consultancies.
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Abstract

Hybrid strategies have become a central focus of contemporary
strategic analysis, but their modelling remains a challenge. This article
proposes a replicable methodology that integrates empirical analysis,
formal classification, statistical modelling and adaptive simulation.
Based on the reclassification of events in the GDELT database under
the DIMEFL scheme (Diplomatic, Informational, Military, Economic,
Financial, and Legal), a quarterly panel of Turkish activity in Libya,
Somalia, Mali, and Niger was constructed. This panel was analysed
using first-order Markov chains, negative binomial regression and
SARIMAX models, which allowed us to identify sequential patterns
and long-term trends. As a complement, an agent-based model with
reinforcement learning (ABM-RL) was developed, representing Turkey
as a strategic actor capable of optimising its influence and reducing
reputational costs. The simulation reproduced observed sequences and
revealed adaptive logics that are difficult to capture with empirical data
alone. Although cognitive processes were not incorporated, cyber-
physical-social systems are identified as a promising extension. The
proposed architecture constitutes a scalable framework for the study of
hybrid threats and provides a solid basis for the development of early
warning systems in multi-domain environments.
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ABM: Agent-Based Modelling.

ABM-RL: ABM with reinforcement learning.

ACLED: Armed Conflict Location & Event Data Project.

APT: Advanced Persistent Threat (cyber).

ARIMA: AutoRegressive Integrated Moving Average

CAMEQO: Conflict and Mediation Event Observations — Event taxonomy (GDELT).
CPSS: Cyber-Physical-Social Systems.

DIMEFL: Diplomatic, Informational, Military, Economic, Financial, and Legal (portfolio
of instruments).

DoD: U.S. Department of Defence

EU: European Union.

GDELT: Global Database of Events, Language, and Tone.

GLM NB: Generalised Linear Model — Negative Binomial.

Goldstein (Scale): Metric of ‘tone’/valence of events in GDELT used as a reputational proxy.
ICEWS: Integrated Crisis Early Warning System.

MDP: Markov Decision Process — Markov decision process (sequential decision model).

MoU: Memorandum of Understanding — Memorandum of understanding (treaties/
agreements).

NATO: North Adantic Treaty Organisation.
OSINT: Open-Source Intelligence.

CCP: Communist Party of China

PLA: People’s Liberation Army (China).

PMESIL: Political, Military, Economic, Social, Information, Infrastructure — Strategic
domain framework.

Q-learning: Reinforcement learning algorithm (off-policy).
RL: Reinforcement Learning,

SARIMAX: Seasonal ARIMA with exogenous regressors.
SIPRI: Stockholm International Peace Research Institute.

SWP: Stiftung Wissenschaft und Politk — German Institute for International and
Security Affairs.

UAV: Unmanned Aerial Vehicle.
UN: United Nations.
ZG: Grey Zone.
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1 Introduction

he growing prominence of hybrid threats on the international agenda has

been recognised by multilateral organisations such as NATO, which in its

recent publications highlights the need to understand how state and non-
state actors combine conventional and unconventional instruments to disrupt the
international order without triggering open warfare (NATO Public Diplomacy
Division, 2024a).

Therefore, the study of hybrid threats is now a central challenge for research in
security and international relations. Experience gained in recent conflicts suggests that
traditional analytical frameworks, such as game theory or static equilibrium models, are
insufficient to explain phenomena characterised by adaptability, multidimensionality
and operation on the threshold of open confrontation. Furthermore, many traditional
geostrategic analyses have been based on qualitative paradigms or static approaches;
however, a more dynamic approach is needed to capture the tactical evolution and
learning of revisionist actors.

This approach stems from the fact that hybrid state and non-state actors deploy
portfolios of instruments of power—diplomatic, informational, military, economic,
financial, and legal—that do not act in isolation but as dynamic combinations that
seek to exploit the systemic vulnerabilities of their targets. This logic challenges
conventional frameworks for interpreting threats in the traditional sense of the term
and requires the development of methodologies capable of capturing the sequencing,
interdependence and strategic learning of revisionist actors.

This gives rise to the concept of hybrid modelling, understood as the integration of
empirical analysis of large databases with generative simulations of adaptive actors, a
methodology that is emerging as a response to this challenge.

Today, we have a wide range of event databases with the necessary traceability and
reproducibility, both in open sources and in those available to states or corporations.
For this study, we have used the GDELT database, which stands for Global Database
of Events, Language, and Tone. This project tracks print, television and digital media
in real time in more than 100 languages, enabling in-depth analysis of social, political
and emotional dynamics worldwide (Leetaru, n. d.).

Today, GDELT is the most comprehensive and detailed open database on human
society, with global coverage from 1979 to the present. Its development involved
unprecedented technical and methodological innovations, as well as new partnerships
and approaches to monitoring media in multiple languages and formats. With more
than 250 million georeferenced records, GDELT not only documents events, actors
and emotions on a global scale, but also offers multiple advantages for classifying,
refining and analysing the information contained in its databases. The use of this
database to inform studies related to security and defence is not new; authors such as
Hopp et. al. (2019) explored the use of databases such as GDELT to feed automated
strategic monitoring systems, reinforcing its applicability in studies applied to hybrid
threats.
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By exploiting its event coding capabilities, GDELT is the optimal choice for
obtaining a systematic empirical representation of the activity of revisionist actors
over extended time series.

As for the second pillar of this methodology, the simulation of the adaptive
behaviour of these actors, the most current trends contemplate agent-based models
with reinforcement learning ABM-RL (agent-based modelling+reinforcement
learning). This methodology allows for the possibility of simulating how a hybrid
actor experiments with different tactical sequences, adjusting their decisions based on
the response of the environment and the target state on which they are acting.

The combination of both approaches (empirical and behavioural) provides
an ideal framework for moving beyond mere description towards the inference of
causal mechanisms and the exploration of counterintuitive scenarios. In summary,
this work proposes an innovative methodological design that integrates an empirical
analysis of events coded according to the DIMEFL (Diplomatic, Informational,
Military, Economic, Financial and Legal) instruments of power through the global
GDELT database with the construction of a generative model based on agents and
reinforcement learning ABM-RL. This combination seeks to overcome the limitations
of classical models—for example, game theory, which assumes fixed rationality—by
incorporating the strategic adaptation and uncertainty inherent in hybrid conflicts.
Likewise, the use of geopolitical big data (coded events) allows the model to be based
on quantitative evidence, which means we do not have to rely exclusively on subjective
estimates or anecdotal cases. In other words, what is required is a combination of open
source intelligence (OSINT) methods with large-scale data analysis and advanced
computational modelling techniques.

Furthermore, in order to guide the reader on the practical functioning of this
methodology, we will present throughout this paper a case study analysing Turkey’s
hybrid strategies in Africa.

We have chosen Turkey as a case study because it articulates a moderate revisionism
that favours hybrid campaigns as we contemplate them in our theoretical framework.
The doctrine of the ‘Blue Homeland’ (Mavi Vatan) was conceived by Admiral Cem
Giirdeniz and later by Cihat Yayci. This actor has played a decisive role in Libya’s
internal processes, obtaining a maritime delimitation agreement that is highly
beneficial to his interests. In addition, he pursues an assertive agenda in the eastern
Mediterranean; in Africa, he has reached energy and security agreements (Somalia),
and analysis of documentary sources reveals synchronised and synergistic actions in
the fields of diplomacy, economics, security and information, where this actor does
not hesitate to compete with third parties (Giirdeniz, 2006; Denizeau, 2021; United
Nations, 2019; Sezer, 2024). Consequently, this pattern of behaviour seems to fit the
concept of a revisionist actor as defined by Schweller (1994, 2006).

In just over two decades, Turkey has multiplied its embassies on the African
continent, signed trade and financial agreements, deployed troops and built military
bases, while developing a cultural and information diplomacy that reinforces its narrative
as an emerging power, especially in light of the progressive withdrawal of the military
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presence of the European Union and France itself. This is why countries such as Libya,
Somalia, Mali and Niger have become priority scenarios for this projection, forming a
geopolitical laboratory where hard and soft instruments of power are intertwined.

In conclusion, the choice of Turkey is based on its doctrinal maturation (Mavi
Vatan) and recent evidence documenting the intensification and systematisation of its
actions, typical of a revisionist actor (Arslan, 2025).

In short, the object of study (application of a methodology for modelling hybrid
strategies applied to the case study of Turkey in Africa) is relevant both for its
geopolitical impact and for the analytical challenges it poses. However, the aim of
the work is not simply to describe Turkish influence in Africa, but to demonstrate
a replicable procedure for modelling hybrid strategies. To this end, a framework is
articulated which, first, theoretically underpins the concept of strategic hybridisation;
second, describes a methodological design that integrates empirical data, statistical
models and simulation; and third, offers results on the observed and simulated
dynamics of Turkish action. Finally, the strategic and methodological implications of
the findings are discussed, the limitations of the study are identified, and avenues for
future research are suggested.

2 Theoretical framework

The notion of hybrid warfare has been the subject of much criticism due to its
conceptual ambiguity and expansive use in strategic discourse. Hoffman (2007)
initially introduced the term to describe the combination of conventional and irregular
tactics, but its definition has been broadened to the point of losing operational
precision. Authors such as Chivvis (2017) have criticised this term, arguing that the
notion of hybrid warfare has been instrumentalised in Western strategic discourse,
leading to a loss of precision in its empirical application.

Today, the academic community prefers to use the concept of hybrid threat, a
concept that has become established in strategic doctrine to describe forms of
competition in which military and non-military instruments are intertwined with the
aim of destabilising or influencing an adversary. Both the European Union and NATO
have emphasised that the distinctive feature of these strategies lies in their multi-
domain coordination and in the fact that they operate below the threshold of open
warfare (European Commission, 2016; NATO, 2024b). However, academic literature
has warned that indiscriminate use of the term ‘hybrid’ can lead to overgeneralisation,
obscuring differences between cases and detracting from the analytical value of the
concept, as Galeotti (2016) points out. In their analysis of hybrid conflicts, Renz and
Smith (2016) criticise the tendency to use the term as a simplistic label. Instead of
offering a useful analytical tool, the concept has become a diffuse framework that
groups together conventional, irregular, cyber and psychological tactics without
distinguishing their specific dynamics. This ambiguity can lead to ill-founded
political and strategic responses, for example, by assuming that Russia operates under
a coherent and deliberate model of hybrid warfare, when in reality its actions respond
to a more pragmatic and adaptive logic (Renz and Smith, 2016: p. 7).
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However, despite these criticisms, there is broad consensus that modern hybrid
threats are multi-domain and generally operate below the threshold of conventional
warfare. In other words, they combine various tools (diplomatic, economic,
informational, cybernetic, etc.) without triggering an open, high-intensity military
confrontation. The centrality of the information sphere in most of these scenarios
is also recognised: control of the narrative, disinformation and influence on public
opinion are as decisive as military coercion.

In this regard, Allied doctrine on hybrid threats has evolved towards a more
operational and multi-domain conceptualisation. NATO’s Allied Joint Doctrine for the
Military Contribution to Countering Hybrid Threats (AJP-3.21) (NATO, 2021) states
that responses must integrate military, civilian and digital capabilities, articulated
in coordinated campaigns operating below the threshold of armed conflict. This
doctrinal vision reinforces the need for analytical models that capture the sequentiality

and adaprability of hybrid actors.

If we look at frameworks other than NATO doctrine, we see that the concept of
‘hybrid’ is also considered in academic circles in countries such as Russia and China,
among others. In the Russian academic sphere, it is essential to mention the theory
of reflexive control put forward by Vladimir A. Lefebvre, who designed a framework
according to which decisions can be induced in the adversary by manipulating
perceptions, reinforcing the weight of informational dominance and the importance
of studying the effects of hybrid actions in the cognitive sphere (Lefebvre, 2001;
Thomas, 2004). Another reference point in the Russian view of unconventional
conflicts is General Valery Gerasimov, who in a famous speech emphasised the fusion
of military and non-military means and the centrality of information in diffuse
environments (Gerasimov, 2016).

However, one of the most relevant authors in the study of hybrid threats from
a Russian perspective is Andrew Korybko, who emphasises the synergy of political,
informational and economic actions as part of the hybrid strategies typical of the
so-called ‘colour revolutions’ (Korybko, 20r15).

As for authors from the Chinese sphere, we have both the classic work by Qiao
Liang and Wang Xiangsui on ‘unrestricted warfare’ and the striking doctrine of
the “Three Wars' (public opinion, psychological and legal), in which the authors
contextualise the coordinated use of information and the manipulation of legal
frameworks as hybrid tools that are extremely useful in times of peace.

Hai Jin, Li-Jun Hou and Zheng-Guo Wang (2018), Chinese military researchers,
explore cognitive warfare as a central element of multi-domain conflicts, highlighting
the use of artificial intelligence and neuroscience to influence the human brain.
They propose that the ‘cognitive domain’ should act as a new field of operations.
They see the West as leaders in cognitive technologies that could manipulate the
Chinese population, advocating for the development of national technologies. This
perspective connects with broader doctrines, such as the Three Wars, which integrate
psychological and perceptual manipulation elements. These works consider the US
and its allies as strategic rivals due to their dominance in global narratives, advocating
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for an expanded global media presence. This doctrine is integrated with hybrid
warfare as an extension of the CCP’s political strategy to maintain power, blurring
the line between peace and war (peace-war integration). (Qiao and Wang, 1999; Hai
et al., 2018; US Department of Defence, 2013).

Therefore, based on this rich cross-disciplinary academic ecosystem, and for the
purposes of providing a theoretical framework for our study, we define the term ‘hybrid
interference’ as the intervention of an external actor with revisionist motivations who
deliberately, synchronously and synergistically employs their instruments of power in
order to provoke cumulative and cognitive effects on a target actor while remaining
below the threshold of armed conflict. In other words, it is about how a revisionist
actor influences third parties according to Schweller’s parameters, without reaching
armed conflict, but far exceeding bona fide in international relations. This definition
narrows down the phenomenon and sets clear criteria for inclusion and exclusion that
guide all subsequent analysis.

Conversely, a hybrid actor is not one that employs isolated single-domain actions,
resorts to the open and regular use of force (conventional conflict), engages in bona
fide diplomacy without instrumental overlap or the intention to exert pressure, or
generates isolated events without recognisable accumulation.

Having established our framework for hybrid interference, it is worth highlighting
the need to parameterise these actions in order to frame the debate and obtain a
rigorous framework for analysis. One of the classic approaches to this phenomenon
has been the DIME model—Diplomatic, Information, Military and Economic—
which was later expanded to DIMEFL or more complex models to include other
dimensions, such as Intelligence, Financial and Legal (Joint Chiefs of Staff, 2018a,
2018b, 2018¢).

“The acronym “DIME” (diplomatic, informational, military, and
economic) has been used for many years to describe the instruments of
national power. Despite how long DIME has been used to describe the
instruments of national power, US policy makers and strategists have long
understood that there are many more instruments involved in national
security policy development and implementation. New acronyms such as
MIDFIELD (military, informational, diplomatic, financial, intelligence,
economic, law, and development) convey a much broader array of
options for the strategic and policymaker to use “.(Joint Chiefs of Staff,
2018b, p. 7)

This taxonomy has served as a common language in strategic planning and
facilitates the systematic classification of observable events. However, several authors
(Baqués, 2021; Hartley, 2020) have pointed out that DIMEFL, if used rigidly, tends
to compartmentalise realities that in practice function interdependently. In hybrid
campaigns, diplomacy is reinforced with informational propaganda, economic
incentives are accompanied by financial credits, and legal agreements can consolidate
the results of military coercion. In other words, the instruments do not act in
isolation, but as adaptive portfolios.
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In this regard, it is interesting to highlight Hartley’s (2020) approach, whose
ontological design of modern conflict encompasses both conventional and
unconventional warfare. According to this author, it is preferable to formally model
actors, relationships, and processes rather than clinging to preconceived lists of
instruments. This perspective opens the door to computational representations that
transcend fixed taxonomies and focus on causal mechanisms, i.e., how the actions of
one actor trigger reactions in another and how the effects propagate across a multi-
domain environment. In short, the doctrinal-theoretical debate on hybrid threats
oscillates between approaches that privilege organisational clarity (such as DIME)
and approaches that seek to reflect the dynamic complexity of hybrid reality.

In addition to DIME models, the academic community has often resorted to game
theory as a tool to explain hybrid strategies in the context of strategic studies, allowing
for the modelling of deterrence or negotiation dilemmas. However, the weakness of
this model lies in its assumption that players have rational logics with fixed preferences
and stable time horizons. In this regard, authors such as Padur, Borrion and Hailes
(2025) question the usefulness of traditional game theory-based models for analysing
hybrid threats, arguing that these approaches tend to assume perfectly rational
agents and static decision environments, which limits their ability to capture the
adaptability, ambiguity and strategic evolution that characterise contemporary hybrid
threats. Instead of relying on predefined equilibria, the authors propose the use of
agent-based models with reinforcement learning, which allow for the simulation of
emergent and dynamic behaviours in contexts of uncertainty, offering a more realistic
representation of how hybrid actors (understood as such according to the theoretical
framework we present for this study) adjust their tactics based on feedback from the
environment. In other words, the modelled revisionist actor acts as a political-strategic
leadership that synchronises and deploys its instruments of power in a reproducible
manner.

This approach has given rise to agent-based simulations (ABMs). These models
allow heterogeneous actors to be represented with local behavioural rules which,
when interacting, generate emergent dynamics. In the field of security, ABMs have
demonstrated their ability to explain phenomena such as insurgencies, rumour
spreading and social polarisation (Epstein, 2002; Hegselmann and Krause, 2002;
Vosoughi et al., 2018). The most recent innovation has been to integrate reinforcement
learning (RL) techniques into ABMs, which give agents the ability to adjust their
strategies to maximise rewards over time (Sutton and Barto, 2018). This allows for the
simulation of adaptive hybrid actors who test combinations of instruments and learn
to repeat the most effective sequences.

The work of Padur ez al. (2025) is a pioneering example: the revisionist hybrid actor
does not follow a pre-established plan, but explores tactics such as disinformation,
cyberattacks or social manipulation depending on the rewards (gains) obtained by
altering the socio-political environment (status quo). The environment is composed
of social agents representing the victim population, whose opinions, behaviours, and
levels of trust are sensitive to the actions of the malicious actor. As the hybrid actor
interacts with this environment, the model allows us to observe how cumulative
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effects are generated, such as the erosion of social cohesion or the loss of institutional
legitimacy. This approach overcomes the limitations of game theory by capturing the
non-linearity, adaptability and ambiguity inherent in hybrid threats, offering a more
realistic tool that exploits the potential of generative artificial intelligence to anticipate
vulnerabilities and design integrated responses. Its findings show that sequencing—
for example, launching a cyberattack before a disinformation campaign—can be more
effective than isolated actions (i.e., seeking synergy in the use of an actor’s instruments
of power). These types of results reinforce the idea that hybrid conflicts cannot
be understood solely as the sum of actions, but rather as adaptive and synergistic
sequential processes. In summary, we propose the hypothesis that the dynamics of
hybrid threats respond to the activity of autonomous agents (whether state or sub-
state actors) who learn and adapt their strategies through reinforcement learning.

Therefore, this article proposes an integrative approach that combines the
descriptive capacity of DIMEFL with the exploratory power of ABM-RL. The aim is
not to replace one with the other, but to articulate them in a complementary manner:
DIMEFL provides a clear and replicable classification of empirical data (events coded
in GDELT), while ABM-RL allows for experimentation with scenarios, validation
of hypotheses, and discovery of underlying causal mechanisms. This integration
seeks to overcome the dilemma between parsimony and realism, i.e., the aim is to
maintain data traceability while capturing the adaptive dynamics that characterise
contemporary hybrid threats.

3 Methodological design

The study combines three complementary analytical layers: an empirical base of
events obtained from the GDELT database, a strategic mapping of those events in the
DIMEFL categories, and a generative Artificial Intelligence model based on agents
with reinforcement learning (ABM-RL). This methodological architecture seeks to
capture both the observable evidence of hybrid activity and the adaptive mechanisms
that explain its dynamics.

3.1 Scope and limitations

We intend to limit the scope and depth of this research within ‘laboratory’
parameters in order to test and validate our research hypothesis. Our approach adopts
a deliberately parsimonious methodology: we isolate a single actor (Turkey) to ensure
replicability and control for observer bias; the environment appears observationally
through diplomatic, economic, and legal responses, but we do not confront it with its
potential competitors (Russia, China, United Arab Emirates), an aspect that remains
open to future research of greater depth and scope.

Furthermore, the methodology we propose can be enriched in future research with
the contribution of expert judgement that clearly defines the profile of a revisionist
actor within a panel or working group and clearly establishes the rules of escalation so
that the simulation of agents by Al responds to parameters defined by analysts with
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full knowledge of the actors. We do not claim hard causality: our transitions capture
patterns from publicly available databases.

3.2 Experimental framework

Our methodological architecture responds to a simple logic: if hybridisation
consists of a hybridisation of mechanisms, then we must measure sequences, rhythms
and adaptation. We will reclassify GDELT (Global Database of Events, Language
and Tone) events in DIMEFL and aggregate the series by quarter to identify multi-
instrumental patterns. With Markov chains, we will identify regularities of the type
‘what usually follows what’; with the negative binomial (NB) and SARIMAX (Seasonal
ARIMA with eXogenous regressors), we will observe persistence and trajectories. The
simulation works under controlled laboratory conditions: our Turkey agent learns
(reinforcement learning) to choose sequences that maximise influence and minimise
reputational, legal and escalation costs. We anchor the exploration in empirical
grammar (Markov transitions) and calibrate rewards/penalties with open metrics (e.g.,
Goldstein tone). The comparison between empirical and simulated matrices converts
discrepancies (e.g., Military overestimation followed by Diplomatic) into elements of
discussion on those aspects that should be modelled in studies that expand on this one.

In ABM-RL, the reward combines cumulative influence and sequential persistence
(DIMEFL) with penalties for reputation (Goldstein), risk of escalation and legal
costs, so that the agent optimises below the threshold and adjusts its policy when
these signals change.

Going into detail, we will explain the pillars of our methodological framework.
The GDELT database codes each event according to the CAMEO (Conflict and
Mediation Event Observations) system, which assigns hierarchical codes to actions
such as diplomatic agreements, economic sanctions, military acts or legal measures.

The CAMEO system was originally a coding framework developed by Schrodst,
Yonamine and Backer (2012) to structure international political events, especially
those related to conflict, cooperation and mediation. It uses a hierarchical taxonomy
that allows for the classification of more than three hundred types of events, from
diplomatic statements to acts of violence, facilitating the automated analysis of
geopolitical dynamics. CAMEO is widely used in databases such as GDELT and
ICEWS to extract events from global media through natural language processing
(Schrodt ez al., 2012).

In addition, the GDELT database incorporates the Goldstein parameter. This
indicator, originally designed to capture the directionality and severity of political
interactions, is widely used in studies of conflict and international cooperation
(Goldstein, 1992). It is an index that assigns each event a numerical value between -10
and +10, representing its tone or emotional charge, which is extremely interesting for
assessing cognitive aspects.

Negative values indicate hostile or conflictive actions (such as threats or attacks),
while positive values reflect cooperative behaviour (such as negotiations or assistance).
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This indicator, derived from CAMEO coding, allows the nature of events to be
quantified in terms of political intensity and strategic orientation. Although it was not
used as a main variable in this analysis, the Goldstein index offers a valuable resource
for future models seeking to weigh the qualitative impact of recorded interactions,
especially in studies on hybrid dynamics or conflict evolution.

As for the historical series, the period 20022025 was selected, allowing us to
observe the evolution of Turkey’s projection in Africa from the beginning of its
opening strategy to the present day. To this end, a search engine was designed using an
SQL script that, through Google Cloud’s BigQuery tool, downloaded a database of
more than fourteen thousand events classified into the six instruments of power that
make up the DIMEFL framework: Diplomatic, Informational, Military, Economic,
Financial, and Legal. This conversion was carried out using a set of transparent rules
for correspondence between CAMEO codes and DIMEFL categories (table I). This
step ensures that the empirical evidence can be analysed under a recognised strategic
taxonomy, while allowing the procedure to be reproduced and audited.

TABLE I. CAMEO-DIMEFL CORRESPONDENCE

Instrument Associated CAMEO ranges Brief description

Diplomatic (D) 01-06 Visits, dialogues, negotiations, multilateral
agreements.

Informative/Influential (I) | o7 and subcategories in o103 Propaganda, media statements, verbal
threats.

Military-Security (M) 12, 14—20 Threats of force, deployments, armed
conflicts.

Economic (E) o7-11 (except financial) Trade agreements, investments, economic
cooperation.

Financial (F) Subcodes 08, 10 and 11 Transfers, loans, financial sanctions.

Legal (L) 13, 15—17 Treaties, extraditions, legal/police
restrictions.

Source: author’s own elaboration based on Schrodt ez /. (2012) and coding rules developed for this study.

Thirdly, the dataset was organised into a quarterly panel by target country: Libya,
Somalia, Mali and Niger. This aggregation made it possible to examine the evolution
of Turkey’s hybrid strategy in three geopolitical scenarios (Maghreb, Sahel and Horn
of Africa). The panel was used both for exploratory analyses (trends, compositions,
sequences) and for calibrating the simulation model. To this end, Python code scripts
were used to refine the database obtained through SQL searches, represent historical
series and map events.

To this end, various mathematical models were used to produce a graphical
representation of the DIMEFL empirical model applied to our case study. These

models are as follows:

— NB (Negative Binomial) model: count regression that assumes that the variance of
the data may be greater than the mean (overdispersion). It is used here to adjust the
number of quarterly events based on the instruments used in the previous quarter.
The methodological choice is based on the developments of Cameron and Trivedi
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(2013), who establish robust criteria for the application of count models in social
and economic contexts where the dispersion exceeds the mean. In other words, the
Negative Binomial (NB) is a regression technique designed to analyse count data that
exhibit overdispersion, i.e. when the variance exceeds the mean, making it more flexible
than other models, such as Poisson. In strategic analysis contexts, this model allows the
number of events recorded in a given period (e.g., quarterly) to be adjusted based
on explanatory variables such as the instruments of national power grouped under
the DIMEFL (Diplomatic, Information, Military, Economic, Financial, and Legal)
framework, used in the previous period. This approach facilitates the identification of
patterns of influence between state actions and the frequency of observable events.

— The SARIMAX (Seasonal AutoRegressive Integrated Moving Average with eXogenous
regressors) model is a seasonal ARIMA model with exogenous regressors. It allows
us to capture trends and repetitive patterns in aggregate time series, incorporating
seasonal effects (quarters) and optional covariates. In this way, we can analyse and
predict time series by incorporating autoregressive components, moving averages,
integration to address non-stationarity, seasonal patterns and external variables that
influence the observed dynamics. Its flexible structure makes it particularly useful in
contexts where data exhibit repetitive cycles and are affected by exogenous factors.

— Markov model: a stochastic process in which the probability of moving to a state
depends only on the current state. The DIMEFL transition matrix shows which
instrument tends to follow which, revealing the typical sequence of Turkey’s actions.
The Markov model is a stochastic process, i.e., a process that incorporates elements
of chance, where the outcome depends on probabilities and is not completely
predictable, in which the probability of transition between states depends solely on
the current state, without considering the previous trajectory. Applied to strategic
analysis, it allows for the construction of a transition matrix between instruments
of national power (DIMEFL), revealing sequential patterns in the behaviour of
state actors. In the case of Turkey, this approach has been used to identify which
instrument—such as diplomatic, military, or financial—tends to follow another,
offering a probabilistic representation of its hybrid operations.

Finally, a generative ABM-RL model was constructed in which Turkey was
represented as an attacking agent with the ability to select between DIMEFL
actions, while African countries were modelled as target agents with probabilistic
responses. The Turkish agent was trained to identify sequences that maximise rewards
associated with accumulated influence, instrumental persistence and minimisation of
reputational costs. In the ABM-RL simulation, the reward combines influence and
sequence persistence with penalties for reputation, risk of escalation and legal costs,
so that the agent learns under threshold.

Assuming that for future studies it would be ideal to begin with an empirical
design of Turkey as an actor based on expert judgement, for the purposes of our
research the aim was not to reproduce each real event, but to capture the generative
logic that explains why Turkey combines diplomacy, information, economics, finance,
legality and, to a lesser extent, military force in the way it does. This modelling
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was implemented using a Python script, with a modular architecture that allows
parameters to be adjusted and the environment to be extended to other actors.

Although the model is based on classical reinforcement learning (Q-learning),
its explanatory power could be expanded in the future by incorporating cognitive
dynamics inspired by belief diffusion models. Since strategic decisions are based not
only on immediate rewards but also on accumulated perceptions and social dynamics,
it is relevant to incorporate belief diffusion models.

DeGroot’s (1974) approach proposes that agents update their beliefs as weighted
averages of their neighbours’ opinions, which allows for the simulation of convergence
processes in strategic networks. For their part, Deffuant ez al. (2000) introduce a logic
of tolerance: agents only modify their beliefs if the difference with their interlocutor
is within an acceptable threshold, generating patterns of polarisation or consensus.
These theories, although developed in the field of sociodynamics, offer useful
mechanisms for enriching ABM-RL models with components of social influence,
cognitive resistance, and strategic memory.

In future lines of research, these elements could be integrated into parameterised
agents operating within the framework of cyber-physical-social systems (CPSS)
proposed by Zhou ez al. (2020). This approach would allow for the simultaneous
modelling of physical (observable actions), digital (circulating information) and
social (perception and reputation) dimensions, generating more realistic and adaptive
simulations. In this sense, an agent calibrated with empirical data and endowed with
reputational sensitivity could not only optimise tactics but also evolve strategically

based on geopolitical feedback.

Furthermore, this approach could be adapted to cybersecurity scenarios, where
agents simulate responses to disinformation campaigns or hybrid digital attacks.
Therefore, the proposed architecture not only allows for the representation of
observed hybrid sequences, but also opens the door to more complex cognitive
simulations, where agents evolve strategically based on their environment, reputation
and operational memory.
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This methodological procedure serves a dual purpose: it provides transparency and
replicability by relying on open data and explicit rules, while also offering exploratory
capacity by combining empirical evidence with adaptive simulation.

4 Results and analysis
4.1 Extraction and mapping of events by DIMEFL (GDELT) categories

The database was accessed through Google BigQuery, which allowed millions
of records to be filtered using specific criteria for actors, locations, dates, and event
types. Both GDELT 1.0, which provides historical coverage up to 2015, and GDELT
2.0, which updates information in near real time since that year, were integrated.
This covered the period 2002—2025, sufficient to capture Turkey’s first steps in active
policy in Africa through to the consolidation of its presence in the last decade. This
interval includes key milestones such as the increase in official visits and the opening
of embassies from 2005 onwards, involvement in the Libyan civil war in 2011 and
2019, and the establishment of a military base in Somalia in 2017.

In order to obtain a manageable and representative sample of data, a limit of twenty
thousand events in total was set, with no fewer than eight hundred per country.
In addition, and in order to focus the study, the dataset was limited to bilateral
interactions between Turkey and four African countries: Libya, Mali, Niger and
Somalia. This selection is relevant because it represents the three priority geopolitical
axes for Turkish projection in Africa: the Maghreb, the Sahel and the Horn of Africa.
The inclusion of these countries ensures that the analysis focuses on the scenarios
where Turkey’s hybrid strategy has been deployed most intensively. Furthermore, the
records include both actions initiated by Turkey and those received, allowing for an
analysis of the relational dynamics in both directions.

It is clear that what happens in each Turkey—(Libya/Mali/Niger/Somalia)
relationship may be influenced by third parties (allies or competitors) or by natural
or climatic events. Precisely for this reason, our analysis does not assert causality,
but rather describes patterns: we observe what tends to come after what in regular
time windows (quarters) and in both directions (initiated and received actions). The
sample was designed to be balanced and manageable: an overall cap (twenty thousand
events) prevents a single theatre from distorting the whole, a minimum (less than
or equal to eight hundred per country) ensures comparable coverage, and the focus
on four countries responds to where Turkish activity is most intense and traceable.
Furthermore, we compare these sequences with the simulation: when the simulation
over- or underestimates a transition, we treat it as an indication of factors not yet
modelled (sanctions, reputation, pressure from allies), not as ‘proof” of causality.

In line with this caution, the study limits its validity to the current version of the
research (single actor and observational environment) and leaves the door open to a more
ambitious future simulation that integrates a multi-actor phase, with explicit context
variables and additional temporal contrasts, to assess the extent to which these third-
party relationships explain (and not just accompany) the sequences we measure here.
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Once the data had been extracted, a reclassification procedure was applied
to translate the CAMEO codes into the six instruments of power included in the
DIMEFL framework: Diplomatic, Informational, Military, Economic, Financial
and Legal. The correspondence was defined using transparent and reproducible
conversion rules. Diplomatic actions cover codes o1 to 06, which include official
visits, negotiations and multilateral agreements. Communication and propaganda
events, collected in root code 07 and in certain subcategories of series o1 to 03, were
mapped as informational. The military and security sphere was linked to codes 12 and
14 to 20, ranging from threats of force to armed confrontations. Economic actions
were identified with codes 07 to 11, excluding those specifically financial, which were
treated separately to reflect loans, transfers, sanctions and monetary aid. Finally, legal
or judicial actions were associated with codes 13 and 15 to 17, which cover everything
from treaties and extraditions to regulatory restrictions.

This extraction and mapping process produced approximately fourteen thousand
unique events between 2002 and 2025. Once consolidated and refined using Python code
scripting, the records were organised into quarterly panels by country and instrument,
allowing trends, sequences and variations in Turkish hybrid activity to be observed.
Although the data ultimately reflect media coverage—and are therefore subject to visibility
and agenda biases—their breadth, standardised coding, and continuous updating make
them a particularly suitable source for identifying patterns of hybridisation on which the
statistical analysis and subsequent computer simulation were based.

TABLE II . NUMBER OF TURKEY-AFRICA EVENTS BY COUNTRY AND INSTRUMENT

(2002-2025)

Country | Diplomatic | Informative | Military | Economic | Financial Legal | Total
Libya 4611 2302 847 290 640 427 9117
Mali 318 172 78 11 73 25 677
Niger 130 10§ 27 5 31 10 308
Somalia 1748 1045 560 87 368 267 4075

Source: author’s own elaboration based on GDELT (Google BigQuery).
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Figure 2. Choropleth map of Turkey—Africa events (2002—2025). The colour intensity reflects the number of events

recorded in Libya, Somalia, Mali and Niger. Libya and Somalia account for more than 70% of total events.

Source: author’s own elaboration based on GDELT
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Figure 3. Distribution of DIMEFL instruments by country (2002—2025). Parallel table chart showing the relative
proportion of each instrument by target country, with a predominance of diplomatic and informational instruments.
Source: author’s own elaboration

4.2 Empirical transition matrices (Markov model)

The next methodological step was to construct first-order transition matrices from
GDELT data, classified according to the DIMEFL scheme. Each cell represents the
empirical probability that, after an event linked to a specific instrument of power
(e.g., diplomatic), the next observed event will belong to the same instrument or
to a different one. This approach is based on Markov processes, which assume that
the probability of transition depends solely on the immediately preceding state,
allowing strategic sequences to be modelled without the need to reconstruct complete
trajectories.

Sequential analysis using Markov chains made it possible to identify the operational
grammar of Turkey’s hybrid strategy in Africa (Somalia, Libya, Niger and Mali). The
matrices reveal high internal persistence, especially in diplomatic and informational
instruments, where Turkey repeats consecutive actions (74% and 57% respectively),
suggesting prolonged positioning and narrative campaigns. In addition, significant
bridge transitions emerge, such as those connecting diplomacy with information
(13%) and military with diplomacy (36%), indicating that coercive actions are often
followed by institutional or media legitimisation efforts. This pattern can be seen,
for example, in Turkey’s military intervention in Libya (2020), followed by intense
diplomatic efforts and media coverage.

Diplomacy appears to be the dominant structural instrument, while information
acts as a narrative reinforcement. Military action, on the other hand, is used in a
surgical and contextual manner, almost always followed by a diplomatic-informational
offensive that seeks to minimise reputational costs and consolidate influence. As
for African responses, the data show a concentration on the diplomatic and legal
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levels, probably due to material limitations that prevent a symmetrical military or
economic response. This dynamic reveals a structural asymmetry: Turkey deploys
complex hybrid sequences, while its counterparts channel the confrontation towards
institutional frameworks, such as international law or multilateral diplomacy.
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Figure 4. Heatmap of DIMEFL transitions (empirical Markov). Matrix representation of instrument sequences. The
diagonal shows persistence (e.g., diplomatic—diplomatic), while the cells outside the diagonal reveal key transitions such
as military—informational. Source: author’s own elaboration

The suitability of this approach to the case study actor and its comparison with the
ABM-RL simulation model are explained in the section.

4.3 Dynamic adjustments and temporal trends

The application of statistical models such as Negative Binomial (NB) and
SARIMAX complemented the sequential analysis with a more structured reading
of temporal dependencies and aggregate trends in historical series. The NB model,
designed for count data with overdispersion, showed a robust ability to capture the
carry-over effect in diplomatic and informational instruments: quarters with high
activity in these domains tend to be followed by new similar episodes, confirming
the cumulative nature of hybrid campaigns. This dynamic is particularly evident in
Libya and Somalia, where Turkey’s projection maintains operational continuity, while
in Mali and Niger the behaviour is more erratic and associated with critical junctures
such as coups d’état or external interventions. In the Sahel, these disruptions are
intertwined with insurgency and local violence, which conditions both Turkey’s
projection and the predictive capacity of the model (Tollefsen and Buhaug, 2015).
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Figure 5. NB adjustment vs. actual data by country. Each graph shows the actual quarterly series (solid line) against the
NB model adjustment (dashed line). Libya and Somalia show good predictive capacity; Mali and Niger show greater
volatility. Source: author’s own elaboration
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Figure 6. Consolidated series with SARIMAX adjustment (2002-2025). The continuous line reflects observed events and
the broken line reflects the SARIMAX adjustment. The upward trend and peaks linked to strategic milestones can be seen.
Source: author’s own elaboration

The adjustment of time series using SARIMAX identified a sustained upward
trend in Turkish hybrid activity between 2002 and 2025, with acceleration from
2015 onwards. The most notable peaks coincide with strategic milestones such
as the intensification of the conflict in Libya, the opening of the Mogadishu base,
and the Turkey-Africa summits. Although no regular seasonality was detected, the
model captured structural oscillations linked to these events, reinforcing the idea that
Turkey’s strategy combines institutional continuity with tactical adaptability in the
face of geopolitical opportunities.

The graphs included (figures 5 and 6) illustrate these findings: NB shows greater
predictive accuracy in continuity scenarios (Libya and Somalia), while SARIMAX
reflects an upward curve with peaks synchronised with moments of high strategic
visibility.

The articulation between these dynamic results and the ABM-RL simulation is

developed in section 4.4, in order to concentrate the methodological discussion there
and avoid redundancies.
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4.4 Integration with ABM-RL simulation

The third phase of the analysis consisted of comparing the empirical DIMEFL
transition matrix, obtained using first-order Markov chains, with a simulated matrix
generated from an agent-based model with reinforcement learning (ABM-RL). The
comparison was made for reasons of methodological parsimony: implementing a
multi-agent environment, in which African countries would also develop adaptive
learning, would have exceeded the scope of this study. Instead, we opted to
demonstrate a replicable procedure that contrasts empirical observation and adaptive
generation. The ABM-RL matrix does not constitute an ‘alternative reality’, but
rather a virtual laboratory, calibrated with real data, which allows plausible causal
mechanisms to be inferred.

In other words, the model is already dynamic in the strict sense: the agent learns
over time and adjusts its policy according to signals from the environment observed
in the data (e.g., diplomatic-legal responses, variations in reputational tone/Goldstein
and context shocks), incorporated as costs and thresholds in the reward function. These
signals operate as an adversarial ‘proxy’ reflex: when the target reacts, the expected cost
of certain sequences changes and the agent re-optimises its behaviour. Our objective
is to contrast patterns (what tends to follow what) rather than assert hard causality.
However, we do not rule out third-party mediations: that is why we treat discrepancies
between empirical and simulated matrices as indications of unmodelled constraints. In
line with this caution, the work limits its validity to the current version (single actor
and observational environment) and opens up a natural extension to a future multi-
actor study, with an explicit reaction function and additional context variables.

Turkey was modelled as an attacking agent with the ability to choose between
diplomatic, informational, military, economic, financial and legal actions, while
African countries were represented as passive targets with probabilistic responses.
The Turkish agent was trained to maximise influence, consolidate effective sequences
and minimise reputational costs, thus reproducing adaptive strategic decisions.
Although the model does not incorporate a complex internal doctrine, the reward
function acts as a proxy for Ankara’s strategic objectives: the pursuit of influence
and the consolidation of presence, balanced with the need to keep reputational costs
and escalation risks below a threshold that would trigger open confrontation. This
approach, based on the Q-learning method (Watkins and Dayan, 1992), is one of the
pillars of adaptive agent modelling.

The comparison between empirical and simulated matrices reveals significant
structural consistency. Both confirm diplomatic-informational persistence (D—D,
[—I]) and the recurrence of bridge transitions (M—D, M—I), reflecting Turkey’s
tactic of accompanying military interventions with diplomatic offensives or narratives
to legitimise its actions. Likewise, the model reproduced economic-financial
couplings, indicating that the agent learned to combine these resources to consolidate
its presence without directly resorting to force.

The consistency found (D—D, -] and M—D/M—I bridges) is interpreted

within the case of Turkey and not as a universal rule. Future, more extensive studies
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could determine whether this is a specific modus operandi (e.g., of NATO countries)
or a more general grammar of the current international system. In the meantime, our
conclusions are limited to the case analysed and are offered as a replicable basis for
that comparison.
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Figure 7 . Transition matrix: empirical (Markov) vs. simulated (ABM-RL). Side-by-side comparison of transition
probabilities. The ABM-RL model reproduces the main patterns observed, although it overestimates some military
sequences. Source: author’s own elaboration
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Figure 8. Absolute difference between empirical and simulated matrices. Heatmap of |sim-real|. Low values (yellow)
indicate a good fit; high values (orange/red) indicate divergences that point to unmodelled factors, such as reputational
costs or interventions by third parties. Source: author’s own elaboration

However, the absolute difference matrix (figure 8) allows us to identify
relevant divergences between the empirical and simulated models, which is key to
assessing the limits of the generative approach. The most notable discrepancies are
concentrated in transitions involving the military instrument, particularly M—D
(military to diplomatic), with an absolute difference of o.11, indicating that the
ABM-RL model predicts this transition with a significantly higher frequency than
that observed in the actual data (diplomatic agreements are reached after deploying
defence diplomacy or coercive actions, as the case may be). Similarly, the M—I
(military to informational) cell shows a difference of 0.08, suggesting that the
simulated agent tends to link military actions to media narratives more intensely
than empirical patterns reflect.
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In addition, other relevant discrepancies emerge in less expected transitions: E->M
(economic to military) and L—I (legal to informational), both with differences of
0.09. These values indicate that the simulated model attributes a higher frequency to
the conversion of economic or legal instruments towards military coercion dynamics
or a rebound in narratives to give visibility to possible agreements, which could reflect
a logic of strategic escalation.

These overestimations can be attributed to factors not modelled in the simulated
environment. Empirically, transitions from military to diplomatic or informational
approaches are conditioned by international reputational costs, such as the risk of
sanctions, multilateral condemnation or loss of regional legitimacy. Likewise, the
conversion of legal or economic instruments to military or informational ones may
be limited by institutional norms, multilateral pressures, or the presence of external
actors such as France, the US, or Russia, which introduce operational restrictions that
the simulated agent does not face.

In other words, the simulated agent optimises its decisions based on an internal
logic of instrumental efficiency, maximising transitions that in theory produce
greater strategic impact. However, by not incorporating geopolitical, regulatory or
diplomatic constraints, the model tends to overemphasise certain sequences that,
in practice, are subject to external costs and structural constraints. This difference
between the simulated and the observed does not invalidate the model, but rather
reveals its explanatory limitations and points to areas where future simulations could
incorporate adaptive penalties or geopolitical counterweights to improve their realism.

4.5 Theoretical discussion and implications

The empirical-simulated comparison allows us to draw several lessons about
Turkey’s hybrid operations in Africa. First, it confirms that these strategies do
not respond to rigid sets of actions, but rather to a sequential and multisectoral
design: Turkey combines diplomacy, information, economics and force in a chain,
adjusting their deployment to the context. Markov matrices show the structural
persistence of diplomacy and information, as well as bridging transitions—especially
military—diplomacy and military—information—and economic-financial couplings
that illustrate a flexible architecture geared towards consolidating influence.

Secondly, NB models applied to quarterly series confirm that diplomatic and
information activity exhibits a carry-over effect, reflecting sustained campaigns in
scenarios such as Libya and Somalia. In contrast, volatility in Mali and Niger suggests
a more tactical and opportunistic logic, where interventions respond to critical
situations rather than prolonged strategies. The SARIMAX model complements this
finding by identifying a sustained upward trend since 2015, marked by milestones
such as the Libyan civil war, the opening of the Mogadishu base and the Turkey-
Africa summits.

Thirdly, the ABM-RL simulation reproduces many of these patterns—persistence
in diplomacy and information, military—diplomacy/information sequences,
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economic-financial linkages—but also reveals discrepancies. The overestimation
of transitions such as M—D or E—>M suggests that, in an unrestricted virtual
environment, post-coercion legitimisation and economic leaps towards the military
would be more frequent. In practice, factors such as international reputational costs,
the presence of third parties, or material constraints mitigate these sequences.

Methodologically, the comparison between empirical and simulated matrices
demonstrates the complementarity of the approaches: Markov provides descriptive
transparency, NB allows for the quantification of persistence, SARIMAX reveals
structural trends, and ABM-RL introduces explanatory and exploratory capacity. The
decision to limit the simulated model to an attacking agent responds to a criterion of
methodological parsimony, which prioritises replicability over complexity.

Taken together, this design not only describes Turkey’s hybrid operations, but also
offers explanatory hypotheses that enrich the literature on hybrid threats and lay the
groundwork for comparative studies in other geopolitical contexts.

4.6 Composite sketch of the bybrid strategy in Africa

The combined analysis of transition matrices, statistical models and adaptive
simulation allows us to clearly outline the operational architecture of Turkey’s hybrid
strategy in Africa. Turkey does not act through isolated interventions, but rather
articulates a strategic sequence in which diplomacy constitutes the structural core,
reinforced by the information narrative, while military coercion and economic-
financial penetration are activated tactically depending on the context. This logic
responds less to rigid planning than to tactical adaptability, confirmed by both
empirical data and simulated patterns.

Markov chains show high persistence in diplomatic (74%) and informational
(57%) instruments, indicating prolonged positioning and legitimisation campaigns.
Specific examples include Somalia, where Turkey consolidated its presence with the
Mogadishu base in 2017 and the 2024 naval agreement, and Libya, where the 2020
intervention was accompanied by a maritime memorandum and the deployment of
advisers and drones. These cases illustrate how the military—diplomacy/information
sequence functions as a post-coercion legitimisation mechanism.

For their part, NB models confirm a spillover effect in the diplomatic and
information domains, while ABM-RL simulations reproduce these sequences,
although they tend to overestimate M—D and M—I transitions. This divergence
reflects the absence in the model of factors such as international reputational costs
or the intervention of third parties, which in practice limit escalation. In the Sahel,
on the other hand, Turkey adopts a more tactical and opportunistic profile: military
agreements and the sale of drones to Mali and Niger show a logic of technological
penetration, but with greater volatility and dependence on critical situations, such as
coups d’état or power vacuums.

Overall, the resulting picture describes a sequential and adaptive hybrid strategy:
diplomacy as a structural pillar, information as narrative reinforcement, occasional
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military coercion followed by institutional legitimisation, and economic and
financial resources as instruments of consolidation. African countries, limited in their
symmetrical capabilities, respond mainly at the diplomatic and legal levels, which
consolidates a structural asymmetry favourable to Turkey.

This section summarises the findings regarding the ‘what’ (empirical diagnosis), the
‘how’ (observed sequences) and the ‘why’ (logics inferred in the simulation). It thus
offers a clear and replicable characterisation of Turkey’s hybrid strategy, paving the
way for the strategic and methodological implications developed in the conclusions.

4.7 Validation of the hypothesis

The results of the empirical-simulated contrast are consistent with the hypothesis
that the dynamics of hybrid threats can be reproduced with autonomous agents that
learn and adapt their behaviour. The ABM-RL agent, initialised with the empirical
transition grammar, converged towards a stable policy that increases the average return
and reduces reputational and escalation penalties throughout the episodes, a sign of
learning and not simple random reproduction. The learned policy prioritises the use
of instruments of power in the diplomatic and informational spheres and activates
connections with security policies and the use of military instruments when the
expected cost is low, replicating the patterns observed in the empirical matrices; it also
reproduces economic-financial couplings by seeking consolidation without directly
resorting to force. Where imbalances appeared (e.g., occasional overestimation of
M—D/M—]I), the introduction/adjustment of reputational penalties and escalation
risk led the agent to re-optimise its sequencing in subsequent iterations, behaviour
consistent with strategic adaptation based on feedback.

Overall, the agent’s convergent learning and adjustment capacity lend internal
validity to the hypothesis and reinforce the value of the model as a virtual laboratory
for exploring decision rules. The next logical step—already noted in the scope—is to
extend this dynamic to a multi-actor scenario to capture adversarial reflection and
third-party mediation, based on a design of our own actor based on expert judgement.

s Conclusions

This study has addressed a central gap in the analysis of hybrid threats:
operationalising the phenomenon with a working definition—hybrid interference as
sequential coordination of DIMEFL instruments below the threshold of war, with
plausible ambiguity/deniability and cumulative material and cognitive effects—and
linking that definition to a replicable pipeline.

To this end, we have worked on three levels, using empirical reclassification
(GDELT—DIMEFL) in quarterly panels, dynamic analysis with Markov chains,
NB and SARIMAX to identify patterns, persistences and trajectories, and finally an
adaptive ABM-RL simulation that transforms the evidence into decision rules under
explicit costs and thresholds in ‘laboratory’ conditions. The result is a transparent
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framework that describes observable patterns and, at the same time, explains how an
actor can adapt to changing environments.

Applied to the Turkish case in Africa, the approach offers a coherent picture of a
hybrid strategy: persistence of diplomatic to informational transitions, bridges from
military to diplomatic/informational, so that military intervention is supported by
diplomacy or a narrative of legitimisation, and economic-financial reinforcements
that consolidate the actor’s presence without resorting unnecessarily to force, without
this meaning that its use is renounced, as we have seen in the case of Libya.

These findings coincide with and confirm previous research (Arslan, 2025), which
already pointed out the following:

[....] this study has explained how hybrid warfare and grey zone strategies
transformed Turkey’s Middle East security policy through multi-level causal
mechanisms. Findings have demonstrated with concrete indicators the
reciprocal interaction among threat exposure, securitisation discourse, and
policy output. The integration of neorealist power balance with Copenhagen
School securitisation theory has provided an original theoretical framework
explaining both material and discursive dimensions of hybrid strategies’.

The differences between theatres—prolonged campaigns with clear objectives in
Libya and Somalia, versus more opportunistic interventions in Mali and Niger—
reinforce the idea of sequences that react to the environment. For their part, the
empirical response of African countries is concentrated on the diplomatic and legal
levels, maintaining the sub-threshold framework and an asymmetry favourable to

Ankara.

However, the objective of this work is not specifically the case study itself. What is
relevant is that the empirical-simulated comparison validates the working hypothesis:
we can model hybrid agents to study how they learn and adapt in order to carry
out policies that maximise their influence and minimise reputational and escalation
costs. The ABM-RL reproduces the central grammar detected in the data and adjusts
its policy when penalties change, which lends internal validity to the approach.
Where discrepancies appear (for example, in the occasional overestimation of the
military over the diplomatic or informational), they are interpreted as indications
of unmodelled constraints (alliances, sanctions, reputational pressure), i.e., they
constitute approaches for subsequent multi-actor trials rather than ‘failures’ of the
model.

These conclusions are supported by a deliberately parsimonious scope. Our study
has presented one actor (Turkey) and one observational environment to ensure
clarity, traceability and replicability; it describes temporal patterns but does not assert
structural causality. The sampling of GDELT events (global cap and minimum per
country) aims to balance coverage and manageability, reducing biases due to media
overexposure and favouring comparability between theatres.

All in all, the main value of the framework we present lies in its portability and
its ability to open up and propose future lines of research. The natural extension of
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subsequent studies would consist of making an initial design of the actor based on a
panel of experts who define and lead the simulations in a multi-actor environment that
incorporates adversarial reflection (opponent learning) and explicit context variables
and rules of engagement to assess the extent to which the dynamics of opportunistic
or competitive actors explain—and not merely accompany—the measured sequences.
At the same time, cross-replication of the pipeline in other actors (NATO, non-
NATO, non-aligned) and other scenarios will make it possible to determine whether
the patterns observed are idiosyncratic to Turkey or correspond to general trends
in the ecosystem of international relations in today’s world. It should be noted that
the analytical framework applied here, based on the DIMEFL scheme and NATO’s
conceptualisation of hybrid threats, has a Western doctrinal origin. Its application
to actors with radically different strategic frameworks (e.g., China or Russia) may
require conceptual and methodological adaptations to capture their specific logics of
interference (cognitive, legal instruments of power, etc.). Undoubtedly, the analysis of
their theoretical frameworks is a starting point for future work in this regard.

In terms of udility, the proposed assembly provides a reproducible basis for early
warning and scenario exploration: it integrates open data, transparent rules and a ‘virtual
laboratory’ that converts divergences into research questions. With these pieces, the
agenda remains open to richer multi-domain and multi-actor models—without losing
sight of the common thread of measuring sequences and patterns and explaining learning
below thresholds—moving towards comparative assessments that connect observable
tactics with strategic trajectories, always under the guidance of expert judgement, but in
an environment that goes beyond simple game theory to take a step further and exploit
the potential offered by generative artificial intelligence and agent learning.

Technical Annex: Data extraction, processing and modelling procedure

This annex documents the technical flow followed in the study in order to ensure
the reproducibility of the analysis. It details the SQL queries in BigQuery, the
mapping of CAMEO codes to DIMEFL, the phases of the Python pipeline, and the

statistical and simulation models used.

Data extraction (SQL BigQuery)

The empirical basis was constructed from the GDELT Event Database, combining
GDELT 1.0 (2002—2013) and GDELT 2.0 (2015—2025). The SQL script applied the

following criteria:
* Actors: Turkey as Actorrt or Actor.
e Target countries: Libya (LY), Mali (ML), Niger (NG) and Somalia (SO).
e Time interval: 2002-2025.

* Key fields extracted: event identifier, date, actors, CAMEQO codes (EventCode,
EventBaseCode, EventRootCode), Goldstein, AvgTone, coverage metrics (mentions,
sources, articles) and geolocation (ActionGeo_CountryCode, coordinates).
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e Preliminary DIMEFL classification: already applied in the query, using explicit rules:
° Diplomatic: root codes 04—06.

© Informative/Influence: root or—03 and any EventCode/EventBaseCode with

prefix o7.
° Legal: root 13, 15-17.
° Military-Security: root 12, 14, 18—20.
©  Economic: root 08-11, except for financial subcodes.
©  Financial: subcodes 081—087, 101-108, 109—116 (aid, loans, sanctions, transfers).

In addition, to avoid record overload, a maximum of eight hundred events/year
and an overall limit of twenty thousand records were established, selecting the most
relevant events according to NumMentions, NumSources and NumArticles. The
result was a consolidated file with approximately fourteen thousand unique events,

exported in CSV for further analysis.

Processing and reclassification (Python pipeline)
The processing was implemented in the pipeline_turquia_hibrida.py script,
designed to be reproducible in any environment. The main phases were:

1. Loading and validation: normalisation of dates, cleaning of duplicates,

verification of the DIMEFL column and country codes (LY, ML, NG, SO).

2. Geographic visualisation: generation of a choropleth map of Africa with the
distribution of events by country.

3. Quarterly panel: aggregation of events by country, quarter and DIMEFL
instrument, exporting the quarterly_panel.csv table.

4. Markov transition matrices: calculation of transitions between instruments
(empirical) by country and as a whole, with heatmap-type visualisation and
export of matrices in CSV.

5. Statistical models:

© Negative binomial regression (GLM-NB): to estimate the persistence of events
based on lagged valuesi for each instrument.

© SARIMAX: to identify trends and cyclical dynamics in the consolidated quarterly

series.

N

Summary by country: table of absolute distribution of events by instrument
and country (events_summary_by_country_type.csv).

1 Lagged value: in econometrics and time series analysis, the term lagged value is commonly used to
refer to the value of a variable in a previous period. Although it is not included in the RAE dictionary,
its use is widely standardised in technical manuals and specialised literature (e.g., Greene, 2018).
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7. Empirical-simulated comparison: comparison between empirical and simulated
Markov matrices (ABM-RL), with graphical outputs in PNG/PDE

Statistical modelling and simulation

The models applied were:

* Markov chains (order 1): to capture the tactical sequence between instruments.
* Negative binomial GLM: to model overdispersion and temporal persistence.

* SARIMAX: to analyse long-term trends and cycles.

e ABM-RL (Q-learning): to represent Turkey as an adaptive agent that learns to
choose between DIMEFL instruments by maximising rewards (accumulated
influence, persistence of effective sequences, minimisation of reputational costs).

The comparison between the empirical Markov model and the ABM-RL
simulation validated the learning model’s ability to reproduce real patterns while
exploring informational divergences.

Operational considerations

* Media bias control: limitation of events per country and selection of relevant
records.

 Temporal homogeneity: use of quarters as the minimum unit.

* Transparency: all SQL and Python scripts are documented and available for

review.

e Scalability: the pipeline can be applied to other actors, countries or periods with
minimal modifications.
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aniel Sans6-Rubert Pascual is a prominent academic and criminologist
specialising in security, defence and intelligence, with multiple degrees and
postgraduate qualifications in Law, Political Science and Criminology. He
has had a prolific teaching and research career and is the author of numerous books
and articles on organised crime, terrorism and national security. His professional and
academic career includes collaborations with institutions such as the Higher Centre
for National Defence Studies (CESEDEN) and the Spanish Institute for Strategic
Studies (IEEE), establishing himself as a key figure in studies on democratic security.

The book reviewed here belongs to the academic essay genre and was published in
2024 by the legal publishing house Atelier. It consists of 190 pages that address the role
of intelligence in modern democracies in the face of current risks and threats, offering
a comprehensive and critical analysis of the role played by intelligence services. It is
presented as a profound and necessary reflection in a context where constitutional
security and the protection of fundamental rights maintain a balance within the space
of legality for the achievement and survival of democracy itself in the face of the
challenges present in advanced democratic and legal societies.

This work is a socio-legal analysis of intelligence services and their crucial role
in defending democracy and constitutional order, in the context of a growing need
to respond to new challenges and overcome current classical models, due to the
tension between the need for national security and the preservation of civil liberties
and fundamental rights. The thesis focuses, within constitutional democratic
frameworks, on the necessary evolution to respond effectively to new threats—
especially in the areas of hybrid threats, cyberspace, political polarisation strategies
and disinformation—while maintaining a balance between security and respect
for the law, the operational reinforcement of a solid legal framework and effective
democratic control mechanisms, improving their legitimacy and public perception
by overcoming negative or preconceived stereotypes, and developing legal intelligence
capabilities to counter specific threats such as lawfare and disinformation.

The book is divided into several sections that address different aspects of intelligence
services. First, the author takes a historical journey that allows us to understand the
evolution of these institutions, from their origins to their development in the current
context. This historical perspective is essential to understanding how the functions
and public perception of intelligence services have changed over time. A notable
aspect is the discussion of the parliamentary and judicial control mechanisms that
must exist to oversee the activities of intelligence services. Sansé-Rubert uses examples
to illustrate how these mechanisms can be effectively implemented through specific
cases, demonstrating that oversight is not only possible but essential to maintaining
public confidence in these institutions.

Throughout the work, one of the central themes explored by the author is the
need for a balance between security and transparency, arguing that, while intelligence
agencies are essential for protecting society from threats, their operations must be
subject to a legal framework that guarantees accountability, emphasising that opacity
can lead to abuses of power and the erosion of citizens’ rights, which is incompatible
with democratic principles.

Journal of the Spanish Institute for Strategic Studies no. 26 Year: 2025 - pp.: 629 to 632




Semiannual magazine of the IEEE Book Review

The structure of the book begins with a masterful prologue by Prof. Doc. José Julio
Ferndndez Rodriguez, followed by six chapters with their respective sections—plus
the closing bibliography—where the academic approach is probably one of the most
notable features given the author’s background in research and teaching, suggesting a
rigorous and reflective writing style with didactic connotations.

The narrative style is formal and structured, typical of these academic works on
security and politics, including well-founded arguments supported by evidence and
connections with other authors who are experts in the field, following a clear logic in
the presentation of ideas. The narrative is fluid and coherent, characteristic of well-
structured academic texts, where arguments are developed in a logical, progressive
and forward-looking manner, facilitating the understanding of complex concepts
related to intelligence services and their role in democratic society.

It addresses orbital themes such as legal intelligence, disinformation strategies
and lawfare, implementing a narrative that connects various aspects in a coherent
manner, establishing relationships between these concepts and their impact on the
constitutional order. The narrative flow is reinforced by the author’s interdisciplinary
approach, resulting in a natural discourse between different areas of knowledge,
offering a comprehensive view of the subject, alternating theory with practical
projections that maintain a balance that favours fluidity in reading and coherence in
the presentation of ideas.

The bookK’s argumentation abundantly presents the connotations characteristic
of academic rigour, combining perspectives from law, political science and security
studies, which allows it to address the topic from multiple angles, lending depth and
credibility. The contextualisation within the democratic spectrum emphasises the
legitimacy of intelligence agencies and their role in protecting fundamental rights and
public freedoms, introducing the culture of intelligence as a mechanism within public
policy to raise awareness in society of the relevance of these services. The author’s
reflections on the institutional control to which these agencies must be subject within
the parliamentary and institutional debate stand out, in order to guarantee their
transparency and alignment with democratic values and their adaptation, within the
legal framework, to contemporary challenges and new threats, such as disinformation
and lawfare. Consequently, the book’s arguments are solid because they are backed
by a proven theoretical basis, clear legal references and a critical approach to the
role of intelligence services in a constitutional democracy, demonstrating a deep
understanding of current dynamics and contributing significantly to the academic
debate on security and democratic governance.

The book incorporates a wealth of sources from various disciplines, reflecting
the author’s specialised training. As an academic, Sansé-Rubert uses a wide range of
sources, including books and research papers in relevant fields, with references to legal
frameworks and other influential works on the functioning of intelligence services in
democracies.

In terms of originality and innovation, the work analyses emerging concepts such
as the globalisation of constitutional law, legal intelligence, disinformation strategies
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and lawfare, contributing new perspectives to these fields of study and collaborating
in a doctrinal update by addressing the necessary change in the role of intelligence
services in the face of risks and threats in modern democratic societies. Consequently,
the work is topical and relevant, highlighting the impact of the subject matter
addressed due to its importance in the current context, providing a comprehensive
analysis, contributing to the academic debate, on new perspectives in these fields of
study within the analysis of contemporary challenges. It is worth highlighting the
analysis of the balance between security and rights, addressing the tension between
the need for security and the protection of fundamental rights in a democratic state.
This work is a contribution to the specialised literature, contributing to a growing
area of study, offering a specialised contribution on the role of intelligence services
within an informed and critical vision.

Consequently, we are presented with a significant contribution to the debate on
intelligence and democracy, where the critical and constructive approach invites
readers to reflect on how intelligence services can operate ethically and responsibly
within a democratic framework. In addressing the complexity of the relationship
between security and citizens' rights, the author offers a theoretical and proactive
vision and places himself in a context of growing concern for national security and
democratic integrity. His analysis is particularly relevant in an era marked by hybrid
threats and cyberattacks, offering a unique worldview by combining legal analysis
with practical security considerations, reflecting the author’s experience in both fields
and positioning himself as an important reference for understanding the role of
intelligence services in the contemporary democratic context.

In short, the book immerses us in an understanding of the crucial role of intelligence
services in modern democracies, tackling the challenges these institutions face in the
face of the diversity of current and future risks and threats, all through well-founded
reflections on legal intelligence, disinformation strategies and the phenomenon
of lawfare. In conclusion, it is essential reading for academics, professionals and
anyone interested in understanding the intersection between security, politics and
ethics, providing an in-depth analysis that raises crucial questions about the future
of intelligence services in an increasingly complex, interconnected and challenging
world, where strategies are proposed for improving the control and supervision
mechanisms of these operators.
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afael Garcia Pérez, in addition to being a professor of International Relations

accredited as a university professor, holds a PhD in History, a Diploma in

Constitutional Law and Political Science, and a Diploma in National Defence
Studies from CESEDEN, among other academic merits.

He is the author of numerous articles and essays on issues related to global trends,
security challenges and threats, and although he has extensive knowledge of security
and defence issues, his particular concern for maritime affairs and maritime security
issues should be highlighted, which has allowed him, for example, to participate as
an independent expert in the consultation process carried out by the Department
of National Security (DSN) in the recent review of the National Maritime Security
Strategy (2023). He is currently part of the team of advisers to the International
Legal Advisory Service of the Ministry of Foreign Affairs, European Union and
Cooperation, for the extension of the continental shelf before the United Nations
Commission on the Limits of the Continental Shelf.

Highly aware of the enormous importance of maritime issues, in this book, 7he
Global Submarine Cable Network: Geopolitics and Security of Critical Infrastructure, he
transports us to the almost unknown world of the seabed, the ocean floor, emphasising
its importance, and in particular that of the submarine telecommunications
infrastructure, which is critical for today’s society, something of which we are not yet
fully aware.

The work begins with a magnificent foreword by Captain Antonio Notario, Head
of Political-Strategic Planning at the Department of National Security, and one of
the most renowned national experts on maritime security, highlighting the relevance
and timeliness of the work in a changing world where the seabed is becoming
increasingly important, mentioning the key elements of the submarine cable network
that the author will discuss later in the book: the complexity of international law,
the technological and industrial implications, geopolitics and national security, all
framed within the context of interdependence and the transformative power of
economic connections in diplomacy and international relations, in a scenario marked
by the long-distance race between China and the US for supremacy in international
hegemony.

Regarding the general content of the work, it should be noted that it is not limited
to the security of these critical infrastructures, but also addresses the relevance of the
global submarine cable network itself, analysing it from various perspectives such
as geopolitics, international law, its technological and industrial implications, and
national security. This allows the author to identify the main actors in the configuration
of the global submarine cable network: states, international organisations and large
private corporations. Taking a comprehensive approach, he analyses their role as
geostrategic players, acting as major centres of power and influence (they have the
will and the capacity to do so). The book opens our eyes to how much is at stake
on the seabed: technological supremacy, leadership in the development of artificial
intelligence, and above all, who is the protagonist in this new dimension and its
relevance in power relations (geopolitics).
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Professor Garcia’s work invites us to explore all these issues in a systematic and
structured way. He begins with a glossary of terms that will allow us to better
understand, from a technical perspective, what the submarine cable network is and
what its various components are.

He explains that 99% of international data trafhic currently travels through the
submarine fibre optic cable network, making it the critical infrastructure for digital
connectivity between countries, and that the United Nations has described it as the
communications infrastructure of paramount importance to the global economy and
the national security of states. The cables deployed on the seabed normally follow
the same route as traditional shipping lanes, where merchant ships responsible for
global maritime trade sail, accounting for approximately 90% of goods transported
internationally.

Professor Garcia points out that the global cable network is designed to be
redundant, multiplying the number of cables that make the main connections, but the
fact that they follow traditional shipping routes means that they are subject to similar
geographical constraints. Thus, maritime ‘choke points’ such as Malacca and Suez
are also critical points in the submarine cable network, highlighting the ever-present
influence of geography on geopolitics, in this case in its new dimension of competition
in cyberspace, where China and the United States are the main players, rivalling each
other above all in content generation and in the protection of information transiting
the network, which is essentially a struggle for digital hegemony.

The author analyses some of the most salient features of this network, such
as the largely private nature of the management, laying and maintenance of
submarine cables, and where the global Internet giants, known as GAFAM
(Google, Amazon, Facebook, Apple and Meta), are increasingly prominent
players. This submarine network is vulnerable to both physical attacks on the
cables and cyberattacks (against the systems that manage the network or against
the network itself), which is a difficult reality to manage in the absence of an
appropriate legal framework. The United Nations Convention on the Law of
the Sea (UNCLOS) is very limited, as it is essentially oriented towards states,
while non-state actors such as GAFAM are becoming increasingly relevant. In
addition, most of the maritime areas where the cables are laid are not subject to
the sovereignty of any state.

The book addresses all these issues in a five-chapter structure, which systematically
analyses the key elements of the global submarine cable network.

The first chapter analyses the legal dimension of an infrastructure that makes
communications possible across the globe, but which does not have a specific
international legal regime. After a brief historical review of the most relevant
regulations since the 19th century, the current situation is analysed from the
perspective of UNCLOS, a legal framework that is essentially limited to the territorial
waters of states and does not provide a coherent and adequate regime for their
protection. In fact, the author points out that, under international law, submarine
cables are legitimate military targets, and he draws on various real-life examples to
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emphasise this situation and the need for an adequate regulatory framework for fibre
optic cables.

The second chapter seeks to identify the main actors involved in submarine cable
networks. Although these are mostly private companies competing with each other,
the author questions whether the strategic design of the networks is driven by the
interests of these companies, whether it is directed by states, or whether it is actually a
combination of both. With regard to security, he points out that knowing the players
makes it easier to identify vulnerabilities, either against the network itself or against
the information circulating through it.

Although in the early days, the high cost and complexity of managing
the cables meant that international consortia (usually centred around a large
telecommunications company) had to be used to sell the use of the cable, the new
reality is that increased demand in recent decades has led to full ownership, where
content companies (GAFAM), the traditional customers, have become owners (of
the cable itself and what it transmits), and their financial and technological capacity
is allowing them to drive their competitors out of the market, imposing conditions
of access and exploitation that are even above the sovereign authority of many
states. This forces countries without technological capacity to accept the conditions
or give up connectivity, and the states where these large corporations are based
(GAFAM are all American) have the political and regulatory capacity to use these
companies as vectors in geopolitical competition. Other business actors involved in
the manufacture, laying, repair, recycling and removal of submarine cables are also
analysed.

Building on the above analysis, the third chapter delves into the geopolitics (power
relations explained on the basis of geography) of the global submarine cable network,
addressing both its physical dimension (the material structure of the network and
the geographical location of the cables) and its virtual dimension (the content that
circulates through the network, the exploitation of user data, and, above all, the
development and control of a new technology that will be the driving force behind
the new production model: Artificial Intelligence (AI). These elements are addressed
from the perspective of connectivity and the use that different states make of the
Internet (the US uses it as a mechanism for the extraction and economic exploitation
of user-generated data; China as a tool for control and surveillance; and Russia as an
instrument for subverting other states).

Geopolitical competition (power struggle) for control of the network is becoming
increasingly intense; it has gone from being a critical infrastructure in need of
protection to an instrument of influence and a threat factor. China and the US, the
two main players, are not only competing for control of the network, but also for the
data that flows through it, which is indispensable for the development of Al

Professor Garcia delves into the three main areas of this geopolitical competition:
business, security and technical-diplomatic, paying special attention to the latter in
this chapter (as in the case of the US veto on Chinese companies, the struggle for the
deployment of new large projects, etc.).
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The chapter ends with a very interesting view of the geopolitics of cyberspace,
concluding that control of the network will allow access (presumably illegitimate) to
the information circulating through it, which gives an idea of its strategic importance
and why it is therefore the central object of geopolitical competition between the
major powers.

The fourth chapter analyses in detail the issue of submarine cable security. It
addresses both unintentional threats (natural phenomena, accidents resulting from
human activity, etc.) and intentional threats (sabotage of the physical integrity of
the network, hostile cyber actions directed at cable management centres either to
interrupt data traffic or to extract information transmitted via the cable). The author
delves specifically into the protection of submarine cables in the North Atlantic,
the actions and initiatives taken by NATO, the European Union, and the states
themselves.

The work concludes with a final chapter devoted to the role of Spain, and the
Iberian Peninsula in general, in the global submarine cable network, given its excellent
geographical position for connectivity between Africa, America and the Middle East.
It details the characteristics of the different cables that pass through our waters, how
their laying has evolved, and the importance of the main stations and landing points.
It argues that in the coming years, 70% of the data reaching Europe will do so via the
Iberian Peninsula.

Rafael concludes his work with some final reflections that invite the reader to
reflect on the enormous importance of the global submarine cable network, both for
its physical size and for the information and data that circulate through it. He points
out that although the network initially received little attention from states (different
jurisdictions, different companies, insufficient regulation, impossibility of protecting
its integrity, etc.), it is now becoming the main focus of geopolitical competition
between major powers for control of cyberspace, essentially the US and China, and
is characterised by the presence of large technology companies (mostly private, such
as GAFAM, in addition to Chinese companies) where governments express their
interest in using the network to project power.

Professor Garcia also reflects on the worrying passivity of the EU with regard to the
security of information transmitted via cables, which in practice means renouncing
European digital sovereignty. Between accepting submission or opting for rupture, he
ventures to propose various substantive measures with a view to increasing Europe’s
role in the geopolitical game for control of cyberspace.

The centrality of the submarine cable network to the international agenda is
undeniable, and if the next technological frontier is the development and application
of Al, the immense volume of data and the ability to process it almost instantaneously
can only be achieved through cables.

Professor Rafael Garcia’s book is not only detailed and solidly argued, but also
highly relevant at a time of growing geopolitical competition in an increasingly
multipolar world, with the United States and China as the main poles, and where data
and information, the main fuel for the development of Al, travel through submarine
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cables. Despite being a little-known reality, control of the submarine cable network,
both in its physical and cybernetic dimensions (the data that travels through the
network), has become an essential and priority objective for maintaining (in the case
of the US) or achieving (in the case of China) global hegemony in the coming years.
The author introduces us to the ins and outs of this new geopolitical reality in a way
that is easily understandable for non-experts, but above all entertaining, allowing the
reader to take an enjoyable and interesting dive into these submarine matters.
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asil Germond, co-director of the Security Research Institute at Lancaster

University (United Kingdom), is currently one of the most influential voices

on maritime power and naval issues. His latest work, Seapower in the Post-
Modern World, is a true historiography of maritime power from antiquity to the
present day, in which the author develops a careful framework for studying the
concept, highlighting its importance in today’s rapidly changing world. The title of
the work, as the author explains in the opening pages, is a tribute to one of the books
published just over a century ago by British Admiral Sir Herbert Richmond—one of
the most famous disciples of the British historian and strategist par excellence, Julian
Corbett—=Seapower in the Modern World (1934).

The work is divided into seven chapters: A historiography of the concept of
maritime power; Maritime power in international relations; Maritime power and post-
modernity: A new framework for analysis; From pre-modern to modern maritime
power; Solidarity-based and civil maritime power; and The future of maritime power
(conclusions). Throughout these chapters, Germond provides a historical review of
the existing literature on the subject, efliciently and entertainingly summarising the
ideas of the great naval thinkers of the 20th century and identifying the different
perspectives (history, culture, strategy, politics, economics) from which this topic has

been approached.

The work is also being published at a time when much of the work that has been
published in recent years has been limited either to maritime and naval history
through biographies of illustrious figures and significant events, or to the exclusive
field of maritime security (a field in which figures such as Professor Fernando Ibdfez
stand out in our country), leaving aside other issues that shape maritime power as a
whole. Germond’s work incorporates aspects of all these disciplines to provide a clear
and illustrative overview.

The first chapter is essentially a biography of the term ‘sea power’, originally
popularised by the American Alfred T. Mahan in his works published from 1890
onwards. As Germond rightly points out, few works published since then have dared
to give a precise definition of the term, which is often treated as a dogma that does
not need to be defined. Thus, the different disciplines from which it has been studied
and the main figures in the literature of this discipline are reviewed. It also addresses
the difference between maritime power and naval power, the latter being the military
component of the former, which encompasses many other aspects, and the need for
maritime strategy as an instrument to transform maritime power into real influence.

A close example of the importance of clearly defining the differences between
the two concepts can be found in the Spanish translations of some of the most
representative works in maritime strategic studies. For example, Mahan’s seminal
work, 7he Influence of Sea Power Upon History: 1660-1783, was translated and
published in Spanish as La Influencia del Poder Naval en la Historia. This translation
often misleads readers unfamiliar with the American author’s work, which, far from
limiting itself to treating maritime power as the basis of national power from a purely
military perspective (naval power), placed special emphasis on the importance of the
commercial and economic dimensions of states’ maritime activity.
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The second chapter focuses on the concept of power and the different perspectives
that exist on this concept within international relations, clarifying the concept in
relation to the central theme of the work and the field of study in which it is framed.
Addressing the different schools of thought within international relations, Germond
reviews each one’s conception of maritime power and defines the three main axes of
analysis that can be used to approach the historical study of maritime power and its
influence in today’s world: its elements, its articulation or enactment, and its results
or objectives.

Based on these three axes or levels of analysis, the third chapter develops the
analytical framework that is used throughout the remaining chapters to analyse
in detail the main characteristics and particularities of each period. Germond
thus defines a theoretical framework for the study of seapower as a historical
phenomenon whose development and evolution consist of different stages or eras:
pre-modernity, modernity, post-modernity and neo-modernity. This framework is
based on a comprehensive conception of the concept of seapower that encompasses
all its dimensions. Germond addresses each of these stages through the three axes
mentioned above, in order to extract and present to the reader the characteristics
of each of these phases or historical moments: the elements and forms of maritime
power, the practical exercise of that power, and the ultimate causes or consequences it
has for nations and international relations in general.

The fourth chapter focuses on the pre-modern era, covering a period during which
entities such as Greece and Carthage dominated the waters of the Mediterranean and
laid the foundations for what Alfred Mahan would later call the virtuous circle of
maritime power, through which a nation decides to orient all aspects of its existence
towards the sea, investing in maritime trade and from whose fruits the resources
necessary to protect that trade and defend itself against external threats are born.
Germond demonstrates, drawing on the work of historians such as Andrew Lambert
(Lambert, 2028), that technological and material factors were what largely limited the
expansion of maritime power during this period, rather than cultural and ideological
factors.

He then moves on to the modern era (commonly known as the Age of Exploration),
studying the process of consolidation of nation states and the development of their
maritime power during a period in which the geographical horizons of the known
world expanded and what we now call globalisation began to take shape. Germond
points out the link between nation states, the construction of empires and the
expansion of maritime power, noting that the most immutable and enduring
characteristics of maritime power had developed in the pre-modern era rather than
the modern era.

He continues his analysis in chapter five by addressing the debate surrounding
the characteristics of a post-modern era, considering the extent to which we can
recognise that we are currently living in such a period. Here, new characteristics of
maritime power emerge, including the compression of time and space, the emphasis
on new technologies, the emergence of non-state actors, and the growing influence
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of supranational institutions such as the EU and ASEAN in the development and
exercise of maritime power. This period also highlights the confrontation between
two opposing trends: the growing territorialisation of maritime spaces (represented by
aspects such as the United Nations Convention on the Law of the Sea—UNCLOS)
versus the deterritorialisation of threats to international security (terrorism being the
most notable example of this phenomenon).

The sixth chapter introduces two new concepts developed by the author: collective
maritime power and civil maritime power. The first responds to the trend that
emerged with the end of the Cold War and the inclination of states with aligned
maritime interests to collaborate in order to address the most relevant threats.
Germond describes it as a ‘solidarity-based society of maritime nations™ . The second
has to do with the increasing use of maritime spaces for economic purposes through
entities such as the merchant navy, large shipping companies, fishing fleets and marine
scientific research. The author concludes that the dominance of the Western bloc
of nations as an alliance of maritime nations is largely based on this civil-economic
vision to exert a dominant influence on the global order, but is increasingly threatened
by the emergence of visions from Southeast Asia (primarily China) that challenge this
status.

Germond concludes his work with chapter seven and his conclusions, reviewing
the general ideas presented throughout the preceding chapters and emphasising
the importance of approaching the study of maritime power as a phenomenon that
has evolved over the centuries. He argues that continuity rather than change has
characterised maritime power as a concept and practice, displaying characteristics that
make it universal and not necessarily exclusive to Western nations. He also points to
the need to study this phenomenon in greater depth in order to understand more
clearly and thoroughly the differences between Western and non-Western nations at a
cultural and ideological level.

Broadly speaking, Seapower in the Post-Modern World is one of the most
comprehensive and succinct works produced to date. As the author points out from
the outset, the literature on maritime issues is abundant both in terms of authors
and the disciplines from which it is approached. Germond’s work therefore succeeds
admirably in summarising and organising a significant part of the literature, and in
going further thanks to its theoretical framework of analysis. While many other works
focus on specific historical periods (as demonstrated, for example, by the literature
on Spanish maritime and naval power), Germond provides a linear vision and a
clear map for understanding the evolution of the concept as one of the most ancient
human experiences.

In this sense, it is a valuable addition to the aforementioned field of study. At the
same time, however, the fluidity of the narrative and the author’s ability to express

1 This is a highly relevant issue, on which Germond and other authors have occasionally emphasised the
importance of a robust commitment to protecting stability and freedom of navigation, fundamental
pillars on which globalisation has been based to this day.
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the most complex aspects in a simple way make it equally accessible to readers who
are unfamiliar with the discipline. Ultimately, it can be conceived as an abridged
history of the relationship between human beings and the sea, but also as a guide
to understanding the role played by states and non-state entities in the current
international order; a role that is set to grow in importance in the coming years and
to which special attention should therefore be paid (as China has demonstrated with
its ambitious commercial expansion through the Belt and Road Initiative).

Compared to other relevant works in the field, Germond’s book is a more than
adequate introduction for those new to the field of maritime strategic studies. Today,
the global reference work is Seapower: A Guide for the 215t Century by British historian
and naval expert Geoffrey Till, one of the most illustrious names in this field of study,
with whom the author has had the opportunity to share seminars (Till, 2018). His
work, the fifth edition of which will be published shortly, is much denser and more
overwhelming in content and depth of analysis, resembling more of a manual. In
contrast, Germond’s work constitutes a first approach to the discipline, providing a
remarkably solid knowledge base.

In short, Germond’s work is indispensable for academics and professionals in the
maritime field, allowing them to reflect on the significance of maritime power for our
society, the different ways in which it has been used over the centuries, and, above all,
the challenges ahead in an increasingly complex and interconnected world.
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